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remote everything
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The way we worked: A snapshot of the Past
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Physical proximity and security
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The new normal | work from anywhere

Source:
9

When Employees working from home and
remotely, both on corporate and personal
devices Increased security risks.

Companies intend to shift
7 4 O/ some employees to
o remote work permanently



https://www.gartner.com/en/newsroom/press-releases/2020-04-03-gartner-cfo-surey-reveals-74-percent-of-organizations-to-shift-some-employees-to-remote-work-permanently2

SMBs are vulnerable to cyberattacks

“Someone was fooled by the email from the CEO
and used his Corp card to send the iTunes gift cards.
We lost about $5,000.”

— SMB customer ¢ 150 employees

“The only reason we caught it was that it was a 6-

digit sales order and our sales orders are a 7 digit.”
— SMB customer « 250 employees

“They got someone’s password, and sent an email to
our CFO, who sent the $40,000 wire transfer.”

— SMB customer « 150 employees

Source: 1&2 Microsoft commissioned Forrester Research, 2020, 3

50%

61%

50% of small businesses
have experienced an
attack in the past year'

of small businesses that
experienced a recent
cyberattack were not able
to operate.?

average cost of a
SMB data breach.3
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https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo.kaspersky.com%2Frs%2F802-IJN-240%2Fimages%2FGL_Kaspersky_Report-IT-Security-Economics_report_2019.pdf&data=04%7C01%7Cv-katdi%40microsoft.com%7C332c18ec13134f52a70208d897b86f2c%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C1%7C637426165676867138%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2q%2BI0o7YiAaDVj4TRbicILZtP9gnd5jTHBP9BlIpxvs%3D&reserved=0

Microsoft 365 Security Assessment Essentials
An executive assessment into essential security
capabilities, map against normal/high risk scenario
and security hygiene.

This assessment is for all companies, small or big and independent of industry that need
to review and secure Microsoft 365 in the best way to prepare for the next step in the
security journey.

C Dustin



Essential security enablement checklist

I“.

General security enabled

|dentity protection

Email protection N

Information governance £ 3 ris

Teams' security A vs Hig
Device management sy
Remote access security

Secure score governance
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Check your Secure Score

Microsoft Secure Score

The problem:

YO u Wa nt to i m p rove yo u r C u Sto m e r’s Microsoft Secure Score is a representation of your organization’s security posture, and your opportunity to improve it.
security, but don’t know where to start

Your secure score Include Actions to review Comparison

T h e S O | ut i O n . Secure Score: 46% Regressed O To address Risk accepted Recently added O Recently updated O Vo seane
379/820 points achieved 0 63 3 0 0 —

Check Microsoft Secure Score

Improvement action Score impact Status Category

Overview Improvement actions  History — Metrics & trends

Organizations like yours

Custom comparison
I

Turn on Microsoft Defender Application Guard managed mode 1% Risk accepted

ORI I T S N O L ~ &
S PP P & Y @t Sl Block credential stealing from the Windows local security authorit... % addres Jevice .
W t .t . Manage comparisons
h .
a I I S . Breakdown points by: Category Use advanced protection against ransomware 1% addres device

Identity % ‘ X Resources
Block execution of potentially obfuscated scripts E

Microsoft Secure Score analyzes your

Data No data to show

Block Office applications from injecting code into other processes 1% addres device Learn about the improvement actions]

Microsoft 365 overall security and assigns a

Device 43%  Block executable content from email client and webmail
——

score. Secure Score also recommends next Do more i e Seur o

A
il reporting even further.

steps to consider in order to improve
Se C u r I ty. B o s N Block from creating child processes

View all

How to access: -
http://securescore.microsoft.com
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http://securescore.microsoft.com/

@i Cloud Security Expert

Microsoft 365 Security Assessment Essentials O o
@ Security Specialist

Included in Assessment Next step
1 A
[ 1 1

Pre-engagement Remote Assessment and awareness Report and recommendations Design and Delivery
Goals: Goals: Goals: + Design and deploy the
* Scope of Assessment * Technical assessment rune trough » Reporting summarization recommended roadmap items
« Identification of Stakeholders « General Tenant security * Prioritize security recommendation
* Scheduling of Assessment * Identity protection sred) e ifndlinge Bt User fipe

neauting S Hty prote and Implementation costs Proof of Concept Labs
+ Aligning on expectations and » Email protection :

provide a pre-assessment * Information governance * What more can you do with

guestionnaire ® Microsoft Security

» Teams' security

R * Device management
+ Remote access security Continues Security assessment

e Secure Score L 4

Out of scope - Provide security assessment

for on-premises infrastructure

Stage 3

O Technical assessment: O , O O
@ Collecting information @ ‘lh@ @

Report and F::::::zs

roaamap || I | |

planning .
 Dustin

Customer On-Site

Orientation

Assessment




Key Recommendations

Low user impact
Low implementation cost

Quick Wins 0-3 months

Enable MFA for all global admins

Set strong outbound spam policy

Review signs-ins after multiple failures report weekly
Enable audit data recording

Review signs-ins from multiple geographies report weekly
Enable Information Rights Management (IRM) services

Low user impact
Moderate implementation cost

3-6 Months
Enable Cloud App Security

Moderate user impact
Low and moderate implementation cost

6 Months and Beyond

Enable MFA for all users

Enable Advanced Threat Protection safe attachments policy
Enable Advanced Threat Protection safe links policy

Do not allow anonymous calendar sharing

Enable mobile device management services

Enable Data Loss Prevention policies

SPO Sites have classification policies

IRM protections applied to documents

IRM protections applied to email

(C Dustin J
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See you at the next meeting! O Dustin



