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Streamline User Access & 
Licensing costs with Security 
Insights for D365 FO 
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D365 FO Licensing options

Types of License

Full users
Additional users

Activity

Team 
member

Device

A specified 
device license 

enables multiple 
users to operate 

through that 
device

Grants read-only 
access to all data, and 

access to basic 
functionality

Gives access to 
some 

transactional 
task

Enterprise license

For full access to full 
functionality of any of the 4 
business areas – Finance, 
SCM, Commerce, Project 

operations

Pricing info available at: https://www.microsoft.com/en-au/dynamics-365/products/finance/pricing  

https://www.microsoft.com/en-au/dynamics-365/products/finance/pricing
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Dynamics 365 Finance & Operations User access & security 
challenges 

Challenges the ISV aims to resolve:

 How can I cut down costs on user licensing?

 How many licenses have I assigned to users? 

 How many users specifically have Enterprise licenses allocated to them?

 Are users using the capabilities of Enterprise licenses?

 Are users utilizing all roles allocated to them?

 What is the role utilization rate (%) for users? 
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Security Insights for D365FO
Provides insights on user access and security control in D365 FO

Challenge

• Ensure optimized utilization of enterprise license users 

• Remove unused/unnecessary security access, thus saving costs

Solution

• Security Insights for D365FO ingests user behavior data from Azure Application Insights for 
security analysis.

• Actively monitor user role assignments & utilization, thus enabling power users to optimize 
licensing and security of end users. 

Results

• Gain insights on user access and security

• Identify and maintain underutilized/unused roles, duties, privileges that have enterprise licenses 
attached.

• Supports Active Directory Security groups

Prerequisite: Azure Application Insights Instance 
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MS 
Licensing
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Security Insights vs standard Security Governance & PPAC 
reporting

DXC Security Insights MS Security Governance & 

PPAC reporting

Aimed at Companies that are looking at reducing 

their user licensing cost. E.g. due to 

security updates with unintended 

licensing implications since their last 

security audit.

Set of advanced features which provides 

useful tools to System administrators for role 

management, licenses auditing, enhanced 

audit trails and versioning, supported with 

some useful reports around license usage, 

separation of duties violations etc.

Ability to minimize 

subscription cost

Yes. Allows you to identify over-licensed 

users. Identify what privileges they are 

using vs what they are licensed for

No. Only indicates what licenses would apply 

to users and if they have logged on recently 

to D365, not what they accessed/require.

Group similar users Yes. AI can group users based on roles or 

privileges similarities making role 

reduction decisions easier. 

PPAC: User license level, which is manually 

assigned to users.

Prerequisites Azure Applications Insights – identify 

actual user accessed menu items

No – doesn’t compare to actual user 

accessed menu items

Complements each other and meets different requirements
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Security Insights for D365 FO: Overview
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Security Insights for D365 FO: Visual recommendations
Ability to highlight unused license types
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Security Insights for D365 FO: Unassigned users
When Initiating security group using User groups or Microsoft Entra ID security groups, an 
extra security group Not assigned will be created for users that doesn't fall within any of the 
existing groups.
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Security Insights for D365 FO: Role utilization %

Role utilization % on 
Assign users to roles 
assist with determining 
which users utilized the role 
within the fetched period.
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Security Insights for D365 FO: Remove permission

Parameter option to warn when user selects Remove reference in Security configuration and 
fetched utilization exists for the role/duty/privilege combination
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Security Insights for D365 FO: Security diagnostics
1. Context \ Resource license: License for the Menu item

2. License: License for the Role
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