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BE PROACTIVE AND PREPARE
YOUR IT TEAM FOR THE
INEVITABLE WITH A DISASTER PLAN

with eGroup Enabling Technologies Incident Response Tabletop Exercise

Every IT organization should have an Incident Response Plan (IRP). It is intended as a guide for
IT staff to use in the event that the organization suffers any disaster described in the plan.

The National Institute of Standards and Technology (NIST) recommends and provides guidance on how to conduct
an IRP Tabletop Review. NIST Special Publication 800-84 outlines the importance of tabletop exercises to ensure
the organization has considered threats to business continuity. The exercise can also reveal the extent to which the
IT team understands how they should respond to different kinds of threats and incidents.

Expert-Led, NIST-Based Approach
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RUN BASED TAILORED
BY PROS ON NIST TO YOU
Conducted by former Based on Tailored to your
IT executives with NIST 800-84 specific industry and

real-world experience Guidelines threat landscape

Incident Response Plan Overview

« Comprehensive After-Action Report

DELIVERABLE » Scoring Scale to Benchmark Your Readiness
— . Actionable Recommendations to Address Identified

Gaps

Improved Incident Response Capabilities
Enhanced Staff Training and Awareness

Stronger Compliance Posture

Potential Reduction in Cyber Insurance Premiums

TANGIBLE BENEFITS =<

"Not only did you help us craft a modern-day incident response plan, but we also rolled
that straight into tabletop exercises. That helped us really feel way more prepared and
allows us to check the boxes in client risk assessments and insurance questionnaires.”

- Marcus lenaro, Herrick Law Firm
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