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Mitigate the risk
between different
roles and responsi-
bilities.

Safeguard your
assets.

Prevent fraud or
theft.

An SoD Tool to
manage risk.

SEGREGATION
OF DUTIES

FOR SYSPRO



THE ENTERPRISEWORX WAY

We think differently, that is our unique differentiator. Yes, we do IT stuff but it is how
we think that makes our solutions fit perfectly within your organisation. EWX has been
around for over 15 years, being a Gold Microsoft Partner since inception. We take pride
in the connections and solutions we build. We think outside the box and create sus-
tainable solutions for your organisation.

SEGREGATION OF DUTIES

Imagine that all the internal processes of your organisation were all in the hands of
one person! This person posses the ability to approve invoices, change banking
details, credits, move stock as they please. How will you know?

Segregation of Duties (SoD) is the process where the responsibilies of key processes
are shared across more than one person in a department. Without this seperation
you increase the risk of fraud and error risks.

The goal of the SoD tool EnterpriseWorx developed is to prevent and mitigate these
risks by increasing the visibility on these potential risks and fraud incidents. It high-
lights the unilateral actions within your organisation that could have irreversible
affects.

01



02

R o L E s A N D ted Unmitigated Locations Operators

RESPONSIBILITES —

Risks can be maintained and managed by —— o @
viewing the key roles and responsibilties

per organisational resource. Roles and

responibilities are closely coupled to miti-

gating the collusion risk associated to each

department and individual.

Operators

Our SoD Tool provides the critical insight
into these potential risks within your
organisation. Ranked from low to high
according to the violation risk, our SoD tool
assists you in ensuring there is enough
oversight and review to raise a flag.

LOCATION
With your organisation operating in multi- —

ple locations, our SoD tool provides the -
insight into mitigating the potential viola-
tions at each location.

Local

The violations are ranked from low to high
indicative of which locations have the
lowest to highest number of possible viola-
tions. These can be drilled through to pro-
vide an in-depth view of the organisation
across the globe.

The required action can be taken in each of
these locations and roles to prevent the
risk.
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RULE DETAILS

Want to know which rules and processes are being violated? With our SoD tool
we can drill-down to these finer details and view these violations from loca-
tion to User Access.

Which Rules were violated and in which location, along with the Syspro activi-
tes associated to it!

Wouldn't you like to know the potential of risks that exist at a certain branch
when the same person receiving the stock is also the same person that can
adjust quantities of stock.

Mitigate these violations before they occur by ensuring that the correct pro-
cesses are followed by granting the necessary access only to those who need
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Pay an Invalce and hide Itin an asset that would be depreciated over tlme

Witigated Against Locations: ,CASTLE ZAMBIA

Pay an involce and hide it in an asset Mat would be deprediated over time:
Mitigated Against Locations: CASTLE LEAD WORKS

Pay an invoice and hide it in an

asset that would be depreciated over time,

Mitigated Against Locations: DAYEND FRYS METALS

FING1.01

Asset Acquisition 106 - Add an Asset

| Asset Acguisition

AP Payment Cycle

AP Invaice posting

1 High

Unmitigated
17.310

Mitigated

« Segregation of Duties - Update Rule Detail Sereen n
inance

Violation Tree

DECISION
TREE

Drill  down into more
details through the assis-
= tance of a decision tree.

View the Total Violations
« from total documents to
the ciolation at operation
location.

Locations o
17,310

MANUEL MASEKD

OF DUTIES

Prevent one person from having both
access to assets and responsibility for
maintaining the accountability of your
assets.

With the insight into your segregation of
duties you are now able to update a rule
set, mitigate a rule and amend the miti-
gations.

Reducing the risks through the segre-
gation of duties, it is also important to
keep a process efficient by not expand-
ing the seperation of duties to too many
role players.



SEGREGATION OF DUTIES
ROADMAP

From the moment you give access to the moment your remove access

@® Access Request Management

New user access including Emergency (FireFighter)
Access / Temporary Access — Creation of these opera-
tors with an end timeline.

Amend Current Access

« Add the required access then evaluate potential
risks.

» Send for approval then issue updates to the
operator in SYSPRO.

 Putting operators on hold and informing administra-
tors.

Re-align some of the views and terminology @

Risk Recognition — visualization of current viola-
tions in the system

Risk Analysis & Risk Detail is our user anaylsis and
the detail views

Rule Build and maintenance in PowerApps

Remediation recommendations
Mitigation Document Library

Monetization of Risks - Reporting
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