410 | 5EV-C
411 |5EV-C
412 |5EY-C
413 |5EV-C
414 |5EV-C
415]5EV-B
416 | 5EV-C
417 |5EV-C
418 |5EV-C
419 | 5EV-B
420 |5EV-C
421 |5EV-B
422 | 5EV-C

N5G

N5G

N5G

N5G

N5G

N5G

N5G

Public IP
Public IP
Public IP
Public IP
Public IP
Redis Cache
Redis Cache
Redis Cache
Redis Cache
Redis Cache
Redis Cache
Redis Cache
Redis Cache
Redis Cache
RG
ServiceBus
ServiceBus
ServiceBus
ServiceBus
ServiceBus
ServiceBus
ServiceBus
ServiceBus
ServiceBus
501 Server
501 Sarver
501 Server
501 Server
501 Server
501 Server
50L DB

50L DB

50L DB

501 Sarver
501 Server
201 Server
501 Server
S0L Server
501 Server
50L DB

50L DB

50L DB

50L DB

50L DB
sOLDB

S0L DB

501 Server
501 Server
501 Server
501 Sarver
501 Server
501 Server
501 Server
S0L DB

remediationRisk

Jsubscriptions) N5G Rule ‘name’ has sourceAddressPrefixes with likely public so
[subscriptions) N5G Rule ‘name’ has sourceAddressPrefixes with likely public so
[subscriptions) N3G Rule ‘name’ has sourceAddressPrefixes with likely public so
Jsubscriptions/ N5G Rule 'name’ has sourceAddressPrefixes with likely public so
Jsubscriptions/ N5G Rule 'name’ has sourceAddressPrefives with likely public so
Jsubscriptions) N5G Rule 'name’ has sourceAddressPrefixes with likely public so

Jsubscriptions) Public IP ‘name’isn't currently associated
Jsubscriptionsy Public IP ‘name’isn't currently associated
Jsubscriptions Public IP ‘name’isn't currently associated
[subscriptionsg Public IP ‘name’isn't currently associated
[subscriptions Public IP ‘name’isn't currently associated
Jsubscriptions/ Redis Cache 'name' has no PE or VNet Integration
Jsubscriptions/ Redis Cache 'name' is available publicly
Ssubscriptions) Redis Cache 'name'is unprotected public
Jsubscriptions) Redis Cache 'name’ has no PE or VNet Integration
Jsubscriptions) Redis Cache ‘name’is available publicly
Jsubscriptions) Redis Cache ‘name’is unprotected public
[subscriptions) Redis Cache ‘'name’ has no PEor VNet Integration
[subscriptions) Redis Cache ‘name’is available publicly
Jsubscriptions/ Redis Cache 'name’ is unprotected public
Jsubscriptions/ RG 'name' doesn't appear to bein use
Ssubscriptions) ServiceBus 'name’ has na PE

Ssubscriptions) ServiceBus ‘name’ does not have default action of ‘name’

Jsubscriptions) ServiceBus ‘name’ is fully public
[subscriptions) ServiceBus ‘name’ hasno PE

[subscriptions) ServiceBus ‘name’ does not have default action of ‘name’

[subscriptions) ServiceBus ‘name’ is fully public
Jsubscriptions/ ServiceBus ‘name’ has no PE

Jsubscriptions/ ServiceBus 'name’ does not have default action of 'name’

Ssubscriptions) ServiceBus ‘name’ is fully public

Ssubscriptions) SOL Paas Server ‘name’ is not ‘name’ for ‘name’
Jsubscriptions) S0L Paas Server ‘name’ is not ‘name’ for ‘name’
Jsubscriptionsy S0L Paas Server ‘name’ is not ‘name’ for ‘name’

[subscriptionsg 50L Paas Server ‘name’ audit policy is not ‘name’ for ‘name’

[subscriptions) SOL Paas Server ‘name’ is available publicly

Jsubscriptions/ SOL Paas Server 'name’ has PW rule to allow all Azure

Jsubscriptions/ SOL Paas DB 'name'is not ‘name'for 'name’
Jsubscriptions) SOL Paas DB 'name’ TDE is not ‘name’ for 'name’
Jsubscriptions) S0L Paas DB 'name’ has no Long Term Backups
Jsubscriptions) S0L Paas Server ‘name’ is not ‘name’ for ‘name’
Jsubscriptionsy S0L Paas Server ‘name’ is not ‘name’ for ‘name’
[subscriptions) SOL Paas Server ‘name’ is not ‘name’ for ‘name’

Jsubscriptions/ SOL Paas Server 'name’ audit policy is not 'name’ for ‘name’

Jsubscriptions/ SOL Paas Server 'name' is available publicly

Jsubscriptions/ SOL Paas Server 'name’ has PW rule to allow all Azure

Ssubscriptions) SOL Paas DB 'name' is not 'name’ for 'name’
Jsubscriptions) S0L Paas DB 'name’ TDE is not ‘name’ for ‘name’

Jsubscriptionsy S0L Paas DB 'name’ Threat Policy is not ‘name’ for ‘name’

Jsubscriptionsg S0L Paas DB 'name’ has no Long Term Backups
[subscriptionsg 50L Paas DB 'name’ is not ‘name’ for ‘name’
[subscriptions/ 50L Paa% DB 'name’ TDE is not ‘name’ for ‘name’
Jsubscriptions/ SOL Paas DB 'name’ has no Long Term Backups
Jsubscriptions/ SOL Paas Server 'name’ is not 'name’ for 'name’
Jsubscriptions) SOL Paas Server ‘name’ is not 'name’ for ‘name’
Ssubscriptions) SOL Paas Server ‘name’ is not ‘name’ for ‘name’

Jsubscriptions) S0L Paas Server ‘name’ audit policy is not ‘name’ for ‘name’

Jsubscriptionsy S0L Paas Server ‘name’ is available publicly

[subscriptionsg S0L Paas Server ‘name’ has PW rule to allow all Azure

High
High
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High
High
High
High
High
High
High
High
Mioderate
High
High
Moderate
High
High
Moderate
High
High
Lo
Maoderate
High
High
Mioderate
High
High
Mioderate
High
High
Moderate
Mioderate
Mioderate
Low
High
Mioderate
Lowr
Maoderate
Low
Mioderate
Mioderate
Mioderate
Lowr
High
Moderate
Low
Moderate
Low
Low
Low
Moderate
Low
Moderate
Maoderate
Moderate
Low
High
Moderate

[subscriptions) S0L Paas Server ‘name’ has overly permissive rule with start 47.1 High

Jsubscriptions/ SOL Paas DB 'name’is not ‘name' for 'name’

Lowr



