
Microsoft Purview Information Protection
A built-in, intelligent, unified, and extensible platform and solution to protect sensitive data

Built in
Built-in labeling and protection experience in Office apps, 
Office 365 services, other MS services like Power BI, Edge, 
and Windows

Intelligent
Accuracy in classification via ML based trainable classifiers 
exact data match and named entities

Unified
Single admin console to configure and manage your policies 
and view analytics across on-premises, Office apps, Microsoft 
365 services, third-party services (via Microsoft Defender for 
Cloud Apps), and devices

Extensible
MIP SDK extends the protection experience, in a consistent 
way, to popular non-Microsoft apps and services
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https://docs.microsoft.com/en-us/microsoft-365/compliance/double-key-encryption?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/named-entities-learn?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-with?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/sit-learn-about-exact-data-match-based-sits?view=o365-worldwide


Protect and govern data wherever it lives

Information protection & governance
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Understand your data 

landscape and identify 
important data across your 

hybrid environment

Classify data with sensitivity labels, 

apply flexible protection, 
encryption, access restrictions 

and visual markings

POWERED BY AN INTELLIGENT PLATFORM

Unified approach to automatic data classification, policy management, analytics, and APIs

Prevent unauthorized or 

accidental sharing, transfer, 
or use of sensitive data 

with policies

Automatically retain, delete, and 

store data and records in a 
compliant manner
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Protect your data
Classify data and apply unified sensitivity labels to sensitive data

Customizable 

Persists as container 

metadata or file metadata

Enables protection policies 

like DLP based on labels 

Manual or Automated Labels 

Label data at rest, data in use, 

or data in transit 

Extensible: readable by 

other systems 

   NEW AND RECENT ADVANCEMENTS

• Protect content with Sensitivity Labels using double-key encryption

• Auto-labeling on SPO/ODB and EXO DIT with additional conditions & increased scopes

• Enhanced simulation mode



Unified & Built-in: Native labeling across all apps and modalities



Built-in: End user manual labeling in Office apps across Windows, Mac, iOS, and Android 



Unified: Labeling across Microsoft 365 & schematized data assets



Unified: Double key encryption & User defined permissions protection



Built-in: User defined permissions when applying label



Built-in: Option of business justification on label downgrade



Intelligent: OOB & Custom classifiers to label data



Intelligent: Simulation mode to test policy effectiveness



Auto-labeling in Office Apps



Intelligent: Default labels & policies with simple one-click turn on



Intelligent: Flexibility to further configure and learn more



Get started with Microsoft Purview Information Protection

Learn more about Microsoft Purview 

Information Protection from our webpage

Get a deeper view of Microsoft Purview 

Information Protection from our tech docs: 

aka.ms/MIPdocs

Start a free trial of Microsoft Purview: 

aka.ms/PurviewTrial

https://www.microsoft.com/en-us/security/business/information-protection/microsoft-purview-information-protection
https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection?view=o365-worldwide
https://signup.microsoft.com/create-account/signup?offerid=d53d8416-fd1f-4552-831c-b5828ef2cbde&DL=INFORMATION_PROTECTION_COMPLIANCE&products=d53d8416-fd1f-4552-831c-b5828ef2cbde&ali=1
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