FORESCOUT

NETWORK SECURITY:
CYBER ASSURANCE

A multi-layer network security and risk exposure
management solution to protect against constantly
evolving cyber threats.

With Network Security Cyber Assurance organizations can fortify their cyber defense
from multiple angles. This offering allows IT and security operations leaders to achieve
comprehensive network visibility to enforce robust access controls and swiftly respond
to incidents. Since it integrates within your IT and cybersecurity ecosystem, you can
effectively manage risk and ensure compliance.

KEY BENEFITS:

> Secure and comprehensive visibility, insight and assessment into all connected
devices ensuring that they can be monitored, managed and controlled in
compliance with internal policies, external standards and industry regulation.

» Automation of device compliance procedures and policy enforcement, streamlining
security management.

> Rapid configurable response to security incidents helping to minimize potential
damage and downtime.

> Seamless integration with existing security infrastructure and network workflows
to enhance operational efficiency and investments while improving interoperability
and strengthening security measures.

» Extend visibility into network traffic flows to segment, mitigate risk and
demonstrate compliance.

> Manage segmentation policies through a single policy layer which extends across
the entire environment.

» Build and visualize zero trust policies for creating context-aware segmentation
policies for segmentation policy design and validation.

> Risk-based prioritization and mitigation enforcement for enhanced
network protection.

> Flexible deployment options.

» Premium Support optimizes the solution with technical help, upgrade services,
regular health checks, configuration and policy tuning, access to E-Learning and
more for continuous platform enhancement.
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USE CASES:

ASSET DISCOVERY &
CLASSIFICATION OF MANAGED
AND UNMANAGED ASSETS

AUTOMATED COMPLIANCE
ASSESSMENT

ASSET REMEDIATION

RISK MITIGATION &
PRIORITIZATION

MODERN NETWORK
ACCESS CONTROL

SECURITY ORCHESTRATION

THREAT CONTAINMENT

DYNAMIC NETWORK
SEGMENTATION

TRAFFIC VISUALIZATION
& ANALYSIS

ZERO TRUST
ARCHITECTURE DESIGN

ORCHESTRATION &
AUTOMATION WITH YOUR
CYBER ECOSYSTEM

ATTACK SURFACE
MANAGEMENT

EXPOSURE MANAGEMENT
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NETWORK SECURITY - CYBER ASSURANCE INCLUDES:

For decades, Forescout and Microsoft have collaborated to address critical cybersecurity challenges facing organizations with a focus on
protecting all assets from nonstop advancements in the threat landscape.

Products / Services Included

eyeSight - Asset discovery, classification, and assessment

eyeControl - Modern network access control

eyeRecover - Service continuity and resiliency

eyeExtend Ecosystem - Shared device context and policy enforcement

eyeExtend Connect - Create and deploy eyeExtend applications

eyeSegment - Network segmentation and traffic visualization

Forescout Risk and Exposure Management - Identify, prioritize and mitigate risk

and compliance

Premium Support - Ongoing optimization and health maintenance services

Gold or Diamond Support Services - Proactively drive advanced solution optimization Elective add-on

Adoption Support Services - Onboard and maximize solution adoption and ROI Elective add-on

Threat Detection & Response - SOC productivity and efficiency Elective add-on
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