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Key Benefits

A trustworthy extended team
with certified experts

Highly customized contents
for customer needs

Leverage data analytics and
Microsoft technologies to
increase productivity

Clear metrics and reports to
measure success

Fast time-to-value with a
blazing fast onboarding time
of less than a week
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Security Is a Data Problem

Security teams are experiencing the impact of the
Data Age: rapid digital transformation, most
notably an aggressive shift to cloud. The
complexity of the threat detection landscape
continues to grow and current efforts to combat
this trend are insufficient

54% enterprise feel they are forced to ignore
security alerts worthy further investigation
because they don’t have staff and experience to
handle them.

We handle emerging threats so you
can focus on critical business-centric
missions

Security team simply cannot manually analyze
thousands of alerts per day. That's when our team
of expert's steps in to help you implement a
robust threat detection and response function,
allowing you to focus on operationalizing your
evolving business.

We leverage Microsoft security technologies
with advanced automation and data analytics to
respond quickly and remediate to confirmed
incidents and keep your cybersecurity program
on pace with potential harms.

With FPT Security Operation Platform - AlertiQ, we reduce significant number of alerts, eliminate
noise and help customer only spend time on real threats while focusing on business-critical missions.

4.5 Billions 1830
RAW VENDOR
TELEMETRY ALERTS

ALERTS

INVESTIGATIONS
FROM ALERTS

CONFIRMED
INCIDENTS

This is the actual number from our customer with 2000 endpoints.
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We go above and beyond what is expected of us.

AlertlQ MDR services work in
conjunction with Microsoft Sentinel to
detect every event, resolve every alert,
and escalate only the alerts that are
relevant to you. We provide you with full
operational capability for threat
detection and response, while also
increasing the efficiency and
productivity of your security operations
team.

Analysts at our Security Operations
Center (SOC) investigate and respond

We integrate every Microsoft Sentinel alert into AlertlQ proactively on your behalf to stop the
and enrich, suppress, and correlate them against known attack. Then, our analysts collaborate
patterns. Identified threats are blocked, and anything with you to remediate the issue within
suspicious is highlighted. minutes.

Our process
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Analyze Define scope & deploy Remote Monitoring Discover Recommend
« Business and IT * Define the scope of the « Remote incident * Use Microsoft Sentinel to ~ * Map found threats to
« Requirements Microsoft Sentinel monitoring during the analyze and discover Microsoft 365 security
* Existing SIEM/SOC tools deployment data collection phase threats 10your products
+ Data sources to be * Deploy and configure « Optional - Threat hunting organization * Provide a Microsoft
e connected Microsoft Sentinel to discover Indicators of Sentinel deployment
« Security Operations * Connect Microsoft Sentinel Attack in the ingested roadmap
« automation to ingest data from: data
* requirements * Azure ADldentity
Protection
* Microsoft Defender
for Cloud Apps
* Microsoft Defender
for Office 365

* Agreed 3rd party
Syslog integration

* Limited nr. of on-
premises servers
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Pre-engagement Call - 1 hour Kick-Off - 1 hour Remote Monitoring - 2h/week Results Presentation - 2 hours
Goals: Goals: Goals: * Present engagementresults
* Introductions * Kick-off meeting + Limited remote incident report
* Engagement overview * Goals, scope and deliverables monitoring * Joint plan and next steps
* Define engagement scope * Engagement tools * Proactive threat hunting
* ldentify right stakeholders * Expectations and next steps

* Engagement scheduling

* Align expectations & next steps

* Provide engagement Define Scope - 1 hour
guestionnaire

Threat Exploration and Report
Generation - 5 hours ,

Goals:

* Threat Exploration

* Prepare Results report and
Recommendations

Goals:
* Define and document
deployment scope

Sentinel Configuration - 4 hours

Threat Chec! and Microsoft Y T

Goals:
* Set-up trial license
* Deploy and Configure

Microsoft
Sentinel
* Setup Azure Lighthouse
Data
Collection
THREAT
CUSTOMER ENGAGEMENT REMOTE 3 WEEKS EXPLORATION RESULTS AND
ORIENTATION SETUP MONITORI! REPORT NEXTSTEPS
PREPARATION

Why FPT Software?

We are security practitioners who truly understand the stress of protecting an organization against
cyber-attacks. We are using everything we’ve had, our business resources, technology, expertise, and our
heart, to keep our clients focused on their important mission. We exist to bring the best information
security solutions to the world’s leading companies through professional people delivering innovative
approaches in many industries such as Energy, Finance, Healthcare, Retail & Distribution and
Manufacturing...

FPT Software, a member of the Microsoft Intelligent Security Association (MISA) with an Advanced
Specializations in Cloud Security, Threat Protection and Identity and Access Management, offers
unlimited opportunities in a professional working environment, applying the latest cutting-edge
technologies from Microsoft to solve the most challenging security problem for the global leading
companies.

To learn more about FPT Software, please visit our website at www.fpt-software.com/service/cyber-security




