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Risk Analysis and Impact

Not Planned Common attachments filter is gﬁng known malici;alfs ﬁli.:y;:% canrrelzpr::tvent malv@re— irgsted;ijla:rom infzﬁting ;:}o:rt“ "
Ensre the Common Attachment Types Filter is enabled ot enabled. ing common malicious file types shoul cause an impact in modern computing environments.
No notification of the IT-Admin | Ablocked account is a good indication that the account in question has been breached and an attacker is usingiit to
is configured. Soiit is not send spam emails to other people.
E3 Level 1 Protect Not Planned NA possible to find such blocked | Notification of users that have been blocked should not cause an impact to the user.
accounts without intervention
Ensure Exchange Online Spam Policies are set correctly of the enduser.
Attackers often create these rules to exfiltrate data from your tenancy, this could be accomplished via access to an
No forwarding rules configured. |end- user account or otherwise.
But the Parameter Care should be taken before il ion t is no business need for case- by- case auto-forwarding.
E3Level 1 Identify, Protect Partially Passed Not Planned NA AutoForwardEnabled s set to | Disabling auto-forwarding to remote domains will affect all users and in an organization. Any exclusions should be
True. No Rulefor "Gient Rules |implemented based on organizational policy.
To External Block" is configured.
Ensure all forms of mail forwarding are blocked and/ or disabled
Whitelisting domains in transport rules bypasses regular ishi iing, which bl
. ’ attacker to launch attacks against your users from a safe haven domain.
3 Level 1 Protect Pass o DONE mmi:ﬁ:fzcaﬁs‘ﬂf::{z? 'S Care should be taken before implementation to ensure thereis no business need for case-by-case whitelisting.
ing all whiteli domait Id affect incoming mail flow t ization although
Ensure mail transport rules do not whitelist specific domains sending legitit il should have no issue with this.
Nolicense available (need Saf.e Links extends pﬂlshlng protection toinclude r.edlredlng all émall hyperlinks through a forwarding service
Microsoft Defender for Office ‘which will block malicious ones even after the email has been delivered to the end user.
E5 Level 2 Protect NA Not Planned NA 365 license which is not When enabling and configuring Safe Links impact to the end- user should be low. Users should be informed of the
included in Microsoft 365 E3). change as, in the event a link is unsafe and blocked, they will receive a message that it has been blocked.
Ensure the Safe Links policy is enabled




