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Ensure multifactor authentication is enabled for all users in administrative roles

E3 Level 1 Protect Partially Passed OK DONE

No Conditional Access policies, 
but all users in administrative 
roles are enabled for MFA by 

Security Defaults.

Multifactor authentication requires an individual to present a minimum of two separate forms of authentication 
before access is granted. Multifactor authentication provides additional assurance that the individual attempting to 
gain access is who they claim to be.  With multifactor authentication, an attacker would need to compromise at 
least two different authentication mechanisms, increasing the difficulty of compromise and thus reducing the risk.
Implementation of multifactor authentication for all users in administrative roles will necessitate a change to user 
routine. All users in administrative roles will be required to enroll in multifactor authentication using using phone, 
SMS, or an authentication application. After enrollment, use of multifactor authentication will be required for future 
access to the environment.

Ensure multifactor authentication is enabled for all users in all roles

E3 Level 2 Protect Partially Passed OK DONE
No Conditional Access policies, 

but all users are enabled for MFA 
by Security Defaults.

Multifactor authentication requires an individual to present a minimum of two separate forms of authentication 
before access is granted. Multifactor authentication provides additional assurance that the individual attempting to 
gain access is who they claim to be.  With multifactor authentication, an attacker would need to compromise at 
least two different authentication mechanisms, increasing the difficulty of compromise and thus reducing the risk.
Implementation of multifactor authentication for all users will necessitate a change to user routine. All users will be 
required to enroll in multifactor authentication using using phone, SMS, or an authentication application. After 
enrollment, use of multifactor authentication will be required for future authentication to the environment.

Ensure that between two and four global admins are designated

E3 Level 1 Protect, Detect Failed Not Planned N/A
8 Global Administrators present, 

based also because of the 
employees in the IT-Department.

If there is only one global tenant administrator, he or she can perform malicious activity without the possibility of 
being discovered by another admin. If there are numerous global tenant administrators, the more likely it is that one 
of their accounts will be successfully breached by an external attacker.
The potential impact associated with ensuring compliance with this requirement is dependent upon the current 
number of global administrators configured in the tenant. If there is only one global administrator in a tenant, an 
additional global administrator will need to be identified and configured. If there are more than four global 
administrators, a review of role requirements for current global administrators will be required to identify which of 
the users require global administrator access.

Ensure self- service password reset is enabled

E3 Level 1 Protect Pass OK DONE Self-Service Password Reset is 
enabled for everyone.

Users will no longer need to engage the helpdesk for password resets, and the password reset mechanism will 
automatically block common, easily guessable passwords. Combined registration should be enabled if not already, 
as of August of 2020 combined registration is automatic for new tenants therefor users will not need to register for 
password reset separately from multi- factor authentication.
The impact associated with this setting is that users will be required to provide additional contact information to 
enroll in self- service password reset. Additionally, minor user education may be required for users that are used to 
calling a help desk for assistance with password resets. As of August of 2020 combined registration is automatic for 
new tenants therefor users will not need to register for password reset separately from multi- factor authentication.
NOTE:  This will not work if using Azure AD Connect /  Sync.

Ensure that password protection is enabled for Active Directory

E3 Level 1 Protect Partially Passed Not Planned N/A Password protection is enabled, 
but will not be enforced.

Azure Active Directory protects an organization by prohibiting the use of weak or leaked passwords. In addition, 
organizations can create custom banned password lists to prevent their users from using easily guessed passwords 
that are specific to their industry. Deploying this feature to Active Directory will strengthen the passwords that are 
used in the environment.
The potential impact associated with implementation of this setting is dependent upon the existing password 
policies in place in the environment. For environments that have strong password policies in place, the impact will be 
minimal. For organizations that do not have strong password policies in place, implementation of Azure Active 
Directory Password Protection may require users to change passwords, and adhere to more stringent requirements 
than they have been accustomed to.

Enable Conditional Access policies to block legacy authentication

E3 Level 1 Protect Partially Passed OK DONE
No Conditional Access policies, 

but secured by the Security 
Defaults.

Legacy authentication protocols do not support multi- factor authentication. These protocols are often used by 
attackers because of this deficiency. Blocking legacy authentication makes it harder for attackers to gain access.
Enabling this setting will prevent users from connecting with older versions of Office, ActiveSync or using protocols 
like IMAP, POP or SMTP and may require upgrades to older versions of Office, and use of mobile mail clients that 
support modern authentication.

Ensure that password hash sync is enabled for resiliency and leaked credential detection

E3 Level 1 Identify, Protect

Password hash synchronization is one of the sign- in methods used to accomplish hybrid identity. Azure AD Connect 
synchronizes a hash, of the hash, of a user's password from anon-premises Active Directory instance to a cloud-
based Azure AD instance. Password hash synchronization helps by reducing the number of passwords your users 
need to maintain to just one. Enabling password hash synchronization also allows for leaked credential reporting. It 
can also be used as a backup authentication method when federation is used, if 
the federation provider fails.
Enabling password hash sync should not impact end users.
Note: not needed in a Microsoft cloud only environment).

Enable Azure AD Identity Protection sign- in risk policies

E5 Level 2 Protect, Detect N/A OK N/A

No license available (need Azure 
AD Premium P2 license which is 
not included in Microsoft 365 

E3).

Turning on the sign- in risk policy ensures that suspicious sign- ins are challenged for multi- factor authentication
When the policy triggers, the user will need MFA to access the account. In the case of a user who hasn't registered 
MFA on their account, they would be blocked from accessing their account. It is therefore recommended that the 
MFA registration policy be configured for all users who are a part of the Sign- in Risk policy.

Enable Azure AD Identity Protection user risk policies

E5 Level 2 Detect N/A OK N/A

No license available (need Azure 
AD Premium P2 license which is 
not included in Microsoft 365 

E3).

With the user risk policy turned on, Azure AD detects the probability that a user account has been compromised. As 
an administrator, you can configure a user risk conditional access policy to automatically respond to a specific user 
risk level. For example, you can block access to your resources or require a password change to get a user account 
back into a clean state.
When the policy triggers, access to the account will either be blocked or the user would be required to use multi-
factor authentication and change their password. Users who haven't registered MFA on their account will be blocked 
from accessing it. If account access is blocked, an admin would need to recover the account. It is therefore 
recommended that the MFA registration policy be configured for all users who are a part of the User Risk policy.

Use Just In Time privileged access to Office 365 roles

E5 Level 2 Protect, Detect N/A OK N/A

No license available (need Azure 
AD Premium P2 license which is 
not included in Microsoft 365 

E3).

Organizations want to minimize the number of people who have access to secure information or resources, because 
that reduces the chance of a malicious actor getting that access, or an authorized user inadvertently impacting a 
sensitive resource. However, users still need to carry out privileged operations in Azure AD and Office 365. 
Organizations can give users just- in- time (JIT) privileged access to roles. There is a need for oversight for what 
those users are doing with their administrator privileges. PIM helps to mitigate the 
risk of excessive, unnecessary, or misused access rights.
Implementation of Just in Time privileged access is likely to necessitate changes to administrator routine. 
Administrators will only be granted access to administrative roles when required. When administrators request role 
activation, they will need to document the reason for requiring role access, anticipated time required to have the 
access, and to reauthenticate to enable role access.

Ensure Security Defaults is disabled on Azure Active Directory

E3 Level 1 Protect Partially Passed Not Planned N/A

Because of the missing 
Conditional Access policies, it is 

recommended to enable 
Security Defaults. We 
recommend to enable 

Conditional Access and disable 
the Security Defaults for better 

protection.

Security defaults provide secure default settings that we manage on behalf of organizations to keep customers safe 
until they are ready to manage their own identity security settings. For example doing the following:
·	Requiring	all	users	and	admins	to	register	for	MFA.
·	Challenging	users	with	MFA	- 	mostly	when	they	show	up	on	a	new	device	or	app,	but	more	often	for	critical	roles	
and tasks.
·	Disabling	authentication	from	legacy	authentication	clients,	which	can’t	do	MFA.

The potential impact associated with disabling of Security Defaults is dependent upon the security controls 
implemented in the environment. It is likely that most organizations disabling Security Defaults plan to implement 
equivalent controls to replace Security Defaults.
NOTE: It may be necessary to check settings in other Microsoft products, such as Azure, to ensure settings and 
functionality are as expected when disabling security defaults for MS365.

Ensure that only organizationally managed/approved public groups exist

E3 Level 2 Identify, Protect Pass OK DONE

There are multiple groups with 
the privacy level "Public". This is 
deliberately chosen by company 
regulations -  therefore passed.

In the Microsoft 365 Administration panel, when a group is created, the default privacy value is "Public". Make sure 
that public groups are willfully created. When a group has a "public" privacy, users may access data related to this 
group (e.g. SharePoint), through three methods :
By using the Azure portal, and adding themselves into the public group. In this case, administrators are not notified. 
By requiring access to the group from the Group application of the Access Panel. This method forces users to send a 
message to the group owner, but they still have immediately access to the group. By accessing the SharePoint URL. 
The SharePoint URL is usually guessable, and can be found from the Group application of the Access Panel. If group 
privacy is not controlled, any user may access sensitive information, according to the group they try to access.
NOTE:  Public in this case meaning public to the organization.
If the recommendation is applied, group owners could receive more access requests than usual, especially regarding 
groups originally meant to be public.

Ensure that collaboration invitations are sent to allowed domains only

E3 Level 2 Identify, Protect Pass OK DONE

Invitaions can be send to any 
domain. This is deliberately 

chosen by company regulations 
to work with lot of companies -  

therefore passed.

By specifying allowed domains for collaborations, external users companies are explicitly identified. Also, this 
prevents internal users from inviting unknown external users such as personal accounts and give them access to 
resources.
This could make harder collaboration if the setting is not quickly updated when a new domain is identified as 
"allowed".

Ensure that LinkedIn contact synchronization is disabled

E3 Level 2 Identify, Detect Failed Not Planned N/A
Connection is set to yes and 

therefore connect account with 
LinkedIn is allowed.

Office 365 is the prime target of phishing scams. Phishing attacks are a subset of social engineering strategy that 
imitate a trusted source and concoct a seemingly logical scenario for handing over sensitive information. Social 
networking sites have made social engineering attacks easier to conduct.
LinkedIn integration is enabled by default in Office 365 that could lead to a risk scenario where an external party 
could be accidentally disclosed sensitive information.
Users will not be able to sync contacts or use LinkedInintegration.

Ensure Sign- in frequency is enabled and browser sessions are not persistent for Administrative users
E3 Level 1 Protect Failed Not Planned N/A No Conditional Access policies 

are configured.

Ensuring these additional controls are present for Administrative users adds an additional layer of defense against 
drive-by attacks and even some ransomware attacks.
Users with Administrative roles will be prompted at the frequency set for MFA.

Ensure the option to stay signed in is disabled

E3 Level 2 Protect Failed Not Planned N/A

The option to remain signed in is 
enabled. This allows users to 

stay signed in and get a 
persistent refresh token from up 

to 90 days.

Allowing users to select this option presents risk, especially in the even that the user signs into their account on a 
publicly accessible computer/web browser. In this case anyone with access to the profile said users utilized would 
have access to their account when directing the web browser to office.com
Once you have changed this setting users will no longer be prompted upon sign- in with the message Stay signed 
in?.  This may mean users will be forced to sign in more frequently. Important: some features of SharePoint Online 
and Office 2010 have a dependency on users remaining signed in. If you hide this option, users may get additional 
and unexpected sign in prompts.

Ensure modern authentication for Exchange Online is enabled

E3 Level 1 Identify, Protect Pass OK DONE

Strong authentication controls, such as the use of multifactor authentication, may be circumvented if basic 
authentication is used by Exchange Online email clients such as Outlook 2016 and Outlook 2013. Enabling modern 
authentication for Exchange Online ensures strong authentication mechanisms are used when establishing 
sessions between email clients and Exchange Online.
Users of older email clients, such as Outlook 2013 and Outlook 2016, will no longer be able to authenticate to 
Exchange using Basic Authentication, which will necessitate migration to modern authentication practices.

Ensure modern authentication for Skype for Business Online is enabled

E3 Level 1 Protect Pass OK DONE

Strong authentication controls, such as the use of multifactor authentication, may be circumvented if basic 
authentication is used by Skype for Business Online clients. Enabling modern authentication for Skype for Business 
Online ensures strong authentication mechanisms are used when establishing sessions between clients and Skype 
for Business Online.
Implementation of modern authentication for Skype of Business Online will require users to authenticate to Skype 
for Business Online using modern authentication. This may cause a minor impact to typical user behavior.

Ensure modern authentication for SharePoint applications is required

E3 Level 1 Protect Failed Not Planned N/A
It is allowed to get access for 
applications without modern 

authentication.

Strong authentication controls, such as the use of multifactor authentication, may be circumvented if basic 
authentication is used by SharePoint applications. Requiring modern authentication for SharePoint applications 
ensures strong authentication mechanisms are used when establishing sessions between these applications, 
SharePoint, and connecting users.
Implementation of modern authentication for SharePoint will require users to authenticate to SharePoint using 
modern authentication. This may cause a minor impact to typical user behavior.

Ensure that Office 365 Passwords Are Not Set to Expire

E3 Level 1 Protect Pass OK DONE Password expiration policy is set 
to never expire.

NIST has updated their password policy recommendations to not arbitrarily require users to change their passwords 
after a specific amount of time, unless there is evidence that the password is compromised or the user forgot it. 
They suggest this even for single factor (Password Only) use cases, with a reasoning that forcing arbitrary password 
changes on users actually make the passwords less secure. Other recommendations within this Benchmark suggest 
the use of MFA authentication for at least critical accounts (at minimum), which makes password expiration even 
less useful as well as password protection for Azure AD.
The primary impact associated with this change is ensuring that users understand the process for making or 
requesting a password change when required.

Ensure Administrative accounts are separate, unassigned, and cloud- only

E3 Level 1 Protect, Detect Failed Not Planned N/A
Administrative Accounts are 
synced from On-Premise and 

have license assigned.

Creating separate, unassigned (not have applications assigned), cloud-only Administrative accounts will help ensure 
that accounts are less susceptible to attacks than a lesser privileged account. In a hybrid environment, having 
separate accounts will help ensure that in the event of a breach in the cloud, that the breach does not affect the on-
prem environment and vice-versa.
Since there are no license assignments required for Administrative accounts performing admin- level duties there is 
no financial impact. Administrative users will have to switch accounts and utilizing login/ logout functionality when 
performing Administrative tasks.
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Ensure the Common Attachment Types Filter is enabled
E3 Level 1 Protect Failed Not Planned N/A Common attachments filter is 

not enabled.
Blocking known malicious file types can help prevent malware- infested files from infecting a host.
Blocking common malicious file types should not cause an impact in modern computing environments.

Ensure Exchange Online Spam Policies are set correctly

E3 Level 1 Protect Failed Not Planned N/A

No notification of the IT-Admin 
is configured. So it is not 

possible to find such blocked 
accounts without intervention 

of the enduser.

A blocked account is a good indication that the account in question has been breached and an attacker is using it to 
send spam emails to other people.
Notification of users that have been blocked should not cause an impact to the user.

Ensure all forms of mail forwarding are blocked and/or disabled

E3 Level 1 Identify, Protect Partially Passed Not Planned N/A

No forwarding rules configured. 
But the Parameter 

AutoForwardEnabled is set to 
True. No Rule for "Client Rules 

To External Block" is configured.

Attackers often create these rules to exfiltrate data from your tenancy, this could be accomplished via access to an 
end-user account or otherwise.
Care should be taken before implementation to ensure there is no business need for case-by-case auto- forwarding. 
Disabling auto- forwarding to remote domains will affect all users and in an organization. Any exclusions should be 
implemented based on organizational policy.

Ensure mail transport rules do not whitelist specific domains

E3 Level 1 Protect Pass OK DONE Only a specific email address is 
whitelisted and not critical.

Whitelisting domains in transport rules bypasses regular malware and phishing scanning, which can enable an 
attacker to launch attacks against your users from a safe haven domain.
Care should be taken before implementation to ensure there is no business need for case-by-case whitelisting. 
Removing all whitelisted domains could affect incoming mail flow to an organization although modern systems 
sending legitimate mail should have no issue with this.

Ensure the Safe Links policy is enabled

E5 Level 2 Protect N/A Not Planned N/A

No license available (need 
Microsoft Defender for Office 

365 license which is not 
included in Microsoft 365 E3).

Safe Links extends phishing protection to include redirecting all email hyperlinks through a forwarding service 
which will block malicious ones even after the email has been delivered to the end user.
When enabling and configuring Safe Links impact to the end-user should be low. Users should be informed of the 
change as, in the event a link is unsafe and blocked, they will receive a message that it has been blocked.
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