Gijima Zero Trust Implementation

The Gijima implementation of Microsoft 365 E5 follows the cutting-edge principles of zero trust
security. This transformative initiative reflects our commitment to ensuring the highest level of data
protection and access control in today's rapidly evolving threat landscape. Our journey toward a
zero-trust architecture began with a comprehensive assessment of the existing security
infrastructure and practices.

Recognizing the need to shift from a perimeter-based approach to a more robust and adaptable
model, we strategically selected Microsoft 365 E5 as the cornerstone of our zero-trust
implementation.

Key steps in the implementation process includes:

Identity and Access Management: We established identity as the new perimeter, adopting Azure
Active Directory for identity and access management. Multi-factor authentication (MFA) will be
enforced for all users, regardless of their location or device, ensuring that only authorized individuals
could access company resources.

Conditional Access Policies: Leveraging the capabilities of Microsoft 365 E5, Gijima will create
granular conditional access policies that evaluated a range of contextual factors before granting
access. This approach will allow Gijima to tailor access controls based on user roles, device health,
network location, and more.

Data Protection and Encryption: Sensitivity labelling and encryption is instrumental in our zero-trust
journey. We will classify data based on its importance and sensitivity, then enforced encryption and
access restrictions accordingly. This prevented unauthorized data access even in scenarios where
perimeter defences might have been breached.

Endpoint Security: Microsoft Defender for Endpoint plays a pivotal role in the Gijima zero-trust
strategy by providing advanced threat protection and endpoint detection and response capabilities.
This will help us identify and mitigate potential threats across all devices, regardless of their
location.

Network Segmentation and Micro-Segmentation: Network architecture will be redesigned to
incorporate network segmentation and micro-segmentation principles. This approach isolated
workloads and limited lateral movement, containing potential breaches and minimizing the attack
surface.

Continuous Monitoring and Analytics: Gijima will establish a robust monitoring and analytics
framework using Microsoft 365 security and compliance tools. This will allow Gijima to detect
anomalous behaviour, track user activity, and promptly respond to potential security incidents.

The implementation of Microsoft 365 E5 based on zero trust principles will empower Gijima clients
to fortify their security posture while enabling greater flexibility and productivity for the workforce.
As a result, the client will be better equipped to adapt to emerging threats and maintain the
confidentiality, integrity, and availability of our critical business data. Gijima remain committed to
evolving our zero-trust strategy in alignment with industry best practices and the ever-changing
threat landscape



