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For MiCrosoft 365

for Microsoft 365




Adm1in less,

automarte more.

Terraform
vour Microsoft 365!



Which problem are we trying to solve?

M1icrosoft 365 tenant (especially Intune) configuration is a complex beast
If you are alone and have just one tenant, you may be ok with ‘clicks in portals’, but ...

If you are a team of admins, have multiple tenants (staging/production | MSP) to manage,
‘clicks in portals’ is not a scalable option.

/ . Vi
A

documentation

change tracking / versioning

auditing

detect manual changes

disaster recovery

blueprint tenant creation / automation




There are already solutions for this problem

eve @M < [0) ()] microsoft365dsc.com ¢ ® ot + O
out our & our

Microsoft365DSC - Your Cloud Configuration ® Q search

GitHub
©1.22.9202 W12k Y382

The general 1idea is called or

Blog UserGuide Contributing Concepts Resources  About

Home
@ Whatis Microsoft365DSC?
What is Microsoft365DSC?

Microsoft365DSC Is the most and complete solution to have your Microsoft 365 tenant configuration simple and stable
It's an Open-Source initiative hosted on . led by Microsoft engineers and maintained by the community.

(or Desired State Configuration / Infrastructure-as-Code)

Automate Configuration Changes

ese M~ < (9] 0 github.com 2] ®@ @ + 0O

Automate your Change \ p for your
365 by maintaining a single d
file to manage all of your workloads

O Product ~ Solutions ~ Open Source ~ Pricing Search or jump to... Signin | Signup | =

If you search for it, you'll find an =
a m O u n t O f C O m m u n _i. ty p roj e C t S ¢> Code (O lssues 25 1% Pullrequests ) Discussions (O Actions [0 Projects (@ Securlty |~ Insights

¥ master - P 2branches ©19 tags Go to file About

Copy, export, import, delete, document
i=  README.md and compare policies and profiles in

Take Configuration Snapshots of
Existing Microsoft 365 Tenants

Microsoft365DSC allows you to take snapshots of the current
Intune and Azure with PowerShell script configuration of any existing Microsoft 365 tenant.
and WPF UL Import ADMX files and

registry settings with ADMX ingestion.

View and edit PowerShell script.

IntuneManagement with PowerShell and WPF Ul »

Some are kind of creative, some are

These PowerShell scripts are using Microsoft Authentication Library (MSAL), Microsoft Graph APls and Azure powershell-script  wpf-ui intune
Management APIs to manage objects in Intune and Azure. The scripts has a simple WPF Ul and it supports
operations like Export, Import, Copy, Download, Compare etc.

L] [ ] [ ] L]
endpoint-manager  graph-apis L
| I . O I O e S S | O I l a | | l ‘ l I | I I This makes it easy to backup or clone a complete Intune environment. The scripts can export and import objects
including assignments and support importfexport between tenants. The scripts will create a migration table during 1 Readme

microsoft  documentation  powershel

msal  ms-graph  ms-graph-api

Monitor your configuration

export and use that for importing assignments in other environments. It will create missing groups in the target B MIT license
D O . t t l

environment during import. Group information like name, description and type will be imported based on the
exported group e.g. dynamic groups are supported. There will be one json file for each group in the export folder.

The script also support dependencies e.g. an App Protection is depending on an App, Policy Sets are depending
on Compliance Policies, objects has Scope Tags etc. Dependency support requires exported json files and that the
dependency objects are imported in the environment. The script uses the exported json files to get the Id and
name's of the exported object and uses that information and updates Id's before import an object from a json file.
The Bulk Import form shows the import order of the objects. The objects with the lowest order number will be
imported first.
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A Activity
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@ 63 watching
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Report repository
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Powershell? Nails everywhere...

The law of the hammer, ... 1s a cognitive bias that involves an over-
reliance on a familiar tool. Abraham Maslow wrote in 1966, "If the only tool you have 1s a
hammer, it is tempting to treat everything as if it were a natl.”

Don’t get me wrong:
We @ Powershell — but is it the right weapon for POWERSHELL EVERYWHERE
Configuration-as-Code?

Beside a lot of design considerations and caveats ...
why not ignoring the hammer and check out which toolchain
1s used for
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Terraform Basics

R
gi

HashiCorp

Terraform

Write

Define infrastructure in

configuration files

Plan

Review the changes
Terraform will make to

your infrastructure

TERRAFORM PROJECT

-

Terraform Terraform
Configuration State File

$ terraform plan

Terraform will perform
the following actions

Apply I
Terraform provisions
your infrastructure and B

DATADOG

updates the state file.

I b ool
aws 3

1000+
PROVIDERS



provider "azurerm" { TerrafOIm

# AzureRM provider 2.Xx

version = "~>2.0" Configuration
Language (.tf)

}

# Create a resource group

resource "azurerm_resource_group" "ninja" {
name = "ninja-rg"
location = "North Central US"

}

# Create an Azure Storage Account

resource "azurerm_storage account ninjastorage" {
name = "ninjastorage”
resource_group_name azurerm_resource_group.ninja.name

location = azurerm_resource_group.ninja.location
account_tier = "Standard"
account_replication_type = "GRS"
tags = {
environment = "demo"
}

}




# Initialize Terraform
terraform init

# Example Output:
# Initializing the backend...

# Initializing provider plugins...

# Terraform has been successfully
initialized!

# Generate an execution plan
terraform plan

# Example Output:

# Refreshing Terraform state in-
memory prior to plan...

#

# Plan: 2 to add, © to change, 0 to

destroy.

# Apply the configuration
terraform apply

# Example Output:

# ...

# oL,

# Apply complete! Resources: 2
added, © changed, © destroyed.

# Destroy resources (optional)
terraform destroy

# Example Output:
# ...
# ...
#

# Destroy complete! Resources: 2

destroyed.

Terraform
Command Line
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HashiCorp

Terraform

Doug Finke &
@dfinke

IT admins and #PowerShell
pic.x.com/ndlrpnnwb8

) GitHub




Basic Terraform Lifecycle

Pushes Code
hhhhhhhhhhh




Terraform Provider & Provider Registry

Kubernetes

Alibaba Cloud

.H’ o “

Terraform

A Azure Active Directory Q
rrlJ Archive aWs  AWS Cloud Control
. -]

©

Google Cloud A Azure Stack ¢ B Boundary
Platform -
\ ) Cloudinit

e { oo ® G oo T

Oracle Cloud B Active Directory 3 Google Beta  Google Workspace
Infrastructure

TERRAFORM ¢ b
PROVIDER

Target API

Va
%

splunk>

~’

datadog

ec

signalfx

dynatrace

v newrelic

@ rollbar

o statuscake
@ splunk

Currently there are about 4.500 providers available in the HashiCorp Registry.



Terraform Provider for
Entra

eo® M+ < > 6 O @ registry.terraform.iofproviders/hashicorp/azuread/latest U N¢ ®© M +

‘H‘ Terraform ‘ Registry Browse v  Publish v  Sign-in () ‘ Use HCP Terraform for free 2

Providers hashicorp azuread Version 2.563.1 v | Latest Version

Side Story:
. . . . Overview Documentation @ USE PROVIDER ~
Static vs Dynamic Configuration azuread ¢ (O

It is not a good 1idea to create A azuread
groups for daily operations via M v ) HashiCon
TF. Conf-as-Code 1s primarily
intefhded 1; o1 fup:atmen;alth_ o s | Tt
configuration. That's why this o G e o

provider exist (Azure Identities, cest Smonfesst e

etc.) —

Try HCP Terraform

Downloads over all time 223.1M

View tutorials

Register for a workshop

Post a forum guestion

Report an issue

HashiCorp

W Terraform




Terraform Provider for
Power Platform

® ®@ M+~ (< O O @ registry.terraform.io/providers/microsoft/power-platform/latest U N ® [f] +

.El ?gmrraform ‘ Registry Browse v  Publish v  Sign-in ) Use HCP Terraform for free 2

Providers microsoft power-platform Version 2.7.0-preview ~ | Latest Version

power-platform = Overview Documentation

. . power-platform Provider Downloads All versions v
. &> Partner  by:microsoft
Downloads this week 614
Platform (PaaS) Downloads this month 1,058
VERSION ® PUBLISHED <> SOURCE CODE Downloads this year 4,327
2.7.0-preview a month ago © microsoft/terraform-provider-power-platform )
Downloads over all time 4,327

HELPFUL LINKS

Using_providers

Try HCP Terraform
View tutorials

Register for a workshop

Post a forum guestion

Report an issue

HashiCorp

V¥ Terraform —

N




f[exrraform Provider for
M3 65 e®® [] v <« O O @ registry.terraform.io/providers/terraprovider/microsoft365wp/latest Ga ¢ ®© © 4 +

.E' r|s:gi—raf0rm | Registry Browse v  Publish v  Sign-in () Use HCP Terraform for free 2

Providers terraprovider microsoft365wp Version 0.13.0 v | Latest Version

microsoft365wp Overview Documentation

mlcrOSOft365Wp Provider Downloads All versions v
by:terraprovider
Downloads this week 12
Cloud Automation Downloads this month 141
VERSION @© PUBLISHED <> SOURCE CODE Downloads this year 141
0.13.0 3 days ago ©) terraprovider/terraform-provider-microsoft365wp
Downloads over all time 141

HELPFUL LINKS

Using_providers
Try HCP Terraform
View tutorials

Register for a workshop

Post a forum question

Report an issue

HashiCorp

V¥ Terraform

N




Provider Story — Some Background

We have been searching for the holy grail of automation for years

We and many customers have been working with Configuration as Code with
Terraform on Azure and AWS for years

The logical consequence: we build a provider

Problem: The Microsoft Graph is constantly getting new functionalities,
we would have to keep coding new features into the provider

Solution: We created a code generator for Graph

It took us more than two years, but we think we have all the graph structures
and wild exceptions in the code generator

Long Story Short: We expect to build new releases every two to three weeks,
covering new graph areas with high code quality.



TerraProvider =
Source Avatlable

N

HashiCorp

V¥ Terraform

eoe [~

< @) D)

github.com/terraproviderjterraform-provider-microsoft365wp " N

= O terraprovider |/ terraform-provider-microsoft365wp

<{> Code

() Issues

i Pull requests

() Actions

[ Projects [0 wiki

terraform-provider-microsoft365wp  public

¥ main ~

I R A N N

B

terraprovider-bot v0.13.0

.github

docs

examples
workplace
CHANGELOG.md
LICENSE
README.md
go.mod

go.sum

main.go
terraform-registry-manifest.json

tools.go

README &[5 License

¥ 1Branch © 7 Tags

@ Security

Q Go to file

v0.12.5

v0.13.0

v0.13.0

v0.13.0

v0.13.0

v0.12.5

v0.12.5

v0.12.5

v0.12.5

update

v0.12.5

update

[~ Insights

t

Q Type (/] to search

8} Settings

7 EditPins ~ & Unwatch 1

Add file ~ <> Code ~

6¢c64ailc - 5 days ago @ 9 Commits

2 weeks ago
5 days ago
5 days ago
5 days ago
5 days ago

2 weeks ago

2 weeks ago

2 weeks ago

2 weeks ago
5 days ago

2 weeks ago

last week

7

v

% Fork O v <% Star 2 -

About 3

This repository provides a Terraform
Provider for Microsoft 365, leveraging
the Microsoft Graph API to enable
Configuration as Code for Microsoft 365
environments. With this provider, you
can automate the provisioning,
management, and configuration of
Entra, Intune and other aspects of
M365.

& terraprovider.com

microsoft go terraform intune

m365 entra

Readme

View license
Activity

Custom properties
2 stars

1 watching

<O R0 < B

0 forks

Report repository

Releases 7

=~ N Aan N (1 abnct )




TerraProvider License +
Community Edition

eoe® [+ <« O O B www.terraprov ider.com 2 - N¢) @t + O

TerraProvider Home Pricing Partners Docs Help  Aboutus

N Toratorm | e

TerraProvider | S

microsoft365wp

Terraform Provider for Microsoft 365

8
Winner / Finalist
Partner of the Year Award
£ Microsoft

microsoft365wp

Community Edition is free for non-
productive use and for all tenants
with less than 100 usezrs.

TerraProvider automates policy configurations across your Microsoft 365

tenants so you can keep them consistent and auditable. M365 settings are
HashiCorp . = = o - . - ) y

¥ Terraform




TerraProvider

Quick Start Framework?

e®e ({]-v (< o O

* Our Quick Start Framework
1s not just an immediately
functional starter for a
Tenant configuration. It also
provides a tool that
translates existing tenant
policies into Terraform
code.

HashiCorp

V¥ Terraform

N

<> Code () Issues [9 Pullrequests (») Actions

github.com/terraprovider/terraform-provider-microsoft365wp-quickstart ©

o terraprovider/terraform-provider-microsoft365wp-quickstart: A library of sample terraform code for TerraProvider

O terraprovider |/ terraform-provider-microsoft365wp-quickstart

Q Type [/)to search

3 Projects 0O wiki O Security |~ Insights 3 Settings

terraform-provider-microsoft365wp-quickstart  pubiic s» EditPins v @ Unwatch 1

¥ main ~ ¥ 1Branch 0 Tags

terraprovider-bot update

.github

.mdcontent
autopilot-profiles
compliance-policies
conditional-access
configuration-policies
device-configuration
device-enrollment-configurations
filters

groups

intents

tools/aad2tf

users

windows-feature-update

update

update

update

update

update

update

update

update

update

update

update

update

update

update

Q Gotofile t Add file ~

dec997c - 3 days ago @ 7 Commits

4 days ago

last week
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago
3 days ago

last week

3 days ago

v

+ - ||O

% Fork 0 v Y7 Star 0 -

About a3

A library of sample terraform code for
TerraProvider

& registry.terraform.io/providers/terrapr...

Readme

Activity

Custom properties
0 stars

1 watching

< O %N ¢ B

0 forks

Report repository

Languages

———— >
® HCL 96.8% ® PowerShell 3.2%




TerraProvider
Documentation

[ ) @ @ v < @ D B8 @ registry.terraform.iofproviders/terraprovider/microsoft365wp/latest/docs 8 C @ @] +

.E‘ T|s:gi-|-af0rm ‘ Registry Browse v  Publish v  Sign-in ) Use HCP Terraform for free 2

Providers | terraprovider microsoft365wp Version 0.13.0 v | Latest Version

microsoft365wp Overview Documentation

MICROSOFT365WP DOCUMENTATION Overview ON THIS PAGE

Authenticating to Microsoft EntralD

The Terraform Provider for Microsoft 365 can be used to configure policies and Features and Bug Requests

configurations in Microsoft EntralD and Intune using Microsoft's Graph API. Schema
microsoft365wp provider

. Report an issue (&'
> Guides p

» Authentication Authenticating to Microsoft EntralD
> Licensing
> Support Authenticating using a Service Principal with a Client Secret

> Resources

> Data Sources

Features and Bug Requests

Bugs and feature requests can be reported on the GitHub issue tracker

Please avoid "me too" or "+1" comments. Instead, use a thumbs up reaction on
enhancement requests. Provider maintainers will often prioritise work based on
the number of thumbs on an issue.

HashiCorp

W Terraform




Summary: Infrastructure as Code

declarative description of the target write once - deploy many

infrastructure documentation of IT estate,

describe what you want in code standardized deployment model
(desired state configuration)

Plan — what will
happen?

Plan — what will
happen?
®

Write l1aC Deploy Deploy
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