XA Complete your device security

DEVICE SECURITY IS FUNDAMENTAL

The gateway to cyber incidents Hackers love outdated

g D g devices

PCs and smartphones with outdated software
contain 'leaks’ that can be exploited by hackers.

40%' of devices unsafe

These are often (unmanaged) devices used for work,

or devices of third parties (freelancers, partners) Oy 2
with outdated software. + /o

of ransomware attacks occur
through outdated devices.

1 I3 5 of cyber incidents are linked to insecure devices.

DAMAGE FROM CYBER INCIDENTS IS SIGNIFICANT

@ When your organization is impacted, the damage occurs on various levels:

« interruption of business activities - theft of confidential information
» payment of ransom - reputational damage
- restoration of IT systems LR

XFA KEEPS ALLDEVICES SECURE

a Only secure devices are used for

’ m Respect for privacy
work.

XFA software is non-intrusive, meaning it does not track your

XFA conducts essential checks on each device upon login: o ) ’ -
activities, nor can it remotely modify your device.

+ up-to-date operating system

» up-to-date browser

« disk encryption

» password set

 presence of antivirus software

Applicable to all devices, including Bring Your Own Device (BYOD),
and devices of freelancers or external partners.

@ Easy for IT teams Scalable compliance

Solution setupin User self-onboarding in Gain insight into all devices using your business applications and
15 minutes 3 minutes their security status.
More cost-effective and less complex. XFA helps in achieving ISO27001, SOC2, or GDPR certification

Sources: 1) “Outdated devices” statistic, Statista (2020); 2) “Digital Defense Report’, Microsoft (2023); 3) “Cybersecurity in the Remote Work Era” Report, Ponemon Institute (October 2020)



XFA SOLUTION, HOW IT WORKS

Authentication/Sign-in

User authenticates with
existing identity provider.

XFA
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15 min setup, linking
compatible application(s)

Security check

XFA performs essential device
security checks, and
approves/rejects access.

Remediation

User is guided by XFA to
resolve device security issues.

XFA
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XFA SOLUTION, EASY SETUP

3 min guided user
self-onboarding
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Link your applications:
vs 3 $
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Supported protocols:

+
Custom integrations

.." Signing into Slack

Only safe devices get access

to your applications

Secure Access

Only secure devices have
access to your organization’s
applications.

Your device is secure

You will be directed
to the application

Monitoring of your security
compliance
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Try the XFA solution for 1 month

suitable for every type of business

N\FA

xfa.tech

Start for free




