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Hawk:Al's mission Is to help
financial institutions detect
financial crime more effectively
and efficiently using Al

to enhance rules and find
anomalies.




INDEX

Introduction
The Problem: Regulatory Risk
The Solution: Auto-Closing

The Results






INTRODUCTION

Companies industry
Payments

Hawk Al Solution spotlights
Auto-Closing
False Positive Reduction
Anomaly Detection

Auto-closing promotes efficiency within compliance departments by filtering
out noise in favor of directing attention to the signal. Find out how this company
reduced false positives by 97.3%.

Most financial institutions know that throwing people at compliance problems
is an unsustainable solution, particularly as their business grows. Scaling
headcount is an expensive, complex bottleneck that masks an underlying
technology problem. Company A, a global payments processor that handles
over one hillion payments per year in more than 60 markets, uses modern AML
technology powered by explainable Al to solve that problem.

While already using Hawk Al’s rules and anomaly detection Al to find suspicious
activity and file SARs, Company A wanted to further improve the effective
detection of financial crime without placing an additional burden on their teams.
Now, Company A enjoys the results of False Positive Reduction and Auto-
Closing: a 97.3% reduction in false positives, reasonable thresholds, improved
case relevance, manageable caseloads, explainable auto-closing, a risk-based
approach, and quality control.

This company reduced
false positives by

97.3%
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THE PROBLEM:
REGULATORY RISK

Even with anomaly detection in use, the company had several vulnerahilities to
regulatory risk. The company had a small team of compliance analysts with a
limited amount of time for case review.

To keep workloads manageable, they set high case thresholds that matched
team capacity. However, this approach did not support the team during audits,
where they would have a difficult fime justifying thresholds that may miss cases
warranting further investigation. Capacity would not be a valid explanation for an
auditor. In response, the regulator would likely require the company fo hire more
compliance analysts, which would increase overhead significantly.

The capacity-based threshold also limited the diversity of cases and merchants
the team could review. One umbrella threshold would cover some types of
merchants and cases, but not all. When it reviews a smaller range of cases,
truly suspicious activity could easily go undetected. Without a solution to this
problem, the company ran a higher risk of missing true positives and failing to
meet regulatory requirements.

This approach did not support the team during audits, where
they would have a difficult time justifying thresholds that

may miss cases warranting further investigation.
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THE SOLUTION:
AUTO-CLOSING

Close cases

Company A employed Auto-Closing with False Positive Reduction to solve the
capacity problem and mitigate the regulatory risk. Now, every time there is a
rule hit, the False Positive Reduction model evaluates it within the context of the
case. The model determines whether the pattern of behavior is normal despite
the risk. Once it makes that decision, it either automatically closes the case or
escalates it to an analyst.

Regardless of the decision the model makes, it leaves an explanation of the
reasoning employed with natural language. Rather than intentionally limiting
cases for review based on team capacity, Company A can let as many cases as

possible be generated; the False Positive Reduction model functions as a hyper-
productive “virtual® team member that automates the first line of case review.

Auto-close threshold

Open cases

Ridesharing

Advertising
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THE RESULTS

1. REASONABLE THRESHOLDS

With Auto-Closing, the team sets case thresholds based on actual risk, not
personnel capacity. The compliance team based their new thresholds on their
own standards of suspicious activity, justified with real examples. For instance,
the team may have set a threshold for rideshare use at 10 ride transactions

per day, based on their ahility to review cases. The idea of anyone taking that
many rides in a day is somewhat absurd; now that they use the False Positive
Reduction model to auto-close some cases they can set that threshold at a much
more reasonable two ride transactions per day.

The model intelligently filters out cases that don’t meet all the criteria for
suspicious activity, with a natural language explanation. The analysts spend
more of their time reviewing quality cases. Reasonable thresholds also allow
compliance analysts to view more case types, increasing the likelihood of
detecting true suspicious activity.
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The model empowers

the company to do more

with less.

2. IMPROVED CASE RELEVANCE AND
MANAGEABLE CASELOADS

Teams with limited human resources need to spend their fime looking at relevant
cases - cases where actual instances of financial crime are more likely. When the
model automatically closes false positives, it drastically increases the relevance
of the cases that they review. This minimizes the company’s regulatory risk
exposure and leverages its existing compliance resources. With the enhanced
case relevance, the company no longer needs to hire additional staff to review
more cases. The model empowers the company to do more with less, complying
with regulations and effectively detecting suspicious activity. When you look at
the right cases, you don’t need to look at more cases.

Without the False Positive Reduction model, setting appropriate thresholds
often results in heavy caseloads. The burden of unmanageable caseloads can
overwhelm teams of any size. When the model automatically closes low-quality
cases, the team can set more appropriate case thresholds. Now, the team can
review the same number of cases, but they only look at the cases that are more
likely to be suspicious. The company doesn’t have to drastically increase the
size of the team, and the team doesn’t get overburdened with unmanageable
caseloads.

3. AUTO-CLOSING WITH EXPLANATIONS

Audits can be a headache when you don’t have your bases fully covered. The
lack of explanations for auditing purposes has been a common concern with
black box Al solutions. With explainable Al that takes a white box approach, the
model will generate detailed, natural-language explanations any time a case

is auto-closed. The Al leaves a paper trail that the compliance team will have

at hand for any audits or reviews. With the necessary contextual information
readily available, the team will be able to justify the decisions they made based
on the output of the model.

HAWK:AI

False Positive Reduction & Auto-Closing 9



SANCTION AND PIP BULES

(=

Mammes 1o check PEP-Sasction

Manitneg sodie eshidd

CHtheer oficial Baty
Eaclusizn lint

Exciusicn linta

Al lists up-to-date,

Bom o 1 e hurg 24, " Acthated

ey v Cormed vty wrodl e Bevsprrndeed Tl b Pkl

R ——————— = &

Comben Pty - e Miarrr

(1T

e b iweis Ghs @Ows Goomis O ieoeed 8 e e o o

bl
o Ured Wingeioer. funl] i dris ) Seenetand 8 Uretsed s of dewarca
[ LU T e+ P ]

BV O R e R R R O WA SR T P S
B of g Formm el el Comvronks W 7 IOTERNY T el ol S, s sk atiere i e i
guiioy et i v gt v e e g B o e

B gt of b 8 ey

4. RISK-BASED APPROACH

Auto-Closing is complementary to the company’s risk-based approach. It
empowers them to focus their resources in high-risk areas. Auto-Closing gives
the team more control over what cases they review, and what kind of cases

they review. The team can set up and change thresholds based on the risk
factors of a given industry, or any other segmentation they choose. They can
increase or decrease a threshold for one segment without affecting the other
rules they have already set. They can also adjust the model to review cases from
underrepresented segments as needed..

5. QUALITY CONTROL

HAWK:AI technology also allows the team to take a “trust but verify” approach
to Auto-Closing. The team can randomly sample cases closed by the model
whenever they need. These closed cases include explanations for the decision
to close, broken down by risk factor. With this information at hand, the team can
evaluate whether the model is working as it should and make any adjustments
necessary. The Al can also incorporate case relevance feedback from analysts
into the model to improve its effectiveness over time.
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Hawk:Al GmbH
Friedenstrasse 22B/i3
81671 Miinchen
Deutschland

Hawk Al USA Inc
230 Park Ave., Floors 3 & 4
New York, NY 10169

+49 89 2555 2420
info@hawk.ai

Twitter: @hawkAl
LinkedIn: @HawkAl

www.hawk.ai
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