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OUR SERVICES

Infotechtion is a vendor independent consulting firm specializing in information governance and
protection for Microsoft 365 and beyond.

Value from Minimize Create new Optimize Adoption
Information Compliance risks Opportunities and Operational Costs
INFORMATION GOVERNANCE STRATEGY

S
Use Cases veeess KPls Roadmap
Factors

INFORMATION GOVERNANCE ARCHITECTURE

INFORMATION GOVERNANCE SOLUTIONS

Compliance Governance Learning Migration
Assessments Accelerators Automation Solutions Solutions
Information Management Practices and Behaviours

“I consider Infotechtion one of the leading experts in Microsoft information governance. Their staff work closely with our
enferprise customers fo maximize customer investment in Microsoft products especially Microsoft information protection and
governance to enable increased levels of compliance for customer information in Microsoft 365.”

Principal Engineering Manager, S+C Engineering, Microsoft.
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THE CONTEXT: ARCHITECTURAL TRANSITION TO CLOUD
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WHY INFORMATION PROTECTION & GOVERNANCE?

Ensure information availability, trustworthiness, and completeness:

*Is it easy for people to find the correct Teams or site to store or discover information? (E3)
*Is it easy for people to find all relevant information across multiple Teams or sites¢ (E3)
*Is it easy for people to trust the information they find in Teams and sites?¢ (E5)

Reduce operational risks and costs:

°Is M365 compliant with business requirements for defining information ownership, security
classification, retention, etc? (E3/E5)

°Is M365 configured to manage compliance with regulations like GDPR defining how
information about people should be managed, e.g. data minimization and storage
limitation? (E5)

°Is M365 compliant-by-design, e.g. not require users to manually identify, capture, and
classify all records¢ (E5)

°Is M365 able to replace legacy content management systems, e.g. records
management /archiving? (E3/E5)

°Is it easy to discover and manage information exfiltration scenarios and manage your
insider risks related to loss of enterprise value? (E5)

One of our
clients paid
more per year
for OpenText
Documentum
with 1500

users than E5
Information
Protection &
Governance

for 30,000
users




WHAT ARE THE ORGANISATION BUILDING BLOCKS?

Records Management Practices and Behaviours Legal and Compliance IT and Security

Blocks

Establishing the information lifecycle Building IM capability within the Driving compliance across the entire Maximising existing tools and

to support management of business, embedding IM best IM Lifecycle related to governing the spearheading deliver of technology
important information and its long practices and fostering IM behaviours privacy, sharing and protection of products that drive forward-looking

Governance Building

term preservation. important information. IM aspirations

Information
- - : shared based c :
Information created Information & Information stored Information Information on Information disposed
by the business / requirements and organised for made available used by as per retention

for easy access, business Need to Know schedule

retrieval and =
sharing Responsibility to
Share

received from third identified, information easy retrieval
party classified & labelled

Information Lifecycle
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WHAT ARE THE TECHNOLOGY BUILDING BLOCKS?

Strategy and Planning Automated Retain and Protect Investigate, Manage Insider Risks, Value Leak

Prevent data loss across

clouds, apps and endpoints

Compliance Retention, AAD aythenticated users

Sensitivity have| access to data
Policies

@ Retain, protect and \
govern information H , -

q'ro qus Insider risk:
reventio Audit + Act

Premium of value

Assessment Content
A
N

Templates Explorer
Priva —

Policies

Manage sensitive
data minimization,
transfer, exposure

& Unified Audit Logging + Graph APl + Content Search + Data Clcssmcaﬁon, Activity Explorer

% o @
P~
Data Subject Access Request - DSAR Litigation
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(ADVANCED)
E-DISCOVERY

STRATEGY CONSULTING SCOPE

PRIVA PRIVACY
MGMNT & SRR’S

. . COMMUNICATION
IG POLICIES

CAPTURE USE CASES DEFINE THE BLUEPRINT AND INSIDER RISK
ESTABLISH THE BUSINESS CASE IP POLICIES
AND MATURITY GOALS A o
v : : : : . MIP + DLP*
|dentify business risks and v" Provide outline of the J— AUTOMATIC
owners Infotechtion Compliance CLASSIFICATION [
v’ Sharing of good practices and Blueprint (to be completed and - I N
pain points of similar maintained) GO\QETRPBNCE B B R
organizations v Establish business case for INFORMATION I B
v" Specify use cases and map Goyernance Board ARCHITECTURE [ i m
these to stakeholders v" Define roadmap of work- I N . _
v' Prepare the customer early on streams to establish a robust COMPLIANCE
STRATEGY H I N B

information architecture to
subsequently roll out
Compliance solutions

for taking a 'big bucket’ and
automated approach to
governance and compliance

STRATEGY: LAYING THE FOUNDATION FOR ORGANIZATIONAL ADOPTION BLUEPRINT: DEVELOPING A UNIFIED VISION AND ARCHITECTURE

* MICROSOFT INFORMATION PROTECTION + DATA LOSS PREVENTION ﬁ I nfOtEChtion



| Microsoft 365 |

| Infotechtion Solutions |

Approved Exceptions
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Scope

PRACTICAL APPROACH TO GOVERNANCE IMPLEMENTATION

B weeks : 8 weeks _ |
|G Blueprint ; IG Design and Pilot
1 2 weeks 2 weeks | week |
Business Workshops Architecture ! Production Design and Configure
fnvision Retention ¥ —— l Complianf:e Centre |
¢ Metadata + | | Site Templates !
s22 e2e — Metadata i . |
-_ =N Security ) | Automation :
Vision Discuss 222 ¢ Security i E | Operations E
D.ﬁs 2 weeks 5 | s — 4 weeks
L | Proof of Concept | | Business Plors
Goals o € i l l i
Demo |
v Demo . E E plamty alam's LOB Team A x Prepure weeks
22 Demo o i S s E @ c @ T B E Educate
N | Valid : Pilot plan ommunication eam
Stakeholder ; E @ plan Team CE g Launch P
Assessment i Change Impact i D Feedback i

Typical Implementation timeline based on successful projects for organizations
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BEYOND THE STRATEGY CONSULTING?

Climbing the ladder of success

Leverage Infotechtion expertise to build on the opportunity presented by information governance changes in M365 —
activate an integrated communication strategy with both technology and business enablement.

Business enablement: Drive adoption of tools and implement KPIs to ensure the
value of changes are realised and engagement metrics utilised.

Technology enablement: enable the applications by building understanding of the
functionality and use cases for key groups. Ensure applications are properly
integrated into the architecture, leveraging Viva connections for a seamless

communications experience and single interface through Teams 3

Communication Architecture in M365: Develop or affirm an integrated and
sustainable communication design based on available MS tools (looking beyond
Outlook and basic intranet)

Establish IG programme: build an architectural foundation for using Microsoft tools
to manage information according to the agreed |G Strategy and implement
improved information management practices across the organisation.

.
Property of Infotechtion. All rights reserved. ﬁ I nfOtEChtlon



WHY INFOTECHTION ?

Combining practitioner Change and Adoption capability with a deep understanding of M365 Compliance solutions and common
adoption challenges.

Ginfotechtion



CASE STUDY: EQUINOR

Microsoft just published a case study about how the global energy company Equinor
has standardized on Microsoft 365 (M365) for both collaboration and records
management.

"Equinor tested many of the leading solutions in the records management space against

several use cases. We felt that Microsoft Information Governance was the best
’ P approach and verified our decision with several POCs."

’ N "Ease of use was the driver for this project. We're using Microsoft Information

Governance as part of our drive toward a new way of working and creating a culture

. . . "
of managing information.

I
e q u I I l O r "Microsoft Information Governance helps us achieve compliance by design.”

"As we continue our journey, we're looking forward to continually making information

search and retrieval easier.”

Ginfotechtion


https://customers.microsoft.com/en-us/story/856258-equinor-energy-microsoft-365-security-compliance

EXAMPLE MATURITY ASSESSMENT

SAMPLE OUTCOME: CURRENT STATE ANALYSIS
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EXAMPLE USE OF A MATURITY FRAMEWORK

SAMPLE OUTCOME: MATURITY ASSESSMENT
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EXAMPLES OF ADOPTED BLUEPRINTS

SAMPLE OUTCOME: STRATEGY AND BLUEPRINT

4.1 MICROSOFT OPERATIONAL GOVERNANCE GAP ASSESSMENT
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INFOTECHTION APPROACH TO
UNIFIED PROTECTION AND
GOVERNANCE OF YOUR
INFORMATION



ESTABLISH AN INFORMATION GOVERNANCE STRATEGY

Add value by enabling users to find the information
Company Vision

> Globally respected Brand

they need in M365 based on business unit, country,
process, etc, but also trust the information they find.

l

* Reduce costs by only storing information that has value,
but also replace legacy systems with M365. A client
paid more per year for an ECM system for 1500 users

Compliance Vision

y | Defensible Compliance
————————— than the cost of the E5 Information Protection and
Governance add-on license for 30,000 users.
Information Governance * Minimize risks by ensuring we meet business standards
Unlock Business Value and regulations like GDPR

* lIdentify new opportunities by using master data as
metadata for content to connect unstructured and
structured information.

E ‘

Excel at Work
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DEFINE THE
INFORMATION
ARCHITECTURE

o1

Information

02

Architecture Information

Enrichment

03
Sharing and

Protection

05
06 Retention &

I=Yelel RM
eDiscovery

1

Define a standard way
to describe unstructured
information

Enrich Microsoft Search to
be the ‘single source of
truth’

Sharing controls and
sensitivity classification

Automatically detect and
action on sensitive
information

Keep what you want,
delete what you don’t

Demonstrable defensible
compliance in response to
litigation and audits



| AUTOMATE CLASSIFICATION

User Burden High

User Control High Low Low
Compliance risks High Low Medium
User Training Required High Low Low
Configuration Overhead Medium Medium High
Dependency on Information Architecture Low High High

governance in any new collaborative spaces.

]"r[ * Automated classification based on location and metadata will be the way forward, for implementing
* Machine learning will be used for applying classification to existing information.

Ginfotechtion



HOW TO IMPLEMENT
M365 INFORMATION PROTECTION AND GOVERNANCE

Establish M365

governdance for new

Add governance to
pre-existing M365

Migrate legacy
content to M365

Teams and sites Teams and sites

* Information * Scripts to apply * Transformation

architecture governance on from source to

* Information pre-existing target, e.g.
enrichment Microsoft Teams structure,

* Sharing & o!nd SharePoint metadata, access
protection sites * Auto-apply

sensitivity and /or
metadata during
migration

* Data privacy
compliance

* Records
Management

* Legal eDiscovery

- J \_ J - J
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THANK YOU

@ INFO@INFOTECHTION.COM

-}k‘ HTTPS: / /INFOTECHTION.COM/
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