) . HEXAWARE
Hexaware Security Services - Snapshot

Customers - 80+ Employee Spread Scale of Operations
*  24x7 MSSP servicing multiple « 300+ Security SME'’s » 100,000+ Signals monitored * Certified Professionals carrying:
customers across verticals & * 5,000+ identifies & Governed . * CCSA, SCSA, ECSA, CCSE, CCNP,

) . * 24% Americas, 9% EMEA, 67%
geographies offering the complete APAC

gamut of security services.

35+ SOC Delivered customers. CEH, CCDA, CCSE+, CISSP, CISA,
28+ GRC Audit projects completed CISM,’ CR,ISC’ TOGAF, CCIE, ISO27K
certifications

Security Service Offerings Service Delivery Excellence

. ) ) ) * Next Generation Security Operations Platform
Predictive Security Detection Security . .
o Extended Detection & Response o SIEM & SOC g iGE)CE”ty Pllajtfor;n asba Service forcI SIEM, SOAR, VM, EDR,
o Threat Modelling o Sandbox Detection. etc. aligned to business needs.
o User Entity Behavioral Analytics o Application Security + >35% Automation-based efficiencies

. . o Vulnerability Management & Penetration Testing * Our Tensai for SecOps frameworks leverages industry best
Preventive Security i i ractices and frameworks
o Privileged Identity Management o Red Teaming & Incident Response p
o Identity Governance & Remediation Security  Full Stack SMEs with continuous skill upgrade
Administration o Endpoint Detection & Response * COE lab Access for expert advises

o Data Protection o Security Orchestration & Automated Response « Red team and Blue team for Emergency responses

o Certificate & Key Management Compliance & Reporting

o Endpoint Security o Evidence Collection & Reporting Sample Engagements
o Network & Perimeter Security o Security Assessments to frameworks and ° ‘
o Fl?ark Web & Cyber Brand standards COUANTA SSR sSubses7 ¥ iitcwscws =
rotection o Compliance Dashboarding MINING
o Security User Awareness : :
o Continuous cloud compliance LV= m ABInBev | Fraddic osmerioriiiic
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Our Security Service Themes

&

Predictive
Security Posture

ML/AI to Empower
customers with predictive
threat detection.

Actionable Insights and
Early Warning

Behavior-Based Anomaly
Detection

Advanced Threat
Intelligence Integration
or Proactive Threat
Hunting and Detection

4

\S

tensai Sec Ops
Framework

Governance Framework
based on Industry best
practices and our
experience

Realigning the team
structure to meet
Security Posture
Objectives instead of
delivering security
activities

Data Driven Insights

~

Automation Driven
Operations

Rapid Incident Response
and Remediation

Continuous Compliance
and Policy Enforcement
(Compliance As A Code)

Automated Threat
Detection and Hunting

4
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Focus on Digital
Identity Assurance

Identity Governance and
Compliance

Prevention of Identity-
Related Threats

Enhanced Identity
Verification

Adaptive Risk-Based
Authentication

Zero Trust Architecture

Identity Fabric Immunity

2

HEXAWARE

360 Application
Security

Build Pipelines with
DevSecOps Integration

utilize Interactive
Application Security
Testing / Runtime
Application Self-
Protection

Implement Secure
Coding Practices

Cloud-Native
Application Security

7
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. HEXAWARE
Tensai Sec Ops Framework

tensar
4 For Sec-Ops Framework N\ )
PREDICT PREVENT DETECT/ ACT REMEDIATE COMPLIANCE & REPORTING
i A ( ) 4 N\ 2
( Prevention Focus Are\as r Prevention Focus Areas ‘ SIEM tenSQl
] Privileged Access Management - ! EDR UEGELeL S
Extended Detection L ) 4 )
and Response (XDR) - - . Threat
Identity Governance and ML Engine Intelligence Feeds \ J ITSM
\. J Administration (IAG)
. J e N L )
( \ a ' ( N
Network Data Protection Support Historical Analysis SOAR e N
Behavior Anomaly S < \ < Evid llection &
Detection (NBAD) | ( Y ( ~ vidence collection
\ ) Encryption Services Sandbox Detection . J
\ J \ ) ( \ \ )
( N [ Endpoint Security Services & ) [ - I ) e N
User and ! Threat detection ‘ l User activity monitoring (UAM) A Native Tools
Entry Behavior ) iy > < tensai Security Dashboard
Analytics (UEBA) Social Media & Dark Web .
L y Monitoring App Security — SAST | DAST | IAST \_ ) L y
e 1 ( ) ' ™\ e N\
( A Network intrusion & Prevention VA & PT
) \ J . J Service Now Compliance Reports
Threat Modeling - - N [ ‘ Automation Engine
CyberbrandbPZotelctlpn & Dark Incident Response L )
\ ) \ We na YSIS J \ J \ )
4 )
DATA LAKE VA/PT Reports
\_ J
Telemetry Sources for Data Lake ( A
Pri 4 Public Cloud - Inf Continuous Cloud Compliance
rivate an Ll;ye:(r: oud-inira Application & Database Layer Perimeter & Network Layer Endpoint Layer Dashboards
\ J
\_ VAN J
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Predict Function

posture and safeguard critical assets.

Data Lake & Predictive

] User Behavioral Analytics
Analytics

5=  Predictive Analytics

* Predictive analytics leverages historical data to identify patterns,
trends, and correlations that can be used to make predictions about
future events or outcomes.

» A security data lake serving as a centralized repository for storing
vast amounts of security-related data, including logs, events, alerts,
network traffic, and other relevant information.

 Security analysts and data scientists' access and query the security
data lake to gain insights and perform advanced analytics.

» Continuous improvement and innovation.

_Eunctions

HEXAWARE

Leverage cutting edge Al & ML based tools & enhanced processes, ensure to bring in predictive actionable insights to enhance customer’s security

Network Behavioral Analytics Threat Modelling

Predict
-
Key Be.neﬁts & Data Lake Enhanced Improved
Commitments I\ Based Pattern @ o threat hunting
YN ) Visibility
Matching capabilities

www.hexaware.com | © Hexaware Technologies. All rights reserved.

Other Predictive Functions

Threat analysis using a hybrid approach utilizing both checklist-based and
non-checklist-based systems.

XDR service leverages advanced analytics and machine learning
algorithms to identify and prioritize both known and unknown (zero-day)
threats.

Using advanced artificial intelligence algorithms, our NBAD solution
intelligently prioritizes the network's critical assets over other traffic.

£ Spot suspicious /@ Predict security
= user behaviour anomalies



HEXAWARE
Predict — XDR

Our A h / Benefits: \
r roac
ﬂroblem Statemenm / ur Approa \

Automated éross-domain

.- security . + XDR consolidates

* Fragmented . “ various security tools

Security tool o o o ! into a single platform,
+ Lack of visibility. o o’y —— [ - XDR offers holistic
» Alert Fatigue I /O visibility across

and false

- Unified Access Coordinated Automatic Unified threat Cross-domain diver§e data sources.

p05|t|ye§. active healing intelligence and  threat hunting « XDRincorporates

* Slow incident . protection from of affected analytics . advanced threat
response. threats assets 0 detection capabilities.

) CompIeXThreat .00.ooooooooooooooooooooooooo.. .ooooooooooooooooooooooooooooo.. ° XDRprovideS
Detection and v automated and
Responsg. Management — APl Connectors orchestrated inc.i.d.ent

* Slow Incident response capabilities.
Respor.wse: + XDR offers built-in

» Compliance and compliance
Reporting functionalities and
Burden:

reporting capabilities

o / o /
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Predict - Threat Modelling

ﬂ’roblem Statemenh

* Pain areas and
benefit of user
and entry
behavioral
analysis for
customer in
predictive
security.

* Traditional
security
approaches
often focus on
known threats.

*  Without a clear
understanding
of the threats
they face,
customers may
allocate their
security
resources

Our Approach

Radical Activist

el FS20O8 S pat

Competitor

Information Partner

Project Risk

k inefficiently. /
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HEXAWARE

o

\_

Benefits: \

Threat modeling enables
customers to proactively
identify potential threats
and vulnerabilities.
Customers can develop
and implement targeted
security measures to
mitigate identified risks.
Prioritize their security
investments based on
the identified risks.

Align the security
practices with
compliance and
regulatory requirements.
anticipate potential
attack scenarios and plan
their incident response
strategies accordingly.
anticipate potential
attack scenarios and plan
their incident response
strategies accordingly.

Promotes “a security-by-
design” approach /




. HEXAWARE
Prevent Function

Prevent function encompasses advanced security solutions designed to proactively mitigate risks and prevent security breaches

Delivery Strategy

Engagement Themes IAM & PAM DLP Endpoint Security Network Security
E‘@ IAM, PAM & DLP Endpoint & Network Security
Kev Feat . * 1AM service provides a centralized platform for efficient user « Comprehensive visibility, detection, and remediation capabilities by
fa R eacures identity and access management across systems and applications, integrating agent-based and agentless protection within a unified
ensuring consistent access controls and streamlined user platform.

rovisioning processes. . . .. .
P &P + Classify more data, revoke permissions, enforce policies, and trigger

* PAM solution allows temporary privilege elevation for regular user alerts for our IR team to review.
accounts, reducing the need for continuous elevated privileges and

minimizing the potential attack surface. * DLP - continuously monitoring and analyzing data usage patterns to

detect and respond to potential threats and policy violations.
 Help customers define policies and implement security measures to

prevent accidental or intentional data leaks or exposure to

unauthorized individuals.

Functions Prevent

Enablers & 7 aliahe »
AN e | BeyondTrus . [ | [— JTREND;
Accelerators /bt = & B.y o t, m @SailPoint 6 cveerark 9 palngl;u QP v CISCO
LN < PingFederate SOPHOS

Key Benefits & Enhanced

Commitments Risk Reduction @ Cost saving Protg Ftlon i =#  Reputation and @ Regulatory compliance
= 4 ~— sensitive data ——  customer Trust

www.hexaware.com | © Hexaware Technologies. All rights reserved.



HEXAWARE
Prevent — Focus Areas- IAM & PAM Services

Benefits:
Our Approach K ’ \
ﬂroblem Statemenm

] Verify every access Enhance the security
Signals attempt Apps and posture and mitigate
e Challengesin data risks associated with
gaining unauthorized access.
comprehensive lfgi;;gg i) 01 Device f"é’i, +  Centralized access
visibility and - 101010 management
control over user Require E{I\ 101010 capabilities.
access to their I.\ : * Improves the user
systems and Limit Q experience by
resources. a@S simplifying and
*  Customers may Applica ﬁ A Real- Password streamlining access to
be vulnerable to tion time risk ’Qt resources.
identity theft or Monitor * |AM and PAM services
credential abuse. access help customers meet
* Customers may regulatory compliance
struggle to meet requirements and pass
regulatory security audits.
compliance * Specialized controls
requirements and and monitoring for
pass security privileged accounts.
audits * incorporate predictive
analytics and machine
learning capabilities

\_ / \_ J
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Prevent - Data Protection

ﬂ’roblem Statemenﬁ

Classify & Label

Dictionary

88% of organizations no longer have
confidence to detect and prevent
loss of sensitive data’

Discover

Identify Data Risk Assessment

-

>80% of corporate data is “dark” —
it's not classified, protected or
governed?

Data Security Governance

Advance Security Analytics

Our Approach
—

Data Privacy - Compliance Management

Enhanced Data Security Solutions

DAM

MDM

Secure disposal

Data Deletion

Control

Data

&5

Create

P

Store

AN

Process

>

Destroy

83% of companies are experiencing
challenges in ensuring regulatory and
industry compliance from ineffective

data management?

\_ /
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HEXAWARE

/ Benefits: \

Understand & govern data

Manage visibility and governance of
data assets across your
environment




Prevent - Encryption

ﬂroblem Statemenm

* Risk of data
breaches and
unauthorized
access to their
sensitive
information.

* Many industries
have strict
compliance and
regulatory
requirements
regarding the
protection of
sensitive data.

* Customers may
face challenges in
preventing data
loss, especially
when data is
transmitted or
stored in
unsecured

Our Approach

Comphance

| !

Encryption and Key Management

|

NIST SP
800-53

Encryption Management

Encryption &
Hashing
algorithm for
SSL, Digital

Public key
sizes for SSL,
Digital
Signature and

Signature and User certificate

User certificate

Key Management

Key life-cycle Segregation
Management of Duties

1SO 27K

Technical

controls for Certificatelife-

encryptionin cycle
Transit, in Use
and at Rest

Key Backup
d
= Reporting

Recovery

Management

Logging and

GAPP

Azure Security
Solution

Microsoft
Certificate Authority

Azure KeyVault

External Certificate
Authority
integration with
Azure KeyVault

T

PaaS

laaS

Enterprise Infrastructure/Architecture

\ environments. /
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HEXAWARE

/ Benefits: \

Confidentiality of
sensitive data by
transforming it into an
unreadable format.

* Securely transmit data
over networks or
through
communication
channels.

*  Meet compliance and
regulatory
requirements related
to data protection.

e Build trust and
maintaining customer
confidence.

* Assist customers in
maintaining data
sovereignty and
privacy.

* Mitigate the risk of
data tampering or
modification during

\ transit or storage.

10



Prevent — Dark web Monitoring

ﬂ’roblem Statement\

*  Customers may
have limited
awareness of
whether their
sensitive
information is
circulating on the
dark web.

*  Customers may be
at risk of identity
theft and fraud if
their personal or
financial
information is
exposed on the
dark web.

*  Without Dark Web
Monitoring,
customers may
have a delayed
incident response
time.

Our Approach

CLEAR, DEEP
AND DARK WEB

Clear

Deep Web

Dark Web

SOC

REPORTING

W)

INCIDENT
RESPONSE

Eh

RETAIL

CLIENT

DATACENTER

VULNERABILITY
IDENTIFICATION

X

HQs

PROACTIVE
MONITORING &
INVESTIGATION

o /
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HEXAWARE

/ Benefits: \

Enables customers to
detect data breaches
and compromised
information at an early
stage.

Proactively respond to
potential threats.
Customers can detect
instances of their stolen
data being misused for
fraud or identity theft.
Demonstrates a
commitment to
protecting customer
data.

supports customers in
meeting compliance
and regulatory
requirements.

Provide customers with
a competitive
advantage

%

11



. HEXAWARE
Detect Function

Effectively monitor, detect, analyze, and respond to security incidents in real time, Incorporate threat feeds, industry reports, and

Delivery Strategy intelligence sharing communities into your monitoring and analysis processes.

Engagement Themes

Key Features

SIEM / SOC

@ SIEM / SOC

* Implement 24/7/365 monitoring
capabilities to detect security incidents in
real-time.

* Monitor network traffic, system logs,
endpoints, and cloud environments for
suspicious activities, anomalies, and
indicators of compromise.

« Establish an incident response process
that includes triage, containment,

Security Assurance

E‘@ Security Assurance

* Prioritized vulnerability assessments and
remediation

» Exhaustive penetration tests for gap
assessment

» Conduct regular vulnerability scanning on
critical assets, including IP and web
applications.

Application Security

° Application Security

Collaborate with customers to
incorporate security into the software
development lifecycle.

Perform the code scan to identify
potential vulnerabilities, coding errors,
and security flaws via SAST & DAST.

Conduct code reviews and follow-up
scans to ensure that the vulnerabilities
have been adequately resolved.

eradication, and recovery steps

Functions Detect

Enablers & R : 1L .
K mciiab m @ (Onessus @ snyk (e il Burp Suite

ccelerators SECURONIX ngs. Acunetix Professionl
Key Benefits & N

id inci = Threat ; = Enhanced visibilit ;
: @e Rapidincident RY Reduced risk of . At Streamlined patch
Commitments = response 4 !ntell|ge!1ce |_.Q. exploitation gg; into security % management
Integration: posture

bchnologies. All rights reserved.
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Detect - SIEM
ﬂ’roblem Statement\

* Implementing and
managing a SIEM
solution can be
challenging for
customers.

*  SIEM monitoring
can generate a
significant volume
of logs and alerts
from various
systems.

* Customers may
face alert fatigue
due to the sheer
number of alerts
generated by the
SIEM system

o /

Our Approach
; RESPOND
i lls/ VPN Anti-Virus
Firewals [DETECT /ACT/ REMEDIATE]
VulnerabilityAssessment |ntrusion Detecton Sste Ogo
Network Equipment gerverand Desktop 05 EV@V] Other teams and 3rd Party Support [PREDI CT]
S Mainframes o S ‘OMO‘ SOC / SIEM Engineering Team - ol
icatl et Y PN A
Applicatior b b ~ o to N A
ageme“t ::,sl Q Q Data Scientist /
ity Ma" il Network Architect
ntity s e
de :;fras yeldf , SOC Analyst - L2
- tes EC 1
UgefAttrlbu COLL Searcr} & & &
SOC Analyst - L1
Brgcciﬂe;:sp 1 REPORT & ARCHIVE
ot hoe [COMPLIANCE]
‘!2%‘ Domain Expert support _— 3 P . .
Discover @: @ 9
Apomalo Monitori Threat Threat Dashboard & Knowled Security
ng & Detectio Reports ge Base for
ANALYZE & ALERT Alerting Adviso n DevOps
ry
[DETECT]
Partnerships
/., exabeam
SRR )l uink > e logRhyth

Q

Azure Sentinel

8

SECURONIX

& Alternatives

comparitech

Secureworks

/ Benefits:

www.hexaware.com | © Hexaware Technologies. All rights reserved.

HEXAWARE

Centralize the

collection and analysis
of security logs from
multiple sources.
Enable real-time
detection of security
incidents by analyzing
log data.

Employ correlation
and contextual
analysis techniques
Facilitates incident
investigation and
forensic analysis.
Assist customers in
meeting compliance
and regulatory
requirements.

SIEM monitoring
allows for continuous
monitoring of security
events and the

integration of threat

K intelligence feeds /

13



Detect - SAST/DAST

ﬂ’roblem Statemenh

e SAST and DAST
tools can
sometimes
produce false
positives..

e Utilizing SAST and
DAST tools
requires technical
expertise and
knowledge of
secure coding
practices and
vulnerability
detection.

* Integrating SAST
and DAST tools
into the
development
workflow can be
complex and
time-consuming

e

\_ /

Our Approach

EXECUTION

INTE RCEPT
AND MODIFY
TRAFFIC

IDENT|FY
CANDIDATE
AND INJECTION

POINTS

EXPLORATION

REVIEW

DISCOVERY

Application
Penetration
Testing

AUTHENTICATION

MECHANISM

IDENTITY .
S LOGIC FLOWS b

WEB
PLATFORM
DISCOVERY

SUPPORTING
INFRASTRUCTURE
DISCOVERY

\
ESTABLISH
APPLICATION

IDENTITY
INPUT/OUTPUT
DATAFLOWS

Partnerships

/

o

Professional

EBurpSute RAPIDY)

i 0

Acunetix HCL AppScan

HEXAWARE

-

/

www.hexaware.com | © Hexaware Technologies. All rights reserved.

o

Benefits: \
Identify security
vulnerabilities in their
applications.

Identify vulnerabilities
early in the

development lifecycle.
Contribute to
improving the overall
security posture of
applications.

support customers in
meeting compliance
and regulatory
requirements related
to application security.
Detecting and
addressing
vulnerabilities early in
the development
process can lead to
cost savings.

provide valuable
insights for continuous

improvement of the /
development process

14



Detect - Security Assurance - VA & PT

ﬂ’roblem Statement\

o

Conducting
comprehensive
vulnerability
assessments and
penetration tests
can be resource-
intensive for
customers.
Customers may
fall into the trap
of developing a
false sense of
security.

The scope of
VA/PT testing may
not encompass
the entire IT
infrastructure or
all applications
within an
organization.

Our Approach
Detect
Tool Vulnerability
00Is
Leveraged . Autorrllatedvu\nerablllty v Team
- scanning Structure
* Testfor top v
Vulnerabilities (OWASP C i & '
@ / 10,CVE, MITRE etc) ompliance L
At o « Elimination of False- Act eportng Security Architect
Positives J— v i
Detect : + Providinga ) &
. . . + Analysis& Comprehensive L3 White Hat
servicenow Detect Penetration Testing Conclusion reportwithdeep fleha
Information + Finding existing * UpdateITSM ana\ysuanj i 3
Gathering vulnerabilities, using both . Stenst d recommendations on
v manual and automated epstoreproduce | 4 how to mitigate the L2 VA Analysts
» Finalize techniques + Validate fixes/Re- dlscoven?n?.
tensai Objective & ) ) test vulnerabilities.
e Scope ;Eitv?r BusinessLogi + Gather screenshots + Update Risk Registe L
» Fingerprinting and evidence + Integrated with the \ L1 VA Analysts

\

+  Exploitation of

vulnerabilities

* Post exploitation &
Cleanup

Tensaifor Reporting
platform.

/
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/ Benefits:

HEXAWARE

Provides customers

with a comprehensive
assessment of
vulnerabilities within
their systems and
applications.
Simulating real-world
attacks on systems
and applications.
Prioritizing security
risks based on their
severity and potential
impact on the
organization.
Meeting compliance
and regulatory
requirements.
Provides customers
with actionable
insights and
remediation guidance

continuous.

Contributes to

15



Detect- Vulnerability Management Approach

ﬂroblem Statemenm

*  Vulnerability
management
involves dealing
with a large
volume of
vulnerabilities
across various
systems,
applications, and
network
infrastructure.

* Applying patches
and remediation
measures to
address
vulnerabilities.

* Conducting
regular
vulnerability
scans can
generate network
traffic and

consume system
resources

\_

Prioriti

>

Remediate

Our Approach

ze

Mutually agreed severity prioritization of
vulnerabilities with IT and Business teams based
on High risks

Use of Robust Vulnerability Management Tool

Remediation plan based on risk to business
operations

Extreme Validation with Automation

Well Defined Vulnerability Metrics to be provide

for periodic VAPT

Partnerships

-

N

@ Nessus

vulnerability scanner

.
(»). OpenVAS
.. pen

. ’y 4 Open Vulnerability Assessment Scanner

RAPID))

Burp Suite

Professional

www.hexaware.com | © Hexaware Technologies. All rights reserved.

f Benefits:

HEXAWARE

~

Proactive detection of
vulnerabilities.
Prioritize vulnerabilities
based on their severity
and potential impact.
A robust vulnerability
management approach
includes effective patch
management
processes.
Implementing a
vulnerability
management approach
helps customers meet
compliance and
regulatory
requirements.

Prevent potential
security incidents and
minimize the risk.
Enables customers to
continuously improve

their security practicy

16



Detect - Penetration Testing

ﬂ’roblem Statement\

*  Vulnerability
management
involves dealing
with a large
volume of
vulnerabilities
across various
systems,
applications, and
network
infrastructure.

*  Applying patches
and remediation
measures to
address
vulnerabilities can
be complex and
time-consuming.

*  Conducting regular
vulnerability scans
can generate
network traffic and

consume system

k resources.

N

—

INFORMATION GATHERING

CONTINUOUS COMPLIANCE

(()@

PATCH CONFIGURE REMEDIATE

Hexaware tensai secops

ACTIVE SERVICE
PROBLEM

—

o VULNERABLE INFOREMATION
IANALYSIS

PENETRATION TESTING PROCESS FLOW

K~ RePORTS

=
REMEDIATOPN PLAN

Our Approach

)

________________ >

ATTACK & PENETRATE

/B

RESUL;T ANALYSIS

Acunetix

©. ye K2 & L]
Reconnaissa Scanning Gaining Privilege Maintaining Clearing
nee: Network Access: Escalation Access Tracks
Information e Obtain € Retain access Overwrite/
gathering and scanning access to privileged of systems dele‘te logs
phase based on the control of the to h,"?e

reconnaissan vulnerable system malicious
€€ systems activity
Partnerships \
| | ™
Il

HEXAWARE

/ Benefits:

www.hexaware.com | © Hexaware Technologies. All rights reserved.

Proactive detection of
vulnerabilities.
Prioritize vulnerabilities
based on their severity
and potential impact.
A robust vulnerability
management approach
includes effective patch
management
processes.

helps customers meet
compliance and
regulatory
requirements.
Proactively addressing
vulnerabilities

Enables customers to
continuously improve
their security practices.

~

%

17



. . HEXAWARE
Remediate Function

Deliver the remediation function by prioritizing incidents, planning remediation, leveraging skilled expertise

Delivery Strategy

Engagement Themes EDR SOAR
Eﬁ EDR =|z| SOAR
n * Isolate compromised endpoints, terminate malicious processes, and « Executing predefined remediation tasks such as isolating affected
Key Features remove malicious files or artifacts to contain and remediate security endpoints, blocking malicious IP addresses, disabling compromised user
incidents promptly. accounts, or quarantining infected files.
* Ability to revoke elevated privileges, reset compromised account + Prioritizing and tailoring remediation actions based on the severity,
credentials, and implement least privilege access controls to mitigate impact, and relevance of the incident.
the risk of unauthorized access. » Automate configuration changes to enforce security policies and best
» Restore affected endpoints to a known good state or roll back practices.
changes made by malicious actors, minimizing the impact of the . . L . )
incident. » Adapt and refine their remediation strategies based on evolving threat
landscapes and changing business requirements.
Functions Remediate
Key Benefits &
Commitrments ®s Agli_\(]anc;ed , Real-time Incident @ Compliance and g@ Improved 4z Consistent and
- e &) Response ¥ Audit Support » Operational Standardized Response
Detection Efficiency

Technologies. All rights reserved. 18



Remediate — Activity sets & benefits

HEXAWARE

Activities

Benefits

Remediation - End point detection & Response

° Proactively searching for signs of advanced threats.

. Utilizing behavioral analysis and ML algorithms to detect and alert on behavior or
malicious activities.

. Maintaining an up-to-date inventory of all endpoints.

° Enables organizations to detect and respond to security threats on endpoints in
real-time.

. Provides with the visibility and capabilities to respond swiftly and effectively to
security incidents.

° Enhance endpoint security by continuously monitoring, analyzing, and detecting
suspicious activities and potential threats.

Remediation -Security Orc

hestration & Automated Response

. Automatically triaging and prioritizing security incidents.

° Aggregating alerts from various security tools and enriching them with contextual
information.

. Designing and implementing automated workflows and playbooks that define
step-by-step response actions for different types of security incidents

° Reduces manual intervention and accelerating incident response.

. Enables security teams to handle a larger volume of incidents.
° Reducing human errors and ensuring a standardized approach to incident
response.

www.hexaware.com | © Hexaware Technologies. All rights reserved.
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Remediate — EDR

ﬂ’roblem Statement\

* Lack of Endpoint
Visibility

* Slow Incident
Response

* Resource
Constraints

* Advanced
Threat
Protection

* Compliance
Requirements

o

N

Our Approach

O @

Vulnerability Attack Next Endpoint Auto
Management surface generation detection investigation
reduction protection & response & remediation

@

Centralized configuration &
administration

©

APIs & integration

Security
Experts

Partnerships

‘ - Microsoft Defender

BLACK

ARM YOUR ENDPOINTS

for Endpoint

=

() sentinelOne @

CARBON & |

R
|

Sophos Endpoint
et

E
c

N
R

D
o

/ Benefits:

HEXAWARE
* Proactive detection.
* Customers prioritize

vulnerabilities based on
their severity and
potential impact.

* includes effective patch
management processes.

* Implementing a
vulnerability
management approach
helps customers meet
compliance and
regulatory requirements.

* Prevent potential
security incidents and
minimize the risk of
breaches or
unauthorized access to
their systems. A
vulnerability
management approach
enables customers to
continuously improve

www.hexaware.com | © Hexaware Technologies. All rights reserved.

K their security practicey

20




Remediate — SOAR — Automated Security Incident Handling

ﬂ’roblem Statement\

o

Implementing a
Security
Orchestration,
Automation, and
Response (SOAR)
solution can be
complex and
require integration
with existing
security tools,
systems, and
processes.

Skills and
knowledge to
design and
automate incident
response
workflows.

/

Our Approach

Case Creation

A Case can be created in a few
clicks streamlining threat
qualification within the incident
response process

Q)

Case management begins
from any concerning
activity or high impact

event

Multi-level SecOps team divide
responsibilities to best leverage
differing skillsets and expedite
incident response, integrating
with the ITSM

Automated mitigation &

Investigation response

Automate counter measures
which mitigate risks presented by
Throughout the investigation, a the threat and review incident
case can be updated with details to eliminate future
additional alarm details, log data & exposure
notes

www.hexaware.com | © Hexaware Technologies. All rights reserved.

HEXAWARE

/ Benefits: \

* Enables an integration
layer, ling customers
to connect and
orchestrate various
security tools and
systems.

* Automate various
aspects of security
incident handling,
such as alert triaging,
enrichment,
correlation, and
response actions.

* Consistent and
Standardized
Workflows: SOAR
platforms enable
customers to define
and automate
standardized incident
response workflows.

o %
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Compliance & Reporting Function

Delivery Strategy

Engagement Themes

Key Solution
Features

Functions

Key Benefits &
Commitments

HEXAWARE

Adherence to regulatory requirements, industry standards, and best practices while maintaining effective governance controls and risk

management.
Configuration Review Internal & External Audit
Configuration Review Li.@jj Internal & External Audit
* Security policy validation « Carry out periodic internal audits in line with

» Controls validation

» Adherence to industry best

practices

Oversight
[—q of SecOps

hnologies. All rights reserved.

Customer security policies.

 Support External Certifications and Third-Party
Assessments.

» Governance of Hexaware security services
delivered to Customer.

* Risk management

* Internal controls validation

Al /ML Based Dashboards &
Reporting

|é| Al /ML Based Dashboards &
Reporting

» Persona based dashboards

» Service Insights

» Security Insights

* Build-your-Own-Dashboards

* Risk Assessment and Prediction

» Automation of Routine Reports

Compliance & Reporting
Q N  Oversight of Review IT 2”9 Mechanism for Understandi f th
aye - 2\ Understanding of the
2 Identity Services == controls ﬁ informal resolution @ relationship scope
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HEXAWARE

Compliance & Reporting — Activity sets & benefits

Activities

Benefits

Compliance & Reporting - Evi

dence collection & Reporting

Establishing a systematic process for documenting and maintaining the chain of
custody of collected evidence

Utilizing specialized tools and techniques to collect, preserve, and analyze digital
evidence

Identifying and collecting relevant data and evidence from various sources.

° Proper evidence collection ensures that the collected evidence is admissible in
legal proceedings.

° Thorough evidence collection helps investigators build a solid case by ensuring all
relevant evidence is collected and preserved.

° Verify the facts of an incident or crime

Compliance & Reporting - Security Assessments to frameworks and standards

Identify relevant security frameworks and standards applicable to the
organization's industry.

Conduct a gap analysis to assess the organization's current security posture.
Perform a comprehensive risk assessment.

° Meet industry-specific compliance requirements and regulatory obligations.
° Enables organization to identify and address gaps.
° Ensures the implementation of industry-recognized best practices.

Compliance & Reporting -

Compliance Dashboarding

Clarity in defining the objectives and scope.
Collect data related to compliance activities.
Determine the KPIs and metrics that will be tracked on the compliance dashboard

. Provides a centralized and consolidated view of compliance metrics.

o Automate the generation of compliance reports.

° Enable data-driven decision making by presenting compliance metrics and trends.

Compliance & Reporting - C

ontinuous cloud compliance

Identify and define the specific compliance requirements.

Conduct an initial compliance assessment to evaluate the organization's current
cloud environment

Implement and configure appropriate security controls within the cloud

° Continuous cloud compliance provides real-time visibility
° Monitoring helps identify and mitigate compliance-related risks promptly
° Proactively manage compliance by addressing issues as they arise.

environment.
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Our Consulting — GRC Services

02. Internal Audit

Internal Controls Review
Information Systems Audit
Process Audit

Security Audit
Policy/Framework Audit

04. Security Testing

* Vulnerability Assessment
* Penetration Testing

* Security Usecases Review

06. Third Party Audits

* Conduct vendor Risk
Assessment

|

al v Yo ¢

l |

e as 03. GDPR /Privacy
01. ISO Certification Compliance

Prepare, assist and * GDPR Compliance Audit

recommend necessary tools » Assist with implementation of

and tgchnologle§. . controls and processes
Help in preparation of metric

dashboard *
* Privacy Assessment

DPO as a service

www.hexaware.com | © Hexaware Technologies. All rights reserved.

|

I

e

l

05. Risk Assessment

* Define Risk assessment
framework, conduct audit for
the same and make necessary
remediation recommendations

HEXAWARE

08. BCP Consulting

» Define BCP and conduct
Business Impact Analysis and
Risk assessment. Assist in
BCP testing and define SOPs
for disaster scenarios

I

4 sha

l

07. IT Asset Audit

* License Audit

* Process Audit
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HEXAWARE

Advisory Services Training Services
« Data Privacy * Mentor Board
Officer on Demand .
Members and CEOs * Information Security * Secure Coding
» CISO on Demand on Inf.ormajuc.m . Awareness Guidelines.
«  Compliance Officer Se.curlty, Digital Risk,
on Demand Privacy etc.

e Assist ClOs in their
Operations for
Compliance, * Security Testing « ISMS Process and

Assessment, Audit Methodology
Documentation

* Implement and
Manage ISMS
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Compliance & Reporting Services - Governance, Risk and Compliance Servieevare

offering
ﬂ’roblem Statement\ Audit and Benchmarking Our Approach / Benefits: \

Readiness and Roadmap
Performance Assessment
e Operational Audit | System Audit
ompliance Audi echnolo, udi H H
° Compliance With = 3 \suInSrabiIityAAss;sls;ent By hudt ® Allgn Ope ratlng
) = “ o 3 Audit management tool implementation St rategy With
regulatory
streamlined business
standards and . Enterprise Risk Compliance
i n d USt ry-SpeCiﬁ C ' 0 Risk Advisory and Framework p rOCGSS
) * Security Analytics and Executive ° Ad d ress m u |ti |e
req u I re me nts Ca n ~ /_ i * :z’s}ii:;:glmpact Analysis . p
be Com pIeX a nd 3 Risk Management tool implementation co m pl |a nces
Cha”enging for im:‘eénanc? Risk Access Governance & Certification ¢ Aglle and scalable
N . atutory requirement analysis & implementation
o rga n izations . . IS;;Ietmeynta(tjlion of St;ndarlgs e o co ntro' Ied
. Design and Implement Frameworks H

*  Achieving and L S e ] E?Z_lff ?LT]ec:itc;nm
maintainin N\ -
compliancegcan r mﬁgn Risk approach

. e g Resilience Improvement ° Standardized GRC
req u I re Slgn Ifl Ca nt N IT Disaster Recovery
reso u rces e . ::ciéent r.espontse anld Frisis management p rocesses tO
. usiness iImpact analysis . -

e The regulatory . [ Gl ToosandAutomatin e”hkénce decision
landscape is making
constantly * Embrace governance
evolving, with i a?ftotcr_latllon more

errectvely
new standards
laws. and ' * Predictable and
4 . .
introduced
regularly.

N / o /
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Compliance & Reporting Services

HEXAWARE

/ \ Our Approach / Benefits: \
Problem Statement e Enable organizations
*  Compliance with to meet legal and
regulatory regulatory
standards and Incidents / Service Requests/ * Best practices and
industry-specific Vulnerabities Change / Problem security frameworks
requirements can REPORT & Output to enhance overall
DASHBOARD

be complex and
challenging for
organizations.
Achieving and
maintaining
compliance can
require significant
resources in terms

Persona Driven Dashboards

Build-your-Own-
Dashboards

Service Insights

Security Insights

Compliance Team

Reporting Team

3rd party Auditors

security posture.
Focus on data
protection and
privacy.
Compliance
demonstrates a
commitment to

TFS Team security and data
of personnel, time, AL L TR L2 protection.

d fi ial Tensai Quarterly Compliance ) )
and financia o . ¢ Streamline the audit
investments The + Datacollection: Datais collectedfrom avariety of sources and stored. )

' + Datacleansing: The data is cleansed to remove inconsistencies. tensQi % reporing process by
regulato ry + Dataenrichment: Theisenrichedwith additional information, suchas KPI/ maintaini ng
. CPI mappings, definitions, classifications, and relationships. .
landsca Pe IS + Identify Risk: The data is analyzed toidentify compliance risks, investigate organi zed
consta ntly compliance incidents, and demonstrate compliance to stakeholders. docu mentation,

+ Datagovernance: The datalake is governed to ensure that the datais
accurate, complete, and secure.

evolving, with new * Encompass elements

\_

standards, laws,
and regulations
being introduced
regularly

\_
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of business continuity
planning and disaster

recovery. /
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