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Workforce Authentication Challenges: Digital & Physical Access

Passwords & MFA
Are Broken

#1

Vector of unauthorized access
is phished credentials

84%

of organizations had an
access-based breach in 2023

59%

workers use the same or
similar passwords on multiple
accounts
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Single Sign-On
(SSO)

SPoF

SSO creates a Single Point of
Failure

10+ Okta Breaches

Disclosed since 2022

3,& okta

LastPass

Unlocked Devices
at Workplace

25%

of workers regularly leave their
computers unlocked and unattended

>80%

process critical information, such
as customer data, production
details, and financial data, etc.

9/10

of organizations do not implement
extra security measures to facilitate
remote working for staff
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Basic Identity Cloud Private Identity Cloud Enterprise
for small and medium-sized organizations for complex dynamic environments for those who need the highest control
Deployment Multi-tenant Cloud Platform Dedicate Tenant Cloud Service On-Premise Deployment

Features

- Passwordless SSO & MFA using Passkeys
or hardware keys

- Built-in directory

- Integration: Azure AD and hundreds of
popular web services

- Custom Branding & Reporting

- Easy deployment

- Passwordless SSO & MFA using Passkeys, Hideez's mobile app, or hardware keys
- Remote access to servers and desktops

- SSO & MFA to RADIUS endpoints

- Passwordless Windows login § €

- Proximity-based Windows login and logout €

- Password-based authentication and OTP €

- Integration: On-prem and Azure AD, API, MS SQL, MySQL, SIEM

- Custom Branding & Reporting
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Pricing

FREE (up to 50 users)
$2 User/month
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FREE TRIAL (30 days)
$6.5 user/month

$6 user/month




Hideez Key

Bridging the gap between logical and physical access

R FIDO U2F
f'HdO Universal 2nd Factor

CERTIFIED

FIDO2
Passwordless Authentication

fido

CERTIFIED

coaid

Logical access Physical access

FIDO Security Key Proximity-Based PC Login
Password Vault Unattended PC Logout
OTP Generator RFID Key Card
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0 Hideez Key: Common Use Cases

Google LLC.

Take action on your Bluetooth security
key.

Cancel

One account for all things Micr¢
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Unattended Logout Physical Access Virtual Desktop Login
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Hideez Authenticator

Login to web services

® Passwordless
authentication

Use the Hideez Authenticator to sign

in to web services without passwords.
The app generates unique one-time QR
codes and is protected by biometrics

a . One-Time Passwords

The app allow to generate

Android & iOS

Biometri

Skip for now

one-time passwords (TOTP) for ’

traditional two-factor ‘ App Store
authentication e —

be
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Available on the

GET IT ON

Setup Cancel

Scan Autentication Code
from your PC

Google Play

\

_ameron
filliamson

PC Logon

Online

Scan a one-time QR Code on a
Windows workstation to unlock the
computer

v 9

Offline

In the absence of the Internet
connection, the computer can be
unlocked by entering a one-time code
from the app
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Thank You!

@ www.hideez.com sales@hideez.com
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