HPT MANAGED SECURITY SERVICES

HPT Managed Security Services (HMSS): Safeguarding Your Digital Frontier

HPT Vietnam Corporation proudly introduces its cutting-edge Managed Security Services (HMSS). This
innovative solution is crafted to empower organizations, reducing cyber-attack risks, fortifying compliance

posture, and ensuring seamless business operations.

Key Features of HMSS

+ Comprehensive Security Monitoring:
o Continuous surveillance on Microsoft 365, Azure, Microsoft Defender, and Azure Sentinel. o

Integration with HPT Security Operations Center (HSOC) for 24x7 security monitoring.

+ Compliance Assurance:
o Aligns with ISO 27001, HIPPA, and GDPR standards. o Proactive measures to enhance and

actively protect against cyber threats.

» Cybersecurity Workshops:
o Hands-on workshops with Microsoft APAC CSA team. o Practical application of cybersecurity

skills in realistic, mission-specific virtual environments.

* Microsoft Technology Integration:

o Utilizes Azure Sentinel, Microsoft Defender for Endpoint, and core monitoring technology of

HPT.

o Bridges the gap between cyber concepts and practical cybersecurity skills.

HSOC: Elevating Cybersecurity Defenses



HSOC enhances organizational security by offering key capabilities:

* Real-Time Security Threat Analytics:

o Enriches raw data for instant usability.

o Provides insights for quick threat identification and resolution.
*  Powerful HPT Collector:

o Integrates with all log sources, technology-independent.

o Ensures comprehensive data collection for effective analysis.
* Centralized Management Console:

o Offers an end-to-end view of your security environment.

o Facilitates streamlined management for a proactive approach.
» Simple and Flexible Interfaces:

o Easy deployment and monitoring initiation.

o Automated and customizable Playbook/Incident Handling procedures.
* Machine Learning for Threat Detection:

o Predicts and detects abnormal behavior in collected logs.

o Employs powerful correlation rules for advanced threat identification.
* In-House R&D Team:

o Conducts Threat Hunting and Incident Response. o Leverages 30+ Threat Intelligence Sources

for proactive defense.

Why Choose HMSS by HPT Vietnam Corporation?

* Proactive Risk Mitigation: Detect and mitigate risks in real-time.
+ Compliance Excellence: Adherence to global standards for information security.
* Hands-On Cybersecurity Training: Bridge the gap between theory and practical cybersecurity skills.

* Integrated Microsoft Technology: Benefit from the combined strength of Azure Sentinel, Microsoft

Defender, and HPT's core monitoring technology.

About HPT Vietnam Corporation

Founded on January 13, 1995, HPT Vietnam Corporation has 25-year experience of mastering and

implementing advanced ICT technologies for customers in Vietnam and worldwide. Coming to the next



development stage, HPT has become a Science and Technology Enterprise, determined to improve the
country's capacity to research and create technological solutions. The new headquarter of HPT in Saigon
High-Tech Park (SHTP) has now been completed. From this scientific space, HPT will invest and deploy varied
new technology solutions and services to expand the customers it serves HPT is the top leading security
service provider in Vietham and Cambodia Market. Brief information about HPT Security Services for

over 25 years experiences in IT System and Security for IT System:

* More than 10 years in providing professional IT Security Services: Penetration Test, Vulnerability
Assessment, Incident Response, Security Auditing, Security Consulting.

» Certified by International Security Certificates: CISSP, CEH, ECSA, LPT, Cisco Expert, eMAPT (Mobile
App Pen-tester), GXPN.

*  Our member ranked by Worldwide security Contest/Conferences: Top 1&2 Whitehat — Vietnam 2015,
Top 1 Cyber SeaGame 2015, Top 10 Hack in the box 2017, 2nd Viettel Mates CTF 2018.

*  Well-known by Security community: OWASP Mobile Project Contributor, Member of VNISA Core
Team.

* Customer from many Industry: have all security service case study in Banking, Finance, Insurance

Enterprise, Government, Education.






