
Sample SOW: 
 

Components Scope Parameters 

Azure Kubernetes 
Services 

Setup of Azure Kubernetes Components Upto 2 Datacentres (zones) and 4 
Environments 

Configuration of Application 
Components 

Components required for Norbloc 
to run on Azure 

Deployment of Norbloc Application from 
Registry 

Upto 1 Application (e.g. Norbloc 
Application which has 5 
containers) 

Validation Testing for Kubernetes Service   

Azure Container 
Registry 

Configuration of Azure registry Up to 1 instance 

Integration for image push   

SQL Setup of SQL on Azure    

Configuration of SQL   

Redis Setup of Redis on Azure   

Configuration of Redis   

Azure Virtual 
Machines 

Enabling Azure Virtual Machines based 
on services catalog 

Up to 5 VM's 

Vulnerability/Baselin
e Scans 

Setup of Policies Upto 10 defined policies 

Setup of scans for Norbloc Application Upto 1 Application 

Firewalls Setup of Firewall   

Configuration of Firewall Rules   

Azure Sentinal Setup of Azure Sentinel Up to 5 Policies 

Configuration of Data Source Upto 1 Application 

Configuration of Threat Rules for Alerting Upto 1 Application 

Logging - 
Infrastructure 

Setup of Azure Monitor   

Configuration of Visualization 
Dashboards 

Upto 5 Dashboards 

Configuration of Alert Rules Upto 10 Rules  

Logging - Application Onboarding of Application into Azure 
Monitor 

Upto 1 Application 

Configuration of Visualization 
Dashboards 

Upto 1 Application 

Configuration of Alert Rules Upto 1 Application 

Monitoring - Setup Configuration of Log Analytics Agent   

Configuration of Data Collection Modes 
in Azure Security Center 

  

Configuration of Security Policies Upto 10 policies 

Azure Key Vault Setup of Key Vault Upto 1 Application 

Creation of Secrets Upto 1 Application 



Consumption of Secrets from Application Upto 1 Application 

Azure WAF Setup of Azure WAF Upto 1 Application and upto 5 
policies 

Configuration of WAF Policies Upto 1 Application 

Azure Load Balancer Configuring ALB for Norbloc application Up to 1 application 

Azure Active 
Directory 

Enable and configure Azure AD Up to 1 instance 

Integrate Azure AD with on-premise 
active directory and enable Azure AD 
Connect 

Up to 1 AD 

Azure DevOps Setup of Azure pipelines Up to 1 Azure account 

Configure one pipeline for application Up to 1 application with 5 
components (no customisation) 

Backup - Infra 
Components in Azure 

Configuration of Backup Policies   

Backup - Application 
Components 

Configuration of Backup Policies   

Connectivity -  VPN 
Configuration on 
Azure 

Configuration of Site-Site VPN   

Azure Site Recovery Setup of Azure Site Recovery Upto 1 Site and sample virtual 
machine 

Setup of DR Policies   
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