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Enterprise Security

A new approach to data protection for users

The first security platform that engages users with their security for improved protection

* Improve data security in
collaboration tools
A User-centered technology to

protect digital workplaces and most
valuable data.

Get users involved with a user-
friendly interface

ROPEP o

* Give visibility over accesses,
permissions and links sharing

MYDATASECURITY
THE PERSONAL INTERACTIVE DASHBOARD THAT EVERY USER NEEDS

MyDataSecurity is the first personal security dashboard that improves and simplifies everything to manage data
security.

From one-single interface, MyDataSecurity, users have a full visibility on what is happening on their data and
have control over it: check who can access the data, make sure that access to Teams or OneDrive documents
are all legitimate and correct issues.

Information security teams supervise and manage through one centralized place all security points related to
data access, permission and configuration.

EVERYONE CAN MANAGE N
THE SECURITY OF THEIR DATA WElcome to your security

profile, Charles

> Who can access my data?
() Home & Outlock e OneDrive @& SharePoint & Teams

> Who can access my sensitive data?

> What is my current configuration? R
@ OneDrive
> Who has permission to update my config?

Who has permission to access

> Which apps are downloaded? For—

> Which are synchronizing? Mary Talbot = 4 See
> Which devices can access my account? .
» Validate
> Which are synchronizing? @ 2 Warning(s)
> What should | be worried about? P e p Correct

- Apply correction >



A 3 STEP APPROACH TO ENGAGE USERS IN DATA PROTECTION

FULL VISIBILITY

 Provide a user-friendly interface: company's brand identity, customize visible elements, remediation rules and notification
policies (sms or email)

« Provide visibility across M365 in one centralized place: Users can view access, sharing, permissions and
configurations across Microsoft data: who can access, who has permissions, who can access sensitive data?

» MyDataSecurity highlights the most important points of attention. Users will be able to see immediately if
there are extended permissions on their data.

VALIDATION - SIMPLIFIED WAY TO REVIEW PERMISSIONS

» Users easily manage links sharing and active permissions
across the security dashboard

« Schedule automatic periodic campaigns on all or part of
the users and resources (All company Link, MIP label, owners of =
sensitive sites)

« Notifications by email and SMS to be verified and validated

Details of the permissions on your OneDrive

by users
CORRECTION WITH AUTOMATED REMEDIATION . i A
« Track high-risk activities and ensure compliance . o
« Simplify and automate permissions updates: outdated
access, file sharing, external membership Cmm‘
« Automatic processing of remediation operations by the P p——
IDECSI platform
» Remove multiple links sharing or prevent specific people from using them
»  Stop OneDrive file sharing — both internal and external Close

» Remove outdated permissions or Teams members
»  Remove any group, site, or team guest users
»  Change ownership

BENEFITS

Provide a positive and intuitive security experience QUICK USER
for users and increase user engagement ADOPTION

- Platform customization

Precisely govern Microsoft 365 security and compliance
- Support for deployment

and adoption

« Communication kit (email

Reduce event processing and analysis costs ,
templates, video...)

Optimize detection capacity and recertification processes
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