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What is the UNITE Microsoft 365 Security Hardening
package?

Unite Security Hardening Advanced increases the security posture within Microsoft 365, providing
resistance to modern threats such as phishing, account breaches and social engineering. Helping
organisations secure their data and work towards compliance goals.

The solution also secures company data stored on mobile devices, corporate or personal. It provides
confidence that sensitive information is protected at all times, wherever those devices may be,
maintaining the ability to wipe your information from them if they're lost or stolen.

Our experienced consultants will work with you to implement this package, including working with
your users to make sure each of their accounts and devices is correctly enrolled. Pricing starts at
£2,500.00 with bolt-ons available to upgrade Office software and prepare user's mobile devices if
required.

Features:

Multi-Factor Authentication
e Granular MFA only when out of the office
e Always on for administrators

Microsoft 365 Portal Branding
¢ Logo and background on sign-in page
e Makes it clear to users what they are signing in to
e Helps fight phishing attacks

Advanced Threat Protection
e Spam filtering

e Malware filtering for emails
e Safe Links - prevent users from clicking through from an email to a dangerous location
e Safe Attachments - prevent the delivery of dangerous attachments to users via email
e Anti-phishing for high-risk staff

Alerting

e Alerts sent to Infinity Group*
e Ensures risks are visible and investigated

*When coupled with an appropriate managed services support agreement

Blocking of Risky Countries
e Access from high-risk locations blocked by default
e Reduces attack surface

Mobile Application Management
e Only concerns company data
¢ No overall control of personal devices



e Ensures data is password protected and encrypted
Benefits

This solution is designed to help protect your organisation from reputation damage, financial loss or
possible liability through compliance breaches. It provides essential protection against modern
threats such as phishing, social engineering and account breaches.

As many as 85% of organisations using Microsoft 365 have suffered an account breach, often
resulting in financial loss, as a direct result of poor security posture. By implementing controls to
protect data on mobile devices, enforce multi-factor authentication and prevent access from parts
of the world where the largest portions of cyber crime originate, the risk of account and subsequent
data breaches can be reduced by as much as 99.9%.

Prerequisites:
e Existing Microsoft 365 tenant

e Microsoft 365 Business Premium licenses for all users or Microsoft 365 E3 + Defender for
Office 365
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