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Azure Landing Zone

General Description

Launch and deploy workloads and applications with speed and
confidence by building and implementing Azure landing zone.

Azure landing zone is a scalable and modular environment for hosting
your workloads and applications. Our solution offers various
implementation scenarios to fit your organization’s business goals and
technical requirements. This allows for efficient migration of workloads
in accordance with your policies and standards.
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Business

@
Define strategy
Understand motivations
Business outcomes

Business justification
Prioritize project

Platform

Ready

Azure readiness guide
First landing zone
Expand the blueprint
Best practice Validation

O

Microsoft Cloud Adoption Framework

<

Migrate
N ! 7/
o

Innovate

Workload

« First workload migration
- Expanded scenarios

- Best practice validation
« Process improvements

« Innovation guide

- Expanded scenarios

- Best practice validation

+ Process improvements

=

Manage
Business commitments
operations baseline
Ops maturity

&) 55 ®

Plan Govern Well-Architected
Digital estate Methodology Operational Excellence | Performance
Initial organization alignment Benchmark initial best practice Efficiency | Reliability | Security | Cost
Governance maturity Optimization

Skills readiness plan
Cloud adoption plan
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Azure Landing Zone Standard Package;

2-Week Implementation

© Price: 515,800

« Collect requirements (Business, Security, IT)

+ Provide knowledge and architecture
workshops (Develop high-level design)

«  Present final solutions to stakeholders

+ Create subscriptions, management groups,
configure identities

+ Develop and deploy Azure landing zone
Blueprintin Azure Subscription

+ Validate the Azure landing zone deployment

Azure Landing Zone package proportional to
the organization size and specific workloads

Azure Landing Zone architecture
documentation

Workshop and knowledge transfer to your IT
operations team, delivered by a Solutions
Architect and a Certified Trainer

Azure Monitor

Azure Cost Management

Azure Blueprints, Policy, Templates
Azure DevOps

Azure Key Vault

Azure Migrate, ASR, Backup

Azure Firewall, NSG, VPN, ExpressRoute
Azure Security Center
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Azure Landing Zone

& Identity and access management

Identity subscriptions
[ﬁ] Resource group(s)

! ! U Azure Key Vault

DC1 DC2 | Recovery... |

e Cost management . Azure Monitor

& @8 0

Role Policy Network Security
enttlement assignment Watcher Center

Management subscriptions

[ Dashboards (Azure portal)

- Change tracking
« Inventory management
- Update management

« Dashboards

Automation
account(s)

Log analytics

workspace . Quer.les
« Alerting
& @) —(& 3/
Role Policy Network Security
enttlement assignment Watcher Center

(1] R
228 Enterprise enrollment

Azure Active Director
3 !

J:;'n Management group and subscription organization

Management group

1
1
I"I.l 9 Subscriptions

ﬁ On-premises

\4/ Active Directory

(2 Platform
&4 DevOps team

G DevOps

Landing zone subscriptions

Connectivity subscriptions

[ Dashboards (Azure portal)

&
H

1
Azure DDoS I_I_l ) :
standard @ Hub VNet Region 1+_VNet -
—]
« Azure Firewall peering =
Azure DNS - ExpressRoute
© —

- VPN (P25/525)

& & —2)—9 &

Role Policy Network Security Role
enttlement assignment Watcher Center enttlement

—e <... Virtual Network DNS

Dashboard
(Azure portal)

UDR(s) NSG/ASG(s)
Resource group [ﬁ]
U Azure Key Vault £22 Application

File Share EE8 Application

Recovery a Shared
Service vault(s) services

&80

Policy Network
assignment

Security

Watcher Center

infopulse

Part of Tietoevry Group




Azure Landing Zone Enterprise Package ==

4-Week Implementation

Agenda:

Collect requirements (Business, Security, IT)

Provide knowledge and architecture
workshops (Develop high-level design)

Present final solutions to stakeholders

Create subscriptions, management groups,
configure identities

Develop and deploy Azure landing zone
Blueprintin Azure Subscription

Validate the Azure landing zone deployment

Deliverables:

Azure Landing Zone package proportional to
the organization size and specific workloads

Azure Landing Zone architecture
documentation

Workshop and knowledge transfer to your IT
operations team, delivered by a Solutions
Architect and a Certified Trainer

Core tools and technologies:
Azure Monitor
Azure Cost Management
Azure Blueprints, Policy, Templates
Azure DevOps
Azure Key Vault
Azure Migrate, ASR, Backup
Azure Firewall, NSG, VPN, ExpressRoute
Azure Security Center
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Azure Landing Zone Enterprise for SAP Package

4-Week Implementation

Agenda:

Collect requirements (Business, Security, IT)

Provide knowledge and architecture
workshops (Develop high-level design)

Present final solutions to stakeholders

Create subscriptions, management groups,
configure identities

Develop and deploy Azure landing zone
Blueprintin Azure Subscription

Validate the Azure landing zone deployment

Deliverables:

Azure Landing Zone package for Enterprise
with SAP

Azure Landing Zone architecture
documentation

Workshop and knowledge transfer to your IT
operations team, delivered by a Solutions
Architect and a Certified Trainer

Core tools and technologies:
Azure Monitor
Azure Cost Management
Azure Blueprints, Policy, Templates
Azure DevOps
Azure Key Vault
Azure Migrate, ASR, Backup
Azure Firewall, NSG, VPN, ExpressRoute
Azure Security Center
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SAP Azure Landing Zone

&-\ Identity and access management
Identity subscriptions

@) Resource group(s)
! ! (1) Azure Key Vault

e Cost management Azure Monitor

& (2 0

Role enttlement Policy Network Security Center
assignment Watcher

Connectivity subscriptions

" Dashboards (Azure portal)

peure BDos II
Standard
Azure Firewall
@ Azure DNS ExpressRoute
« VPN (P25/525)

Role enttlement Policy Network
assignment Watcher

Security Center

Management subscriptions

" Dashboards (Azure portal)
« Change tracking

Automation + Inventory management
account(s) + Update management
Log analytics ° Deslilieags
+ Queries
workspace . Alerting
Role enttlement Policy Network Security Center
assignment Watcher

Ege Enterprise enrollment

Q Azure Active Directory

Ja% Management group and subscription organization

Management group

I © Subscriptions

ﬁ On-premises
\4/ Active Directory

2o Platform
DevOps team

Al
G DevOps

SAP Al Landing zone subscriptions

—|—0<---> Virtual Network | DNS | [UDR(s)| [NSG/ASG(s) |

Resource group [ﬁ]

Azure Netapp Files for

AV Set ASCS or generic NFS
! ! shares
<D ANF subnet <>
<2 avset AV Set AV Set
SAP Central SAP Application SAP Web
Services Services Dispatcher
Dashboard ~ Recovery Shared
(Azure portal) Service vault(s) services
Role enttlement Policy Network Security Center
assignment Watcher

SAP A2 Landing zone subscriptions

&+ Virtual Network | DNS | [UDR(s)] [ NSG/ASG(s) |

Resource group [i‘!]

Azure Netapp Files for

AV Set ASCS or generic NFS
! ! shares
<D ANF subnet {+>
<D Avset AV Set AV Set
SAP Central SAP Application SAP Web
Services Services Dispatcher
Dashboard -~ Recovery Shared

(Azure portal) Service vault(s) services

) 2 \3/

Role enttlement Policy Network Security Center
assignment Watcher
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Azure Landing Zone Packages Activities

Onboarding
Management Groups
Subscription Structure
Tagging Standards
Naming Standards
Resource Groups
Enterprise Enrollment
Governance

AR B RS
KKK

Azure Policies Basic
Cost Management v
Secure Network v
Hub & Spoke Networks v
Firewall/NVA/NSG

Security Center

Azure Defender

Key Vault

Sentinel

Infrastructure and Operations
VPN or ExpressRoute v
Azure Monitor Basic

SAP-specific

AN Y N NE O SRS

AN

SAP-specific

<

SAP-specific
Log Analytics

Bastion

Platform Automation / DevOps
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infopulse

Thank you for your attention!

Contact us:

@ info@infopulse.com @ /InfopulseGlobal @ /InfopulseGlobal @ /company/infopulse

Call us:

+380 44 585 25 00 +49-69-505-060-4719 @ +1 888 339 75 56 +33 172 77 04 80
+48 663 248 737 +359 876 92 3090 +55 21 99298 3389

www.infopulse.com
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