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Introduction

SharePoint Security Sync is a comprehensive solution for integrating Microsoft Dynamics 365 and Power
Apps with SharePoint for document management. It provides seamless integration between two systems
and syncs security privileges from Dynamics 365 to Sharepoint, thereby ensuring secure and reliable
access to confidential documents stored in SharePoint.

Salient Features:

e Real time sync of security permission

e Replicate Association and Dissociation of security role to/from a user/team in Dynamics 365 CRM
with SharePoint

e Replicate sharing of record with another user/team in Dynamics 365 CRM with SharePoint

e Assign record to another user/team in Dynamics 365 CRM and reflect it in SharePoint
simultaneously

e Add/Remove members to/from team in Dynamics 365 CRM and replicate it in SharePoint
simultaneously

e Sync deletion of security role in Dynamics 365 CRM with SharePoint

e Supports all types of entities

e Multiple files and folders can be dragged and dropped at one time to SharePoint

e Single as well as multiple files or folders can be uploaded

e Users can download documents from SharePoint

e Email with file’s link or file as attachment can be sent

e Files/Folders can be renamed

e Bulk copy/move Note/Email/Sales Literature Attachments to SharePoint

e Sharable links of files/folders can be created which can also be copied for external use
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e Deep search can be done for the entered keyword

e Access control of user actions on Attach2Dynamics

e Delete files from SharePoint

e View files before downloading

e Support for configuring multiple SharePoint connectors

e Support for single sign-on

e Support for setting default from, to, cc and bcc for an email using Email Configuration
e Support for hierarchy structure to store attachments/documents in SharePoint

e Seamless DocuSign integration to electronically sign documents stored in SharePoint
e Support to directly open record folder present on SharePoint site from the Ul

e Support to create customized folder structure in SharePoint

Available for :-

Microsoft Dynamics 365 CRM: Microsoft Dynamics 365 8.2 & above, Dataverse (Power Apps).
Deployment: Online

SharePoint: Online

Disclaimer: In the process of synchronizing security between CRM and SharePoint, the app breaks the
inheritance of permission on the folder in SharePoint. If you ever wish to restore the original state of
security on the folder, it needs to be done manually and Inogic does not take any responsibility for
recovering it to the original state. It is highly recommended that you create backups and restore points,
test the system in a test enviornment and take backup of original systems before moving it to the
production enviornment.

Prerequisites

Before you start using SharePoint Security Sync solution, it is necessary to enable server-based SharePoint
integration for your Dynamics 365 CRM environment.

To do this, follow the steps given below:

1) Navigate to Advanced Settings - Settings - Document Management.
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Settings

Business Management

Settings

Business

Templates

Product Catalog

& Service Management
o g

Mobile Offline
a Sync Error

Business Manageme...
-

Customization

m Customizations g Administration
E Solutions m Security
lﬂ Microsoft AppSource @ Data Management

System

System Jobs

E Plug-In Trace Log

Document Manage...

Solutions History
E Auditing

Email Configuration

E Activity Feeds Confi...
E Activity Feeds Rules

Dynamics 365 App f...

Sales Insights

2) Go to ‘Enable Sever-Based Sharepoint Integration’.

Document Manage.

&2 Dynamics 365

Document Management

Which feature would you like to work with?

Settings

D Ensbic server-sased sharcpoint Intsgration Ensble Now

Document Management Settings.

Select default document

SharePoint Document Locations

Enable OneDrive for Business

Y
v

management settings for your organization,

Enable sers to manage files stored in OneDrive for Business ¢

SharePoint Sites

rectly in Dynamics 365.

of records on a SharePoint

3) Click on Next.
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=. Enable Server-Based SharePoint Integration - Google Chrome

Enable Server-Based SharePoint Integration

After you enable server-based SharePoint integration, you'll notice the following changes if

you used the previous SharePoint integration:
- You can perform SharePoint actions in the Dynamics 365 command bar.
- SharePoint documents display in Microsoft Dynamics 365 lists.
- There's no list component installation required for the SharePoint site.

If you're already connected to SharePoint sites, all the sites must be valid for server-based

SharePoint integration.

Cancel

4) Now, select the location of SharePoint site and click on Next.
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Enable Server-Based SharePoint Integration

Define Deployment Prepare Sites Validate Sites
-

Server-based SharePoint integration can connect to online or on-premises SharePoint sites. If
multiple SharePoint sites are used, all sites must be of the same deployment type.

Select where your SharePoint sites are located:

— .
@ Online
() On-Premises

All SharePoint Online sites must be in the same tenant as Microsoft Dynamics 365.

Back Mext Cancel

5) Now, enter the URL of SharePoint site that you want to use = Click on Next.
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Enable Server-Based SharePoint Integration

Define Deployment Prepare Sites Validate Sites
- >

No additional setup requirements are required for connecting Dynamics 365 Online to
SharePoint Online.

Enter the URL of the SharePoint site for use with server-based integration.

URL Wi mmaesharepgint.com

Back Next Cancel

6) You can get the URL of SharePoint site from here.
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. For best results, update your apps to Unified Interface.

Apps
@ OneDrive m Word

u Excel & PowerPoint
[I OneNote & SharePoint

D Dynamics 365 Df@ Power Autom...

I Integration Fra... Connected Field Service

n: Admin r communication channels Use Connected Field Service ta
immersive experience with monitor connected devices to make
All apps
PP = 65 Dynamics 365

ITERFACE UNIFIED INTERFACE

7) Once the site is validated, click on Finish.

Configure Server-Based SharePoint Integration

Define Deployment Prepare Sites Validate Sites
. _________________»

Validation Status: Complete

Name Absolute URL Validation

Default Site https://junework.sharepoint.com Valid

Validation Succeeded.
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8) The server-based integration of SharePoint site is now enabled for your Dynamics 365 CRM
environment. Now, go back to Settings > Document Management Settings.

Dynamics 365 Settings ~ | Document Manage...

Document Management

Which feature would you like to work with?

Document Management Settings
Select default document management settings for your organization.

SharePoint Document Locations
A document location record maps to document libraries or folders on a SharePoint server. They are defined rel,
document library record or a document location record. They can be associated with a Microsoft Dynamics 365

ve to a SharePoint
record.

_r Enable OneDrive for Business
‘ Enable users to manage files stored in OneDrive for Business directly in Dynamics 365.
v

9) Select the Entities for which Document Management needs to be enabled > Enter the URL of
active SharePoint sites where you want to store documents = Click on Next.

= Document Management Settings - Google Chrome - O X

Document Management Settings © Help

Select entities
Document management will be enabled on the selected entities.

a0

Entities

Account

Account Project Price List
Action Card Regarding
Action Card Role Setting
Actual

Actual Data Export (Deprecated)

< RN NINEE.

(<<

Address
Agreement
Agreement Booking Date

Agreement Booking Incident

Y . SR IR S . WURPE Ny

SharePoint site
The selected SharePoint site will be used as the default site for document management.

| SharePoint Site: |[ = sharepointcom/ ]

Next Cancel
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10) Check ‘Based on entity’ to have document libraries and folders that are based on the Dynamics
365 Account entity automatically created on the SharePoint site. Users will not be prompted to

create them.

If you don't want folders automatically created, do not select the ‘Based on entity’ check box.

Click on Next button.

Document Management Settings

:} https://junework.sharepoint.com/ is a valid URL.

Select folder structure

records.

|| Basedon entity

Back Next

@ Help

To create a folder structure based on a specific entity, click the check box, and select an
entity. Folders will be created on SharePoint in the context of your Microsoft Dynamics 365

Cancel

11) Click on Finish.
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Document Management Settings © Help
Document Library Creation Status
To be created: 38
Mewly created: 38
Failed: 0
Already existing: 0
Creation Details
Entities Document Library Status Failure Reason
Account PR u " Succeeded
Agresment = Succeeded
Agrezment B... wmom = Succeeded
Agrezment B... u " Succeeded
Agreament In... = Succeeded
Agreement In... e B " Succeeded
Article = Succeeded
Booking Time... R ] = Succeeded
Category u u Succeeded
Expense x Succeeded
[ P =] | R T [l pag | M
Back Finish Cancel

Once this is done, you can easily store Documents/Attachments related to selected Entities in the
respective SharePoint site using Attach2Dynamics button.

Configuring Connectors

Disclaimer: The initial background process after the creation of Connector and Entity Configuration could
take longer (could run for 3-4 hours) if there are high number of Users, Business Units or both.

Users --> More than 300
Business Units --> More than 10

Therefore, it is recommended to configure the application during off hours. This will ensure that other user
activities are not hampered.
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In SharePoint Security Sync the user can configure multiple connectors for SharePoint. For example: The
user can create multiple connectors such as SharePoint_1, SharePoint_2, SharePoint_3, etc. for
SharePoint.

To achieve this, navigate to SharePoint Security Sync App and then click ‘Connectors’ Entity. Next, click
‘New’ to create a new ‘Connector.’

Dynamics 365 SharePoint Security Sync  SharePaint Security Sync > Connectors

= B Show Chart W Delete | ~ () Refresh [ login [F Emailalink | ~  o® Flow ~ 1] RunReport ~ BB Excel Templates
y Home . S f
Active Connectors Search for records ol
(® Recent ~
V| Name Connector Type Auth-Type Default C... | aximum file size (in kilobyt ol
= Pinned v

SharePoint Security Sync

&5 Connectors

Y Entity Configurations

a Security Templates

(3 Bulk Migration Jobs @

B Logs No data available.
@ License Registration

a) Name: Give name to the connector
Connector Type: Choose SharePoint from the drop-down.
Default Connector: If required, enable the checkbox to set SharePoint_1 as default connector.

b) SharePoint Site: It is the location of SharePoint, where files and folders will be stored. Select the
valid SharePoint site here.

New Connector

General Credentials  Additional Settings  Entity Configurations

General
Name *  SharePoint_1
Connector Type *  SharePoint

Default Connector a

SharePoint Site * | Look for SharePoint Site pel
SharePoint Sites
Auth-Type
Default Site
Enable DocuSign ] hd
Integration
| New SharePoint Site 2 Change View
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Note: User cannot reuse the same SharePoint site for each new connector.

c) Enable DocuSign Integration: Enable the checkbox to make use of DocuSign features.

Note: To use DocuSign feature from Attach2Dynamics Ul it is necessary to install and configure

DocusSign solution in Dynamics 365 CRM.

New Connector

General Credentials  Additional Settings  Entity Configurations

General
Name * Sharepoint_1
Connector Type *  SharePoint

Default Connector O

SharePaint Site *  [&] Default Site
Auth-Type —

Enable DocuSign
Integration

d) Auth-Type: The Auth-Type is of two types, Credential and App.
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New Connector

General Credentials Additional Settings  Entity Configurations

General
Name *  SharePoint_1
Connector Type *  SharePoint

Default Connector O

SharePoint Site * |3 Default Site

Auth-Type * | --Select-- 4
Enable DocuSign Credential

Integration App

1. Credential: This indicates that Authentication with the connector is done through Credential
i.e. id and password. It is mandatory to enter credentials in order to create a new Connector.
For authentication through credentials, for any attachment action, the name of user appears
who has authenticated the Connector. Enter value for Id and Password/Secret. Next
authenticate the credentials.

New Connector

General Credentials Additional Settings  Entity Configurations

d e ——

Password/Secret " ZZZ77 UXNVE LKVLB GAGVK RWBTC AESVQ BUJL...

Note: Id and Password for SharePoint: In the Id field enter your username and in Password/Secret field
enter password. It can be your normal Dynamics 365 CRM credentials.

2. App: This is to provide authentication with App. In App authentication, if any action is
performed then the name of logged-in user appears.
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New Connector Sam Richard
Owner

General Credentials Additional Settings  Entity Configurations

Use below as your redirect url

Unauthenticated

Status Reason

https:/fadddev.crm8.dynamics.com/WebResources/ikl_/Attach2Dynamics/Callback.html

Password/Secret L—
Create Azure Active Directory App

In order to get Id and Secret Key please follow this blog

In order to know how to generate Id and Password/Secret for App click here.

After you have generated the Id and Password enter them in the fields provided.

Sales SharePoint Site Sam Richard
Connector Cwner

General Credentials Additional Settings  Entity Configurations  Related

d *  ef6166ad-617d-4904-a6ae-c44b058e6c97 Use below as your redirect url

Unauthenticated

Status Reason

https:/fadddev.crm8.dynarics.com/WebResources/ikl_/Attach2Dynamics/Callback. html

Password/Secret * ZZZZZ VQMVE LAUGW EHDTH NQBOV UDJCA H...
Create Azure Active Directory App

In order to get Id and Secret Key please follow this blog

Now if any logged in user uploads or performs any attachment action on files in SharePoint, their

name will appear for the action.

Let’s upload few files and see how it works.
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Attach2Dynamics x
SharePoint

SharePoint : SharePoint Connector Q

Fyzher Technologies_C

UPLOAD = DOW!
¢
J

& Fyzher Technologies_C596028E9281EB11A812000D3AF218.. v

AD # RENAME [ EMAIL ~ ¢ COPY LINK ~ 4 CREATE FOLDER

MName Size (KB) Madified On
O M| A2D and $55.docx 17.57  3/10/2021 4:53 PM
O W Kanban Board Article.docx 4031 3/10/2021 4:54 PM

Crop files here.

Cance

Here the name of the admin appears when they are logged in and have uploaded the file.

SharePoint
CS Commun|cat\on S\te ¥¢ Not following = Share
Home Documents Pages Site contents Edit
O Search Account + New ~ T Upload v ¢ Quickedit 12 Share @ Copylink <3 Sync 4 Download © Exportto Excel +:+ = All Documents v ¥ @

Account > Fyzher Techologies_C738BE243B47EA11A812000D3AF02CD4

D Name Madified Modified By + Add column
@) ~A2D and 555.docx 2 hours ago Sam Richard

Y R
@ Kanban Board Article.docx 2 hours ago Sam Richard

Now let’s take another use-case when a user, who is not an admin uploads a file. Rhea is a Sales
Manager who does not have admin rights. Now she uploads the files while being logged in, and
her name appears as the user uploading the file.
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SharePoint
Cs Communication site # Notfollowing 1 Share
Home Documents Pages Site contents Edit
L Search Account + New ~ 7T Upload v ¢ Quickedit & Share %@ Copylink <3 Sync ¥ Download &8 Export to Excel = AllDocuments v ¥ @O /
Account > Fyzher Techologies_C738BE243B47EANAS12000D3AF02CD4

[ Name Madified Madified By Add column
@ ~A2D and SSS.doex 2 hours ago Sam Richard
[E] “Kanban Board Article.docx 2 hours ago Sam Richard
@ “Maplytics Website Content_1.docx About a minute ago Rhea P
@ ’\Maply't\cs Website Content_2.docx About a minute ago Rhea P
o :Maply‘t\cs Website Content_3.docx About a minute ago Rhea P

After the Connector record is created the connector credentials need to be authenticated.

To authenticate the connector, Authenticate button is provided on the command bar. This button is
visible only to users with SharePoint Security Sync Administrator role.

Dynamics 365 ~~  SharePoint Security Sync ~ SharePoint Security Sync > Connectors > SharePoint_1

®' Click on Authenticate button to authenticate the connector.

% Home Mew [& Deactivate  [i] Delete | (& Authenticate | () Refresh

After the Connector is Authenticated, create Entity Configuration record.

If Connector is authenticated successfully, the following success pop up will appear:

Page 18 of 88




SharePoint Security Sync — User Manual

R
THANK YOU!

You have successfully authenticated.

If Connector authentication fails, then the following error pop up will appear:

SORRY!

Error while authenticating. Kindly check the credentials.

And to see the what exactly the error is, navigate to ‘Logs Entity’, check the error and retry the

authentication.
= [3 Deactivate  [i] Delete () Refresh A, Assign  1# Share [) Emailalink o Flow QB Word Templates [ Run Report ™
@ Home i
777C576F-7754-EA11-A812-000D3A33F94A John David
(© Recent ~ Log Quiner
57 Pinned e General File Details  Related

Attach2Dynamics
& Connectors

&  Entity Configurations
B Security Templates
1 Bulk Migration Jobs

| B Logs

@ License Registration

£ Record Id

[} Entity Configuration
£ Deleted On

& Deleted By

& Information

& Record URL

TTTC576F-7754-EA11-AB12-000D3A33F94A

Please verify the credentials for Connector in CRM.

s

https://trial2020feb.crm.dynamics.com/main.aspx?etn=ik|_connector&extraqs=&id={777C576F-7754-EA11-AB12-000D3A33F94A}&pagetype=entityrecord
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Entity Configuration

Disclaimer: In order to synchronize security for {EntityName} in SharePoint, we’d have to break the
inheritance of permission for the record folder within the respective Document Library in SharePoint. If ever
you wish to restore the original state, it needs to be done manually and Inogic does not take any

responsibility of restoring it to the original state.

For ‘Entity Configuration’ go to SharePoint Security Sync > Entity Configuration.

Dynamics 365 ~  SharePoint Security Sync  SharePaint Security Sync > Entity Configurations

= B Show Chart Mew ]E Delete e C_:‘ Refrash [ Log In &) Email a Link v o Flow
it Home . . X .
Active Entity Configurations

m
() Recent v

s Pinned v

SharePoint Security Sync

G  Connectors

I @  Entity Configurations

i} Security Templates
(1 BulkM igration Jobs

Logs No data available.

@ License Registration

| Entity Name Connector Folder Path Folder Path Schema

Entity Configurations can be created from the Connector form too, just click on Entity Configuration Tab

on Connector page and click on “+ New ” button.

i Dynamics 365 SharePoint Security Sync

— & E = Save @G Save & Close I New [ Deactivate [l Delete (& Authenticate
& e Sp_Sharepoint - saved

© Recent v Connector

57 Pinned N General Credentials Additional Settings | Entity Configurations | Related

SharePoint Security Sync

| & connectors

i@  Entity Configurations O Entity Name Connector Folder Path
@ Security Templates O
3 Bulk Migration Jobs O
B Logs
@ License Registration O ! -
M
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Dynamics 365 SharePoint Security Sync

= & E ) Save @' Save & Close b New  [@ Deactivate il Delete () Refresh
H .

o lrere account - Sp_Sharepoint - saved

®© PRecent v Entity Configuration

<7 Pinned N General Create Custom Folder Structure  Email Configuration  Related

SharePoint Security Sync

i} Connector " (> Sp_Sharepoint
%> Connectors
I #  Entity Configurations Entity Name “  Account
B Security Templat
] R Attachment Action Move
1 Bulk Migration Jobs
Override Files
B Logs O
© License Registration
General:

a) Connector: Select the Connector for which you want to configure the Entity.
b) Entity Name: Mention the Entity for which you are configuring.
c) Attachment Action: You can either Copy or Move the attachment.

i) Copy: If you Select Copy, the attachment will be copied to SharePoint and its cloud storage
path will be stored against the record.

ii) Move: If you Select Move, the attachment will be moved/migrated to SharePoint and its cloud
storage path will be stored against the record.

iii) None Selected: If you don’t select any option then the Attahcment will not be moved to
SharePoint but you will still able to use the Attach2Dynamcs document management Ul for
the respective entity.

d) Override files: If checked, means trying to upload file with same name will be overridden. If
unchecked, then a new file with number appended is created and uploaded in SharePoint.

e) Auto Create Folder: By default ‘No’ is selected for this field. If ‘Yes’ is selected then folder will be
created in SharePoint for the respective entity automatically.

Create Custom Folder Structure:

SharePoint Security Sync gives provision to create your own folder structure within SharePoint
for storing documents/attachments. With this tab, you can customize both the library structure as well as
the record folder structure in SharePoint site. This tab is divided into two sections — Create Library
Structure and Create Record Folder Structure.

The ‘Create Library Strucure’ section can be set as follows:
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Library Structure: This is an optionset field with following options — By Period, By Starting
Character and Custom. Select either one of these options. Based on the option selected, further
fields will be made available.
o By Period: If this option is selected then the document library stucture will be created
based on certain period. To be precise, the period is based on ‘createdon’ date of record.
In order to define the period additional fields are required to be populated. These fields
include:
= Period Type: This is yet another optionset field with the following options - Daily,
Weekly, Monthly, Quarterly, Yearly, X Month and X Year.
= Duration: This is a numerical field. It appears when ‘X Month’ or ‘X Year’ option
is selected in ‘Period Type'.
= Select Date Format: This is also optionset field with numerous options. Select any
one format for the date.

For example, suppose if user has set ‘Period type’ to ‘X Month’ and ‘Duration’ to ‘6’. Now
based on this setting a half yearly document library will be created in SharePoint for
whichever record created for that particular period.

account - Sp_Sharepoint - saved
Entity Configuration

General  Create Custom Folder Structure  Email Configuration  Related

Create Library Structure

Library structure By Period
Period type X Month
Duration 6

Select date Format * MMM yyyy

SharePoint

O Search this library

(A
Cs Communication site
S Home Documents Pages Site contents Edit
T Upload ~ FH Editingridview 3 Sync S Add shortcut to OneDrive Ell Export to Excel & Power Apps
0

| Account Jan 2017 to Jun 2017 |

1 Name -~ Modified Modified By ~ Add column

DIB\ue Yonder Airlines KP_ACAT9CDDSSDFES... About a minute ago Sam Inogic
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o By Starting Character: If this option is selected then the document library structure will
be created based on the starting character of the chosen field name. Once this option is
selected, the following additional field needs to be populated:

= Document Library Format: Here, logical name of the field is to be entered within

brace brackets {}. And the field type should be either Single.Text, Optionset or
Lookup.

account - Sp_Sharepoint - savec
Entity Configuration

General Create Custom Folder Structure  Email Configuration  Related

Create Library Structure
Library structure By Starting character

Document Library

Format {primarycontactid}

o Custom: With this option, you can create document library structure based on the full
name of any chosen field. Once this option is selected, the following additional field needs
to be populated:

= Document Library Format: Here, logical name of the field is to be entered within

brace brackets {}. And the field type should be either Single.Text, Optionset or
Lookup.

account - Sp_Sharepoint - Unsaved
Entity Configuration

General  Create Custom Folder Structure  Email Configuration  Related

Create Library Structure

Library structure Custom

Document Library

Format {preferredcontactmethodcode}

The ‘Create Record Folder Strucure’ section can be set as follows:

e Folder Format: Here, you can either use logical name or any text to name the folder. Further, you
can also use combination of both logical name and text.
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For example, suppose if user has used combination of logical and text for ‘Folder Format’ like

‘{name} KP.” Now based on this setting the following record folder structure will be created in

SharePoint.

account - Sp_Sharepoint - saved
Entity Configuration

Create Library Structure

Library structure By Period
Period type " X Month
Duration "6

Select date Format * MMM yyyy

Create Record Folder Structure

Folder Format {name} KP

General  Create Custom Folder Structure  Email Configuration  Related

i SharePoint

/O Search this library

R L .
Ce Communication site
i) Home Documents Pages Site contents Edit
T Upload ~ HE Editingrid view 12 Share @ C
O

opylink £3 Sync 4 Download 5] Add shortcut to OneDrive

Account Jan 2017 to Jun 2017 >| Blue Yonder Airlines KP_ACA19CDD88DFE311B8E56C3BESA8B200 I

[ Name v Modified ~ Modified By + Add column

Email Configuration:

The next is Email Configuration tab. With this
attachments/links through email to the required recipients.
screenshot.

tab you can send the documents as
You can set this tab as shown in below
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account - Sp_Sharepoint - saved
Entity Configuration

General  Create Custom Folder Structure  Email Configuration Related

From Me e

To Users v Brian B

Cc Team v BU 1

Bec Dynamic v OwningUser

e From —The sender i.e. the person who sends the email

e To—Recipienti.e. the person to whom the email is to be sent

e CC-Carbon Copy i.e. the person to whom a copy of the email information is to be sent

e BCC-—Blind Carbon Copy i.e. the person you have kept in the loop and do not want the other
recipients to see that particular contact

e Types of Email addresses to select from:

a. Users — If you select Users then all the CRM users present in the environment will be
enlisted while selecting the data.

b. Queue — If you select Queue then all the queues present in the environment will be
enlisted while selecting the data.

c. Team —If you select Team then all the teams created in the environment will be enlisted
while selecting the data.

d. Dynamics —E.g. If you have selected quote as an entity then all the lookup fields on quote
which are allowed to send email will be enlisted while selecting the data.

e. Manager — E.g. If you have selected quote as an entity then, all the system-user lookup
fields on quote entity will be enlisted while selecting the data, and recipient would be the
manager of the selected data.

Note:

1) To use SharePoint Security Sync functionalities on an Entity it is mandatory that you create an
Entity Configuration record for the same.

2) Attachment Actions can be enabled only for one entity with one Connector.

3) Connector and Entity Configuration are editable if user has SharePoint Security Sync Administrator
role.

4) SharePoint Security Sync User can only read the Connector and Entity Configuration.

5) The security level privileges will start syncing once after creating entity configuration the user hits
the File tab or Attach2Dynamics button.

Attachments/Documents of Dynamics 365 CRM records can be stored in SharePoint sites on the basis of
hierarchy.
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To achieve this, follow the steps given below:

1) Go to Advanced Settings = Settings 2 Document Management Settings.

Dynamics 365 ~ Settings -~  Document Manage...

Document Management

Which feature would you like to work with?

Document Management Settings SharePoint Sites

Select default document management settings for your organization. ﬁ A SharePoint site is a record on a SharePoint sery
server,

SharePoint Document Locations OneNote Integration

A document location record maps to document libraries or folders on a SharePoint server. They are defined relative to a SharePoint Eﬂ Set up OneNote Integration for selected entities

document library record or a document location record. They can be associated with a Microsoft Dynamics 365 record. {} record. Users will be able to easily access a notel

3865 mobile apps.

_(. Enable OneDrive for Business Manage Document Suggestions
.\/ Enable users to manage files stored in OneDrive for Business directly in Dynamics 365. L/L Set up intelligent document suggestions.
-

2) Select Entities = Enter the URL of respective SharePoint site.

= Document Management Settings - Google Chrome — ] X

@& inogicdemo.crm8.dynamics.com/WebWizard/WizardContainer.aspx?Wizar...
Document Management Settings @ Help

Select entities
Document management will be enabled on the selected entities.

Entities

Accounting Company

Action Card Regarding

Action Card Role Setting

Address

Al Builder Dataset File

Alert

AlertsdDynamics Log

ApiSettings

Applied Transactions

Appointment -

SharePoint site
The selected SharePoint site will be used as the default site for document management.

SharePoint Site: || Taomp

Next Cancel

3) Enable the Checkbox ‘Based on Entity’ = Select either of the entities, Account or Contact.
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=' Document Management Settings - Google Chrome

& inogicdemo.crm8.dynamics.com/WebWizard/WizardContainer.aspx?Wizar...

Document Management Settings

3} https://incgicdemo.sharepoint.com/sites/teamhierarchy is a valid URL

Select folder structure

(]

@ Help

To create a folder structure based on a specific entity, click the check box, and select an

entity. Folders will be created on SharePoint in the context of your Microsoft Dynamics 365

records.
¥| Based on entity Contact v
Account
Back MNext

Cancel

X

4) Next, go to Entity Configurations = Click on New.
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Save @ Save & Close + New o™ Flow ~

New Entity Configuration

General Email Configuration

Connector -

Entity Name * --Select--

Attachment Action -

Override Files

Error Logs

5) Populate the following fields = Click on Save.
a. Connector: Select the connector for the particular SharePoint site
Entity Name: Select the entity.
Attachment Action: Select either move or copy
Override Files: Enable the checkbox if required
Folder Structure Fields: This field appears on selection of the entity for which hierarchy
structure is configured. In this field, customized entity with Account or Contact lookups

m o o T

will be populated. Select either of the entities.

opportunity - SharePoint Hierarchy
Entity Configuration

General Email Configuration  Related

Connector * & SharePoint Hierarchy
Entity Name N Opportunity
Attachment Action Move

Override Files

Folder Structure Field * Account
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6) Now go to Opportunity = Select an opportunity = Click on Attach2Dynamics button - Drag
and Drop required file.

Sales Hub
- i - . X
Attach2Dynamics Lost
Inte SharePoint Int
Oppc SharePaint : SharePaint Connector Q Stat
Interested In Attach2Dynami.. & Interested In Attach2Dynamics_TA93663873C2444DATEE... »
1 UPLOAD ~ | DOWNLOAD # RENAME [ EMAIL ~ &° COPY LINK ~ 4 CREATE FOLDER
e Mame Size (KB) Maodified On
] This folder is empty. Upload documents here. 1
catior|
I\ see whi
k L
Drop files here.
¢ Cance data
Ca Dngn
7) Next, go to SharePoint site. Here, the respective file will be stored in the following manner:
Account > Account Name_guid > Opportunity > Opportunity Name_guid.
Cs Communication site 3 Notfollowing & Sh
Home Documents Pages 555 ssstool ssspatch Site contents Edit
5 Uplead ; Edit in grid view & Share @ Copy link G Sync  Download ] Add shortcut to OneDrive  ++ = AllDocuments ~ 7 (@

Account > A-Datum_041FE3EO8ESTEB11A812000D3AF2185F > opportunity > Interested In Attach2Dynamics 7A93663B73C2444DA76EE1FAQO8C4AES0

O Name Meodified Meodified By + Add column

- ‘.
@ " INOGIC EULA_Signed.docx A few seconds ago Sam Smith

Activity Entity Configuration
To create entity configuration for Activity Entities, follow the steps given below:

e Navigate to SharePoint Security Sync App --> Entity Configurations.
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SharePoint Secunty Syrx

Active Entity Configurations

v

e Click on +New.

Dynamics 365

Home
R t
Pinr

SharePoint Security Sync

G show Chart 4= New | @ Delet ) Refresh ] Ema

a}
Active Entity Confh:

\ sote & new Ent Micn re

v

N

e Enter the required details to create Entity Configuration for Email --> Click on Save.
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Dynamks 365 SharePomnt Secunty Sync

s

i
ﬁ
o

}

email - Saleé_SharePoint

Recent Entity Configuration

General Create Custom Folder Structure  Email Configuration  Related

SharePoint Socurity Sync

+» Sales_SharePoint
I Entity Cont stion Entity Namsg . Email
Jemail attachments

No

e For example - If an Account record is set as a Regarding for an Email record then create an entity
configuration for the Account entity as shown in the below screenshot. Make sure to select
either Copy or Move as an attachment action while configuring the entity record.

Dynamics 365 SharePoint Security Sync

account - Sales_SharePoint

Recent Entity Configuration

" Pinned General Create Custom Folder Structure  Email Configuration  Related

) Sales_SharePoint

|, Entity Configurations Entity Name Account
= < Fp— G

O)  Bulk Mgra b

© LUcenseR ] No

e Once the Email is Sent or Received, the attachments will get migrated to SharePoint and the
email attachment would be uploaded inside an email folder present in the regarding record
folder as shown in the below screenshot:
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. Communication site
Cs s :

{; Home Document Pages Se contenty
+ New

) : . » g r
g v T Uplcag 3 Edit in god view = Shate Copy link w Smc « Downlcad

2

Sales Account_3( BSDCEEAFECT19840000D3ABEAGLS Emml]

Name Modified Modilied By Add column

e Similarly, if there are any other entity records as an email regarding then create an Entity
configuration for those entities as well.

Security Templates

Security Templates Entity enables to control access given to the users over various features of
Attach2Dynamics such as Upload, Download, Email, Copy Link, Rename etc. in SharePoint.

Note: If two records of security template are created for the same user then the user will get highest access
permission from either of the records.

To configure Security Templates, go to SharePoint Security Sync App --> Security Templates --> Click on
'+New' --> Fill the respective fields.

1. General

This section is where you define the name of record and the connector to SharePoint.
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New Security Template

General Permissions

Mame Users

Connector

Populate the given fields and save the changes. After the changes are saved you

need to select users to
whom this security template should apply.

Access Level 1

Sam P
Security Template P

General Permissions  Related

Name " Access Level 1 Users

Connector 3> SharePoint_1

Sam P cao

2. Permissions

Next tab is Permissions which comprises of all the Attach2Dynamics features. To provide access to
Attach2Dynamics features just enable the checkbox given against each and every feature.
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SharePoint security template
Security Template

General Permissions Related

All
Upload File/Folder
Download

-
Files/Folders
Create Folder
Delete Files
DocuSign

Rename File/Folder

View Files

Copy Link

Email

After filling the respective fields, click on 'Save'.

Note:

- If no template is created for a user, then all the features would be enabled except the Delete

feature.

- For Delete feature a Security Template is must.

Share and Assign Record

The security role privileges are synced when a record is shared or assigned to another user. For e.g. when

a User A (Sam) owns a record and other User B (Rhea) has only user level access, then Rhea won't be able

to see the records owned by Sam in SharePoint.

For instance, records visible to Sam are:
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= Communication site

Home Documents Pages

O search Account + New v T Uplead ~

Account

[ Meme

Site contents

| |} )Maussem Enterprises_43FFE777BE4BEAT1A .

Y7 Notfollowing & Share
Edit
& Quickedit {3 Sync B8 Exportto Excel ¢+ PowerApps ~ o Flow v = AllDocuments ~ V¥ @
Modified Modified By + Add column

A few seconds age Sam P

Records visible to Rhea:

SharePoint
- Communication site % Notfollowing £ Share
Home Documents Pages Site contents Edit
2 Search Account + New ~ 7T Upload v ¢ Quickedit 3 Sync 3 Exportto Excel ©F PowerApps ~ o Flow = All Documents ~ ¥ ©
Account
[ Name Modified Modified By + Add column
Now Sam shares the record with Rhea.
& [5] Show Chart / Edit Activate [E Deactivate IE[ Delete d % Merge aEa Open Org Chart I Add to Marketing List ,Q# Assign
All Accounts v |& Share I I ©
. =
v Account Name ~~ Main Phone Address 1: City Primary Contact ~ Er &) Email a Link ’
¢ Follow
v Maoussem Enterprises == === === =
¥r Unfollow
2 Flow >
Run Report >
E Word Templates y
B9 Export Selected Records
@.] Quick Campaign >
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Share account x

Choose the users or team you want to share the account with, and give them specific permissions.

Common Tasks L4 Mame Read Write Dielets Append Azzign Share

B Add User/Team v B anesv ’ ’

X Remove Selected
Items

+ Toggle All
Permissions of the
Selected ltems

(2] Reset

After the records are shared with Rhea she will be able to view the records owned and shared by Sam in
SharePoint.

SharePoint
CS CommunlCaTIOﬂ S\te 3¢ Notfollowing 12 Share
Home Documents Pages Site contents Edit
O Search Account + New ~ T Upload v ¢ Quickedit 3 Sync € ExporttoExcel ©F PowerApps ~ o Flow ~ =+ = All Documents v~ ¥ O /A
Account
[ Name Modified Modified By + Add column
0 “Moussem Enterprises_43FFE777BE48EAT1A.. 6 minutes ago Sam P

Now due to some business requirement Sam assigns the record to Rhea.
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Assign Account

You have selected 1 Account. To whom would you
like to assign it?

Assign to User or team

User or team O 2O RheaP

The record will not be visible to Sam anymore and will be assigned and visible to Rhea in SharePoint.

Visibility of records to Sam after record is assigned to Rhea:

SharePoint
CS Commumcathﬂ S\te 3¢ Notfollowing 12 Share
Home Documents Pages Site contents Edit
P Search Account + New ~ T Upload v ¢ Quickedit I3 Sync B Exportto Excel o+ PowerApps v o Flow ' +* = AllDocuments ~ YV @O
Account
[ Name Modified Modified 8y + Add column

Drag files here

Now that record is assigned to Rhea, visibility of record to her:

Page370f88




SharePoint Security Sync — User Manual

SharePoint
Cs Communication site ¥ Notfollowing £ Share
Home Documents Pages Site contents Edit
O Search Account + New ~ 7T Upload ~ ¢ Quickedit 23 Sync U8 Exportto Excel ¢ PowerApps »~ o Flow »  +* = All Documents ~ V¥ ©
Account
[ Neme Madified Madified By + Add column
“Moussem Enterprises 43FFE777BE48EATTA.. 6 minutesago Sam P

Modify Security Role

Apart from sharing and assigning records, we can also modify the security roles in Dynamics 365 which
will be replicated in SharePoint. To understand this better, we have created two Business Units apart from
root business unit that are: Marketing and Sales. Sales is the parent business unit of Marketing and in this
example, we are working with Account entity.

Now, Sales BU has two users, James and Rhea. James is salesperson who has user level read/write access
and Rhea as a Sales Manager has Business Unit read/write access.

Marketing BU has one user Joe who is Marketing Manager and has organization level read/write access.
Scenario 1 Visibility:

James: With user level access, he can see only his records.

SharePoint

Cs Communication site ¥t Notfollowing & Share
Home Documents Pages Site contents Edit
O Search Account + New v T Upload ~ ¢ Quickedit 3 Sync 8 BxporttoExcel o PowerApps ~ o Flow v = = AllDocuments v Y ©
Account
[ Hame Madified Madified By + Add column

|| '\Fyzher Technologies_414F675DC74BEAT1A., A few seconds ago James P

Rhea: With BU level access, she can see records of James and her own.
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it SharePoint ? RP
Cs Communication site ¥ Notfollowing £ Share
Home Documents Pages Site contents Edit
O Search Account + New ~ T Upload ~ ¢ Quickedit 23 Sync ¥ Exportto Excel 9 PowerApps »~ o Flow »  +* = All Documents ~ V¥ ©
Account
[ Meme Medified Medified By + Add column
= “Fyzher Technologies_414F675DCT4BEAT1A... 10 minutes ago James P
I “Linkin Chains_FSD1EGO4CTABEAT1AB12000., A few seconds ago Rhea P

Joe: With org level access he can see all records.

SharePoint
Cs Communication site ¥ Notfollowing 2 Share
Home Documents Pages Site contents Edit
O Search Account + New v 7T Upload v ¢ Quickedit (3 Sync HE Exportto Excel ©» PowerApps ' o Flow v =+ = All Documents ~ ¥ @O
Account
[ Mame Modified WModified By + Add column
| | “Fischer Technologies_FF992F3ECI48EAT1A.. 8 minutes ago JoeP
|| :Fyzher Technologies_414F675DCT48EAT1A.. 21 minutes ago James P
=] '\Lmkm Chains_F5D1E604C748EAT1A812000... 11 minutes ago Rhea P

Scenario 2 Visibility: Now we change the access level of Rhea to Parent Child Business Unit, and keep the
security level access of Joe and James the same. With this Rhea will be able to see the records of both Joe

and James.

SharePoint
Cs Communication site ¢ Notfollowing 2 Share
Home Documents Pages Site contents Edit
P Search Account + New ~ T Upload v ¢ Quickedit 3 Sync @5 Exportto Excel o» PowerApps v o Flow v = AllDocuments ~ ¥ O
Account
O Name Madified Madified By + Add column
“Fischer Technolegies FF992F3ECI48EATIA.. 23 minutes ago Joe P
T “Fyzher Technologies_414F675DCTA3EATIA., 35 minutes ago James P
|| *Linkin Chains_F5D1E604C748EAT1A812000... 26 minutes ago Rhea P
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Apart from these modifications the user level access comes into action even when a security role is
associated/dissociated to/from a user/team or a member is added/removed from a team or security role
deleted.

Bulk Migration Jobs

Bulk Migration Job Entity enables users to configure the bulk movement of the attachments from CRM to
SharePoint and also it shows the details and status of the migrating Emails, Notes and Sales Literature
Attachments.

Note:

- Users are advised to do the migration during off business hours for minimum interruption as
there may be bulk of data to be moved.

- Only the Entities where the Attachment Action is defined as Move or Copy in the Entity
Configuration will be considered for Bulk Migration.

To configure Bulk Migration Job, go to SharePoint Security Sync App --> Bulk Migration Jobs --> Click on
'+New' --> Fill the respective fields.

1. General

This section is where you define the period and Email/Note/Sales Literature attachment we are moving to
SharePoint.

Emails - Last X Weeks Scheduled  Sam P
Bulk Migration Job Status Reason Owner

General Information  Bulk Migration Job Status ~ Related

Select Duration

For ? ' Emails Last X Weeks
Criteria

Connector * &b SharePoint_1 Walue 2

Schedule Date *14-11-2019 16:00 ®

Attachment Action * Move

For?: This specifies whether we are doing Bulk Migration for Emails, Notes or Sales Literature.
Connector: In this field we specify the connector support i.e. SharePoint.

Schedule Date: Scheduled date keeps track of the date from which the migration job will start.
Attachment Action: In this field we specify the action ie. Copy or Move.

W hNR
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5. Select Duration Criteria: In this field we specify the period for which we have to migrate Note/Email
Attachment/Sales Literature Attachments to SharePoint. Here, X represents Numeric Value. For e.g.
Last 10 days, Last 3 weeks, etc. where the number 10 and 3 specify the Value.

a) Last X Days: Specify data of how many(X) days have to be migrated to SharePoint.

b) Last X Weeks: Specify data of how many(X) weeks have to migrate to SharePoint.

c) Last X Months: Specifies data of how many(X) months have to be migrated to SharePoint.

d) Last X Years: Specifies data of how many(X) years has to be migrated to SharePoint.

e) Older Than: This moves all the Notes/Email attachments prior and inclusive of the date
SharePoint.

f) Custom: This specifies the period Process From date to Process Till date between which the data
is to be moved to SharePoint.

Note: The Notes and Sales Literature Attachments will be moved to their corresponding record folder and
Email attachments will move to a common folder named Email Attachment or Regarding Folder.

2. Information

= BULK P_,"lIGM.TIO‘d JoB Status Reason Owner
[ ] Emails - Last X Weeks ~
— & Readonly Completed < John Sam

General  Information  Bulk Migration Job Status ~ Related

Bl Total Records

161
Processed

Last updated: 08-09-2019 14:37
[ Total Succeeded [ Total Succeeded Size

Records 160 «8) 4623485

Last updated: 08-09-2019 14:37 Last updated: 08-09-2019 14:37
H Total lgnored F Total Ignored Size

Recards 1 (KB) 089

Last updated: 08-09-2019 14:37 Last updated: 08-09-2019 14:37
Bl Total Failed Records 0 Bl Total Failed Size (KB) 0.00

Last updated: 08-09-2019 14:37 Last updated: 08-09-2019 14:37

The next tab is Information that comprises the details of processed records.

1) Total Records Processed: Total number of Emails/Notes/Sales Literature attachment that are
processed.

2) Total Succeeded Records: Total number of records that have successfully migrated to SharePoint.

3) Total Ignored Records: Number of records that were ignored.

4) Total Failed Records: Total number of records that failed in the process of migration.

5) Total Succeeded Size (KB): The size of records that were moved to SharePoint. This tells the Dynamics
365 CRM user how much space he has freed from the CRM.
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6) Total Ignored Size (KB): This is the size of files that were ignored while migrating to SharePoint.
7) Total Failed Size (KB): Size of failed files while uploading to SharePoint.

Sync Button

Sync button is visible only if there are failed sync records. In such a case just click on the ‘Sync’ button to
complete the syncing process.

i1  Dynamics 365 v  SharePoint Security Sync  Admeesstration n cou hare ) A

account - SharePoint

Recent Entity Configuration

nned General  SyncStatus  Related

SharePoint Security Sync oct ¥ SharePoint

Account

Visibility of Attach2Dynamics button

Attach2Dynamics button is visible only if;

1) Logged in User is either has SharePoint Security Sync User or Administrator role
2) Entity Configuration record exists for that entity and is in active state.

Use of Attach2Dynamics

Once Entity Configuration record is created user can start using Attach2Dynamics. Let’s take an example
of Account entity. Suppose Entity configuration record for Account entity with SharePoint connector is
created.
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account - SharePoint_1
Entity Configuration

General Sync Status  Email Configuration  Related

Connector * &% SharePoint 1
Entity Name Account
Attachment Action -

Owerride Files

Attach2Dynamics button will be seen in the Command bar.

Dynamics 365 ~ SalesHub  Sales > Accounts > Alpine Ski House

= [©)] New g Open Org Chart [‘%. Deactivate A Connect e T Add to Marketing List A, Ass gn 0% Email a Link ]EI Delete
{ Home . .
- Alplne Ski House ] h2Dynamics
(D) PRecent v Account - Account
~ () Refresh
57 Pinned e Summary Project Price Lists  Details Field Service  Scheduling Files Related o

—_— od Process

- - @ Geo Code
ACCOUNT INFORMATION . . +
Mo o Timeline v
1 Share
- Account Name
= Dashboards ~ 0]
. Alpine Ski House Sreranote.. W Follow
Activities
Phone W\ Phone Call from Amy Al... 2-11-2019 &3 o Flow
Customers 3-1-12345-0 3 WP Discuss high level plans for future collaboration &8 Word Templates
S Ac n Fax 1] Run Re
| Accounts rax Phone Call from Alpine S... 2-11-2019 & l Run Report
Douici tbhe DED 1k

On Click of the button, Attach2Dynamics window opens.
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Attach2Dynamics
SharePaint
SharePoint : Sales 5P App
Adventure Works_ASA19CD.. = Adventure Works_ASAT9CDDEEDFEZ11B8ESRCIBESABB200 hd

4 UPLOAD ~ DOWNLOAD # RENAME [ EMAIL = & COPY LINK = 4+ CREATE FOLDER

Mame Size (KB) Maodified On
O 8 Customer Order Form - SharePoint Security Sync.docx 28,02 3/17/2021 6:38 PM
O -'@‘- Inogic Partner Program.pdf 38699 3/17/2021 6:33 PM
[ 8 partner Qrder Form - SharePaint Security Sync.docx 2774 3M17/2021 &:38 PM
O 8 summary.docx 1891 3/17/2021 6:53 PM

Draop files here.

Cance

Below are the features:

a) Sync Privileges SharePoint Security Sync auto-syncs Dynamics 365 CRM security privileges with
that of SharePoint. Any changes made to the security role of a user in Dynamics 365 CRM will be
replicated in SharePoint with the help of this SharePoint Security Sync feature.
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LF' ‘ Security Role: Sales Manager Working on solution: Default Solution
&

Details Core Records Marketing Sales Service Business Management Service Management Customization Missing Entities Business Process Flows Custom Entities

Entity Create Read Write Delete Append Append To Assign Share
Account ® ® L L L
ACIViewMapper O ® O e

Action Card O ® O

Action Card User Settings
Activity

Advanced Similarity Rule

Announcement ®

Application File
Category

Connection
Connection Rale

Contact

Customer Relationship

Data Import

Data Map

Data Performance Dashboard

Document Location ®
Decument Suggestions @]
Duplicate Detection Rule

Email Signature

Email Template

For example, here in CRM the user can only see a particular record 'Abby Production House' in Account

entity.
Dynamics 365 +~ CRM Hub
= B Show Chan New [@ Delete () Refres [3) Email a Link o Flow {# Run Report & Excel Template
v

n CORE

With SharePoint Security Sync, the user will have the same privileges in SharePoint also i.e. , the user will
only be able to see 'Abby Production House' record of Account entity in SharePoint site.
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SharePoint

Communication site i Nottomcay; t@isuare; | MY account .
2 ‘ A Abby Williams

Search Account + New T Uplosd & Quickedit &g Sync @ Exportto Excel o Flow All Documents My Offico profile
My account
Sign out

Account

b) Drag and Drop Files and Folders: Users can drag and drop multiple files and folders at one time
to SharePoint.
Note: Drag & Drop of files and folders is not supported in IE.

Dynamics 365 Sales Hub

— o . %
= < Attach2Dynamics st A Assign
f Home - harePoint b
i A
(© Recent ~ SharePoint : Sales SP App Q ber of Employees
# [t v s Adventure Works_ABA19CD... =3 Adventure Works_ASA19CDDE8DFE3T1BSES6CIBESABB200 N
um
1 UPLOAD ~ L DOWNLOAD # RENAME [ EMAIL = & COPY LINK = 4 CREATE FOLDER
My Work AQ
Mame Size (KB) Maodified COn

& Dashboards [ 8 Customer Order Form - SharePsint Security Sync.docx 2802 3/17/2021 6:38 PM
[8] Activities O Fl inogic Partner Pragram pdf 58699 3/17/20216:53 PM cations or sugg|

[ & partner Order Form - SharsPaint Security Sync.docx 2774 3/17/2021 6:39 PM see what's new and|
Customers O & summary.docx 1891 3/17/2021 6:53 PM
Accounts

a
,O\ Contacts ct
I itrascu
Soes
& Leads | Drop files here.
renture-works.cor|
[t Opportunities
i C |
2 Com petitars. - ance ss
|— ' ey -

¢) Upload: Users can upload multiple files and single folder at a time using the solution. They get
user-friendly Ul to see the list of files uploaded on SharePoint against the current record. Upload
Folder through button is not available on IE.
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Attach2Dynamics
SharePoint
SharePoint ! Sales SP App

Adventure Works_ABA19CD... & Adventure Works_A8A19CDD8EDFE311B8E56C3BESABE200

1 upLoAD @l DOWNLOAD # RENAME [ EMAIL = o° COPY LINK ~ =+ CREATE FOLDER

M Files
| [7 Folder

Size (KB) | Maodified On
Customer Order Form - SharePoint Security Sync.doox 2802 3/17/20216:38 PM

EJ— Inogic Partner Program.pdf 58699  3/17/20216:53 PM

Partner Order Farm - SharePaint Security Sync.dacx 27.74 31772021 8:39 PM

Summary.dock 1891 3/17/2021 6:53 PM

Drop files here.

d) Download: Users can get access to all documents of required storage system and download them.
Bulk download of files is possible. Download of folder is not supported for SharePoint.

AttachZDynamics
SharePoint
SharsPoint : Sales SP App

Adventure Works_ABAT9CD... = Adventure Works_ABA12CDD8BDFE311B8E56C3BESABE200

1 upLoap ~ [ DOWN@AD P" RENAME [ EMAIL ~ ¢ COPY LINK ~ = CREATE FOLDER

| Size (KB) ‘ Maodified On

gint Security Sync.docx 2802 3/17/2021 6:38 PM

-’SE! Inogic Partner Program.pdf 58699  3/17/2021 6:53 PM

Partner Qrder Form - SharePoint Security Sync.docx 2174 31772021 ©:39 PM

Summary.docx 1891 3/17/2021 6:53 PM

Drop files here.

e) Rename: Users have the option to rename the documents by selecting the required files and
folders.
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Attach2Dynamics

SharePoint

SharePoint : Sales SP App

Adventure Works_ABA12CD... & Adventure Works_ASA19CDD88DFE311B8ES6C3BESABE200

1 UPLOAD = 4 DOWNLOAD) # RENAME [ EMAIL ~ & COPY LINK ~ + CREATE FOLDER

Mame Size (KB)
0 B| Customer Order Form - SharePaint Security Sync.docx 28.02
agic Partner Program pdf 586.99
LI WS Partner Order Form - SharePaint Security Sync.docx 27.74

O & summary.docx 1291

Drop files here.

Attach2Dynamics

Rename file or folder

‘\nngl( Partner Pragram - Adventure Works

Modified On
3/17/2021 6:38 PM
3/17/2021 6:53 PM
3/17/2021 6:39 PM

3/17/2021 6:53 PM

Copy Link: Users can simply copy and paste the generated link for the selected document using

this option when required to be sent outside the Dynamics 365 CRM.

If only View is selected then the document is available in read only mode whereas, if Edit mode

is selected then the document is available for editing.
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Attach2Dynamics

SharePoint
SharePoint : Sales SP App

Adventure Works_AS419CD... =

1 uPLoaD = | DOWNLOAD # RENAME (2 EMALL § & COPY LINK = CREATE FOLDER
@ View
Name Pl Size (KE)
View or download
28.02

] Customer Order Form - SharePoint Security Sync.docx

586.99

@’- Inogic Partner Program - Adventure Works.pdf I

Partner Order Form - SharePoint Security Sync.docx 2774

0 Summary.docx 1891

Drop files here.

Attach2Dynamics

Shared link of Inogic Partner Program - Advent...

1.sharepoint.com/:b:/g/EZy=XP-0VclGkR 1beVtlxEBBHeAoocCh|

Adventure Works_A8419CDD8EDFE311BBESBC3BESASB200

Moadified On
3/17/2021 6:38 PM
3/17/2021 T:57 PM
3/17/2021 6:39 PM

3/17/2021 6:53 PM

g) Create Folder: Users can create folders in SharePoint as per requirement.
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Attach2Dynamics

SharePoint

SharePoint : Sales SP App
Adventure Works_ABA19CDDSEDFES 11888560 3885488200

Adventure Werks_ASAT9CD... [

1 UPLOAD ~ | DOWNLOAD # RENAME [F1 EMAIL ~ of COPY LINK |+ CREATE FOLDj%

Mame Size (KB) Madified On

Customer Order Form - SharePoint Security Sync.docx 2802 3/17/2021 6:38 PM
-’SE! Inogic Partner Program - Adventure Works. pdf 58699  3/17/2021 7:57 PM
Partner Order Form - SharePaint Security Sync.docx 27.74  3/17/2021 ©:29 PM
Summary.docx 1891 3/17/2021 &53 PM

Drop files here.

Attach2Dynamics

Create folder

)Order Forms

h) Deep search Tab: Users can deep search for files/folders related to the entered keyword in the
search tab and obtain all the documents with the search name in the enlisted file area. Deep
search allows you to search for files or folders based on your current path. If you are currently in
a “/A.Datum/Sample” path and if there are more folders/files inside that path, if you search for
any keyword it’ll scan till the last file and folder and return the result.
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Dynamics 365 Sales Hub

_ e AT . x .
= € Attach2Dynamics st A Assign
Y Home = SharePaint

0
i
® Recent < SharePoint : Sales SP App Connector a ber of Employees
= Pinned N surl Adventure Wo & Adwventure Works_ASAT9CDD8SDFE311BSE56C3BESARE200 -
- Search result for "Connector”
1 UPLOAD ~ | DOWNLOAD # REMAME [ EMAIL ~ & COPY LINK = 4 CREATE FOLDER 1
My Work Al
% Dashboards Name Path Size (KE)
O @&l connector Confg_SharePaint 1.png faccount/Adventure Works_ASA19CDDEBDFE311B8ES6CIBESABB200/Or. 2414 :
[6] Activities cations or sug
O @l connector Confg_SharePaint Z.png faccount/Adventure Works_ASA19CDDEBDFE311B8ES6CIBESABB200/Or. . 3247
see what's new ar|
O &l connector Confg_SharePaint 3.png faccount/Adventure Works_ASA18CDDEBDFE311B8ESGCIBESABB200/Or. . 4041
Customers
Accounts
R Contacts i
hitrascu
Sales
@ Leads
Drop files here. penture-works.cq
[ Opportunities.
R Competitors . Cance
156
— i—— )

i) Move/Copy Dynamics 365 CRM Attachments: Users can move/copy Dynamics 365 CRM Notes
Attachments/Email Attachments and Sales Literature Attachments to SharePoint.
a. Notes:

If enabled, it’ll move/copy the Note Attachments to the respective entity folder and
leave a a hyperlink of the path in Note Body.

Copy:
A.Datum
Account - Account - Annual Revenue Mumber of Employees

Summary Details Files Assets and Locations  Related

ACCOUNT INFORMATION Timeline + ¥ = Assistant
Account Name* O Search timeline
ADatum Enter a note.. 1] No notifications or s
Phone @ = Note modified by Shafali Verma 2T Check back later to see what's ney|
. Partner Program From
File Name :
Fax Inogic Partner Program.pdf
. &) Inagic Partner Pragram.pdf Primary Contact
522 PM A -
Website

"= Auto-post on A.Dat
- F+3 uto-post on atum CONTACTS

Account: Created By Shafali Verma.

Donveont Aeccoimt 337 PM
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Move:
A.Datum
Account - Account - Annual Revenue Number of Employees
Summary Details Files Assets and Locations  Related
ACCOUNT INFORMATION Timeline Loy = Assistant
Account Name* O Search timeline
A.Datum Enter a note... 1] No notifications or s
P = r what's ney|
hone @ S Note modified by Shafali Verma / ]E[ Check back later to see what's nev
. Customer Order Form
File Name :
Fax Customer Order Form.docx
. st eas Primary Contact
_@ "= Auto-post on A.Datum .

Website

Account: Created By Shafali Verma.

332 PM CONTACTS

b. Email Attachments:

If enabled, it’ll move/copy the Email Attachments to a common folder called Email
Attachments or Regarding folder and leave a hyperlink of the path in Note Body.

Copy:
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< 3 Reply % Reply all > Forward Save @ Save & Close () Refresh B Exportto PDF [ Insert Knowledge Artic.. B3 Process ™

E] Read-only This record’s status: Completed

SharePoint Security Sync Presentation Normal = -  Sent "
Email -|Altach2Dynamics Form | Priority Due Status Reason Owner
Email Related
From o R Attachment
To [ @ SharePoint Security Sync - Prese...
3,051,134
Cc ——-
Timeline + ¥ 1=
Bec - £ Search timeline
et . . . Enter a note... 1]
Subject SharePoint Security Sync Presentation
@ = Note modified by Shafali V|
Verma
File Name :
SharePoint Security Sync -
Presentatlonf’%f
Attachments/SharePoint Security Sync - Presentation. pdffweb=1
Move:
3 < Reply % Reply all > Forward Save g’ Save 8 Close () Refresh & Exportto PDF [ Insert Knowledge Artic.. 54 Process ™
E] Read-only This record’s status: Completed
SharePoint Security Sync Presentation Normal = -—-  Sent "
Email - Attach2Dynamics Form Priority Due Status Reason Owner
Email Related
To O R Bl @
Ce -- No data available.
Bee - Timeline + Y 1=
2 Search timeline
Subject SharePoint Security Sync Presentation
Enter a note... ﬂJ
@ = Note modified by Shafali PZaa |
Verma
File Name :
SharePoint Security Sync -
Presentation. pdf ij]i
[, 5:28 PM A =

Security Sync - Presentation.pdf?web=1

c. Sales Literature Attachments:

If enabled, it’ll move/copy the Sales Literature Attachments to the respective Sales
Literature folder and leave a hyperlink of the path back in Cloud Storage Links section.
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Dynamics 365 Sales Hub

= < Save J Save & Close T New @I Delete O Refresh Export to PDF Q Check Access E? Process B> Send as Email
Accounts -
Sales Catalog - —

R Contacts Sales Literature Expiration Date Emplor
Sales General Related
@ Leads .

INFORMATION SALES ATTACHMENTS : PRODUCTS
Y Opportunities Title*

Sales Attachment

9\ Competitors Sales Catalog @ 3/17/2021 8:21 PM ’ @

Connector Confg_SharePoint 1.png

Subject* No data available.
Collateral Sales ltem :

Default Subject o 3/17/2021 8:21 PM
Quotes ' Features_Create Folder.png COMPETITORS

ype

QOrders

Policies And Procedures %
Eé Invoices

Description N
@ Products ° No data available.

l [Ii-'m Sales Literature

Dynamics 365 Sales Hub

= N I T x [m]
= < Attach2Dynamics 0 Process
Accounts - SharePoint
R Contacts e SharePoint : Sales 5P App a ration Date  Emp]|

Sales Catalog_7BF27 & Sales Catalog_7BF274922F87EB11A81200003A593524 b
Sales Gen

T UPLOAD ~ DOWR 1E [ EMAIL = &7 COPY LINK = 4 CREATE FOLDER
@ Leads IN
Name Size (KB) Maodified On

0} Opportunities

Ol Connector Confg_SharePoint 1.png 24714 3/17/2021 825 PM
9
A Competitors [ Bl Festures_Creste Folderprg 2530 3/17/20218:26 PM @

data available.

Collateral
@ Quotes
Orders

Eé Invoices @

@ Products data available.

Drop files here.

I @ Sales Literature

Marketing

Cancel

j) Document Location: For a record, we can have multiple Document Locations within SharePoint
Site. With the help of Attach2Dynamics, you can select which folder (Document Location) you
want to upload the file in an easy to use Ul.
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Dynamics 365 Sales Hub

= oy H X
= € Attach2Dynamics st A Assign
[ Activities SharePoint ]
@ SharePoint : Sales SP App Q per of Employees
EEEaTE s Agdventure Works_ASA19CD... e Adventure Works_ABA19CDD8SDFE311BBE56C3BESASB200 hd
= E Adventure Works_ASA19CDDEEDFE311BEES6C3BESASB200
I Accounts 3 1 UPLOAD ~ | DOWNLOAD # RENAME B EMALL ~ &% COPY L| e x |
2 Contacts Al - —
Mame Size (KB} Madified Cn
O rmorder Farms 3/17/2021 8:08 PM
Sales
O B Customer Order Form - SharePoint Security Sync.docx 2802 3/17/20216:38 PM cations or sug(
¢ Leads 0= Inagic Partner Pragram - Adventure Warks.pdf 58699  3/17/2021 7:57 PM P
m Opportunities O W Partner Order Form - SharePaint Security Sync.docx 2774 3/17/2021 6:39 PM
O & Summary.docx 1891 3/17/2021 6:53 PM -
2 Competitors
ct
Collateral |
hitrascu
B Quotes
Orders Drop files here.
penture-works.co|
B Invoices
@ Products Cance!
. 156
p— i— L ] po—

k) Email: Users also have an option to send an email. There are two options for this — send as Link
or Attachment.

Attach2Dynamics *
SharePoint
SharePoint : SharePoint Connector Q,
A-Datum_041FE3E0SES1EE ... ey A-Datum_041FE3EO8ES1EE11A812000D3AF2185F v

1 UPLOAD ~ L DOWNLOAD # RENAME [ EMAIL ~ & COPY LINK ~ - CREATE FOLDER

@ Attach Documents

Mame & Links Size (KB) Modified Cn
O B opportunity i 3/10/2021 5:45 PM
M| Microsoft Dacument Automation Pracess using Automatic Verification.docx 1080.52  3/10/2021 4:45 PM

Crop files here.

Cancel

1) Links: On selecting this option you can insert the file’s/folder’s link in the email body.
The below window opens on choosing the option ‘Link’ with link of file in email body.
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3 Segoe Ul -~ g - B | P - - . " g . [= ¥

Links generated by Attach2Dynamics -
Customer Order Form - SharePoint Security Sync.docx

2) Attach Documents: On selecting this option you can attach the file itself in the email
body. The below window opens with file as attachment by choosing ‘Attach.’

New Email Normal ~ 3/18/20218:00 AM  Draft John David
Email - Attach2Dynamics Form Priority Due Status Reason Owner
Email Related

From © 2 John David Attachment

To 3 Adventure Works @ Customer Order Form - SharePoint Securi...

28,691
Cc O R Brock B _
Timeline ]
Bee  Jerry) O Search timeline
Subject SharePoint Security Sync Customer Order Form & Enter anote.. ]

Note: Email can be sent only with files and not folders. Also, multiple files can be sent in single mail.

1) Support for uploading files from Home Page: Upload files from home page directly for the

selected records.

Sales Hub

Sales > Accounts

Dynamics 365 ~

W Home .
My Active Accounts
(O Recent ~
v Account Name
57 Pinned W
v Alpine Ski House
My Work v Consolidated Messenger
¥ Dashboards v Microsoft
Activities
el ! v School of Fine Art
Customers v Tailspin Toys
|8 Accounts v Trey Research
R Contacts v Wide World Importers
Eeifs v Wingtip Toys

+43-1-12345-0

+09-70-01-90-90

1-555-555-0135

+011-1-399-555-9000.

297-555-0192

+49-(0)89-0110-0

+30-211-001-1234

+32(0)2-121-30-00

G Show Chart &7 Edit [ Activate [ Deactivate 0 Attach2Dynamics [ Delete | ~ @ GeoCode

Vienna

Paris

1 Microsoft Way
Mississaugua
Tokyo

Munich

Istanbul

Zaventem

Cathan Cook
Forrest Chand
Isaac Lightner
Shaun Beasley
Marco Tanara
Humberto Acevedo

Sean Chai

Gary Schare

= Add to Marketing List

A, Assign

Cathan@alpineskihouse.com
Forrest@consolidatedmesseng:
isaaclightner@onemicrosoft.co
info@fineartschool.net
mtanara@tailspintoys.com
info@treyresearch.net
info@wideworldimporters.com

info@wingtiptoys.com
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Attach2Dynamics

SharePoint

SharePoint : SharePoint_1 ¥

1 UPL
@ = 1l « Misc » Deals v & Search Deals o

Name Organize ¥ Mew folder =~ M @
This fald] (b Music A Name Date modified Type A
£ Piet
B pictures | Deal - Delta 8/17/2019417PM  Filefol
B Videos X
e : ). Deal - Charlie 7/1/20191235PM  File ol
i, Local Disk (C)

. Deal - Beta 7120191234 PM File ol

ca Local Disk (D) L Naal . Al 77173010 12.24 DRA Eitaénl ¥
Local Disk (E) ¥ < L

File name: | A2D AppSource update w| | ainFiles vl

Drop files here.

m) Delete: Users can delete files from SharePoint.

Attach2Dynamics

SharePaint

SharePoint : SharePoint Connector Q

<

A-Datum_041FE3EQ8ES1EET... # A-Datum_041FE3EOBESTEE11A812000D3AF2185F

1 UPLOAD ~ - DOWNLOAD " RENAME [ EMAIL = &7 COPY LINK ~ 4 CREATE FOLDER

Mame Size (KB) Madified On
U g opportunity 3/10/2021 5:45 PM

U B INOGIC EULA Signed.docx 4500  3/10/2021 5:56PM

Drop files here.

Cancel
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account - SP
Log

General File Details

& Record Id
& Entity Configuration
& Deleted On

& Deleted By

& Information

Related

041FE3EQ-8EB1-EB11-A812-000D3AF2185F
account - SP
3/10/2021

£ Sam Smith

Deleted Permanently.

n) View Files: User can preview necessary files with a single click before downloading it.

Activities

Customers

I Accounts

2 Contadts

B8 Account: Account: A Datum - D X | ﬂ INOGIC EULA_Signed.docx x [ +
< @] 1 https://inogicdemo20.crm8.dynamics.com/main.aspx?appid=549d75ec-7b71-eb11-b1ab-000d3a3dfadb&recordSetQ... 15 B

Dynamics 365 Sales Hub aF
— I . . x
= € Attach2Dynamics
@ Home = SharePoint
@ Recent R @ SharePoint : App_ SP Site Q,
% Pinned o : A- Datum_4758158C541CE51180D33863BB347BA8 ~

um
ENAME & EMAIL ~ &2 COPY LINK ~ 4 CREATE FOLDER
My Work A
Mame Size (KB) Modified On

% Dashboards |D I INOGIC EULA_Signed.docx 4492 3/10/2021 6:43 PM

INCGIC EULA_Signed.docx

R, Assif

Jamie |
Cwner

cation

see whi]

o) DocuSign: Users are given the provision to use the features of DocuSign to electronically sign
documents/attachments stored in SharePoint.
Once the DocuSign option is enabled, the DocuSign button will be displayed on Attach2Dynamics
Ul. Users can now select a document and use the ‘Get Signature’ functionality or ‘Sign Document’
feature by clicking on the respective button.
Note: To use this feature both DocuSign solution and SharePoint Security Sync solution must be

installed.
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Dynamics 365 Sales Hub

p— + ~hD \ 7 H x

= < AttachZ2Dynamics . Assign

fr Home - SharePoint ]

@ Recent ~ @ SharePeint : Sales SP App Q, per of Employees

- Adventure Works_ABA19CD... g Adventure Works_ABA19CDDBSDFE311BEES6C3BESASB200 v
57 Pinned v Sum
) 1 UBLOAD = | DOWNLOAD # RENAME B EMAIL ~ &® COPY LINK ~ + CREATE FOLDER) BAl DocuSign = |
My Work Al Get signature
Name ! sign document )
5 Dashboards [} B Order Forms :08 PM
[ Activities 04 Customer Order Form - SharePoint Security Sync.doex 2802 3/17/2021 6:38 PM
(] ,’E’- Inagic Partner Program - Adventure Works.pdf 586.99  3/17/2021 7:57 PM der

Customers O B Partner Order Form - SharePoint Security Sync.docx 27.74  3/17/2021 6:39 PM

- ue at 8:00 am
e bint Security Syn|
R Contacts

Sales

& leads Drop files here. |

B Opportunities 3

R Competitors . Cancel
A T T — o - - — S T T ~

Note : The entity for which you want to use the DocuSign feature should be enabled for notes.

After Clicking on the button, a Pop-up will open containing the selected document.

InoSign

Praass ey B0 SO0 yOur SoCurment : RECIPIENT PREVIEW NEXT

Add Documents to the Envelope

L=
. Y s : - USE A TEMPLATY
EEE]

SLT FROM CLOUVS
WONTIOw 10 UDTIte Tios

SEND NOW Jp’cn i
N\

Users can switch to Fullscreen/default screen mode using the highlighted icon in the below
screenshot.
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e S

Vet A TERSLATE

Add Reciplents to the Envelope

o .

—— e

Note: It may take time to load the DocuSign UI.

p) Open Folder: User can open the record folder present on SharePoint site directly from
Attach2Dynamics document management Ul by clicking on the icon highlighted below:

Attach2Dynamics
SharePoint

SharePoint : SharePoint_App_Comm ~

Drop files here.

Q
A Datum Corporation_A16B... = A Datum Corporation_A16B3F4B1BETEG118101E0071BBAF2..
Jim
1 UPLOAD = - DOWNLOAD ﬁ Open Folder |EMAIL = &P COPY LINK = =+ CREATE FOLDER
Mame Size (KB) Madified On
O rgEmail 2/5/2021 6:46 PM
O m Sharing SharePoint site with the users who doesn’t have access to the SharePoint site.docx 232,84 3/1/2021 5:04 PM

Cance!

After the clicking on the Open Record icon a new tab will be opened which will be redirected to

the record folder.
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= Apps =. Web API Action Ref... =. Powerdpps Compo... Ia Extension APl | Visu.. e’ JavaScript ES 2017... =.

c 0O ] .sharepoint.com/account/Forms/Allltems.aspx?RootFolder=%2Faccount%2FA%20Datum%20Corporation_A16B3F4B 1BE7E6118101E007...

Create a Custom M.

. @ Dynamics 365 Cust... =. Migrate

i SharePoint 9 Search this library

Cs Communication site
Home Documents Pages Site contents Edit
k N

=+ New v T Upload ~ B Editin grid view [# Share @ Copylink 23 Sync { Download

Account > A Datum Corporation_A16B3F4B1BE7E6118101E0071B6AF231

D MName Modified Modified By
Emails February 5 Komal Pawar
s ~ . ’ .
@] Sharing SharePoint site with the users who .. About 3 minute ago Komal Pawar

1 Add shortcut to OneDrive

+ Add column

Note: This feature is available only for SharePoint.

Create Custom Folder Structure

Users can now create a customized folder structure within SharePoint for storing and managing
CRM documents/attachments. Users can customize the Library Structure and the Record Folder

Structure within SharePoint as per their requirements.

Library Structure: Using this feature, users can customize the library structure in the following

ways:

i) By Period: Using this option user can create datewise, daywise, monthwise and yearwise

document library structure within SharePoint. It comes handy for maintaining daily, monthly,

quarterly sales or financial data in SharePoint. In the below screenshot, configuration of

custom folder structure by period for Account entity is shown:
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account - Sp_Sharepoint - saved
Entity Configuration

General Create Custom Folder Structure  Email Configuration  Related

Create Library Structure

Library structure By Period
Period type " X Month
Duration -

Select date Format * MMM yyyy

SharePoint 2 Search this library

Q
Cs Communication site

i3] Home Documents Pages Site contents Edit

T Upload ~ BH Editin grid view 3 Sync 5] Add shortcut to OneDrive @ Export to Excel <& Power Apps
O

Account Jan 2017 to Jun 2017
[ Name Modified Modified By ~ + Add column
’\IB\ue Yonder Airlines KP_ACA19CDD88DFE3...  Abouta minute ago Sam Inogic

ii) By Starting Character: Using this option user can create document library structure based on
the starting character of any chosen field. This comes handy for segregating folders
alphabetically. In the below screenshot, configuration of custom folder structure by starting
character for Account entity is shown:

Page62of88




SharePoint Security Sync — User Manual

account - Sp_Sharepoint - saved
Entity Configuration

General  Create Custom Folder Structure  Email Configuration  Related

Create Library Structure

Library structure By Starting character
Document Library # ) _
Format {primarycontactid}

SharePoint L Search this library

(0
Cs Communication site
S Home Documents Pages Site contents Edit
T Upload ~ H Editin grid view & Sync 57 Add shortcut to OneDrive £
B
Account C
M Name v Modified Modified By *~
_\ICoho Winery_BOA19CDD88DFE311B8ES6C3... A few seconds ago Sam Inogic

iii) Custom: Using this option users can create document library structure based on any field
name. This comes handy for segregating folders on the basis of primary contacts, contact
method, address, etc. In the below screenshot, configuration of custom folder structure by a
particular field type for Account entity is shown:
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Entity Configuration

General Create Custom Folder Structure Email Configuration  Related

Create Library Structure

Library structure Custom
Document Library N ) .
Format {primarycontactid}

SharePoint L Search this library

QD
Ce Communication site
S Home Documents Pages Site contents Edit
+ New Vv 1T Upload ~ HH Editingrid view £2 Sync 51 Add shortcut to OneDrive 68
B

Account Patrick Steiner

[ Name v Modified Modified By

“Lucerne Publishing_BEA19CDD88DFE311B8... A few seconds ago Sam Inogic

Record Folder Structure: With this feature, users can customize the record folder structure in
SharePoint by using logical name, text or a combination of both logical name and text.
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account - Sp_Sharepoint - saved
Entity Configuration

General Create Custom Folder Structure  Email Configuration  Related

Create Library Structure

Library structure By Period
Period type " X Month
Duration R -

Select date Format * MMM yyyy

Create Record Folder Structure

Folder Format {name} KP

SharePoint £ Search this library

(A .. .
c: Communication site
[:= Home Documents Pages Site contents Edit
T Upload ~ HE Editingrid view = Share @ Copylink 43 Sync L Download 51 Add shortcut to OneDrive
D

Account Jan 2017 to Jun 2017 >| Blue Yonder Airlines KP_ACA19CDD88DFE311B8E5S6C3BESA8B200 I

N Name v~ Modified Modified By + Add column

r) Auto Create Folder

This feature allows users to create folder structure in the respective SharePoint Site with the help
of workflow. The ‘Auto Create Folder’ field on the entity configuration form serves this
purpose.
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account - SharePoint - saved
Entity Configuration

Connector * 4% SharePoint
Entity Mame " Account
Attachment Action Copy

Cwerride Files ]

Auto Create Folder

General Create Custom Folder Structure  Email Configuration

By default the field is set to ‘No’. The user has to select ‘Yes’ from the dropdown of Auto Create Folder
to create folder structure in SharePoint Site. To create the folder automatically, the user has to first
create a workflow or can use Power Automate as well and call the AutoCreateFolderStructure action.

Follow the steps given below to create a workflow.

e Navigate to Advance settings --> Processes --> Select ‘+New’.

Page66o0f88




SharePoint Security Sync — User Manual

Settings W Processes >

= My Processes ¥

O Process Name 4 Category
AutoCreateFolderStructure Action
Batching - Sync Status Workflow

Bulk Migration - Move Email Activity Mime Attac.. Workflow

Bulk Migration - Move Motes Workflow
Bulk Migration Job - Set Mame Workflow
Bulk Move Attachments Workflow

4 NEW | I DELETE |+ [#IOGIN e EMAILALINK | oPFlOw ~ @, EXPORTTOEXCEL |+ Ezview [gne

Primary Entity

Batching

Bulk Migration Job Status
Mote

Bulk Migration Job

Bulk Migration Job

Give an appropriate name to the workflow --> For ‘Category’ select ‘Workflow’ --> Choose the entity for

which you want to create folders automatically --> Click on Ok.
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Create Process

Define a new process, or create one from an existing template. You can create four kinds of processes: business process flows,
actions, dialogs, and workflows.

Process name: *

AutoCreateFolder_Account

Workfiow hd Entity: * [Au:-:u:ur':

Run this workflow in the background {recommended)

We recommend using Microsoft Flow instead of background workflows, Click here to start building Fhows!

(@ Mew blank process
-:::::- Mew process from an existing template (select from list):

Template Name Primary Entity

Owne

| | Cance

As per business requirement this workflow can be run for different events.

Entity Account
Category Workflow

Options for Automatic Processes

Scope Organization hd

Start when: Record is created

Record siatus changes

Record is assigned

Record fields change Seleck

—
—
—

Record is deleted

P
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Next, select Perform Action step.

_%. Catalog Assignments
_%. PM Recordings
_%. Comments

_%. Agent script steps
_%. Macro Run Histories

_%. Entities
_%. Entities

& Workflow Triggers

Ef Messages

Ef Messages

Ef Messages

{30 Notify Workflow Failure
BR User Adoption Entity ...
_%. Chatbot subcompaone...

4 Process Sessions
& Process Sessicns

Status: Draft

B Add Step + | JSlnsert= X

Stage

Check Condition
Conditional Branch
Default Action

Wait Condition
Parallel Wait Branch
Create Record
Update Record
Assign Record
Send Emai

Start Child Workflow
Change Status

Stop Workflow

Then from the dropdown select the AutoCreateFolderStructure action as shown below:

_& PM Recordings

_& Comments

% Agent script steps

_& Macro Run Histories
_& Entities

ﬁ Entities

= Workflow Triggers

EA Messages

F Messages

Ef Messages

(3 Notify Workflow Failure
[E8 User Adoption Entity ...
ﬁ Chatbot subcompaone...

4 Process Sessions
El| Process Sessions

Genera Administration Motes
4 Common . e mmm
Z. Information [ record is deleted
& Audit History
_& Catalag Assignments
3 Add Step ~ j*ﬁlnsert - )( Delete this step.

& Type a step description here,

Action IAutoCreatchIderStchtJn VI Entity | Mone (global)

v Set Properties

D

Click on Set Properties --> Select Account and Record URL(dynamic) in the ‘Look for’ section --> Click on

Save and Close.
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n t;_', Save and Close
Process: AutoCreateFolder_Account Working on solution: Default Solution
5] sat IKL_AUTOCREATEFOLDERSTRUCTURE input pro_
. Form Assistant ¥
Property Name Data Type Required Value
Dynamic Values hd
RECORD_URL Single Line of Text Optional {Record URL{Dynamici{Accouni - -
Operator:
Look for:
Account -
Record URL{Dynamic) W
Add
X & B
Record URL{Dynamic)(Account)
Default value:
OK
b »

Activate the workflow.

Power Apps

=

&l Convert te a real-time workfiow 3 Show Dependencies = Solution Layers  WHActions - (i@ Help =
a = 1y oA Lt

—~
i) Saveand Close B
File H o U

Process: AutoCreateFolder_tccount I'\\’ Working on solution: Default Sclution

Lz_-',,\ 2. Information

‘We recommend using Microsoft Flow instead of background workflows, Click here to start building Flows!

Genera! Administration Motes

As & child process

p Common

Z. Information + Hide Process Properties
[ Audit History

Process Name * AutoCreateFolder_Account Entty

W
Activate As Process hd -
Category
L Comments .
_& t script steps Available to Run Options for Automatic Processes
Agent script steps Run this workflow in the background (recommended] [User v]

L Macro Run Histaries — ; Scope

(] As an en-demand process B
Lgs Entities - Start when: Record is created

Lgs Entities (] Record status changes

| Workflow Triggers Workflow Job Retention

Record is assigned

) Messages Automatically delete completed workflow jobs (to save disk space] X
- Record fields change

58 Messages

Record is deleted

kflow Failure
n Entity .. [SAdd Step~ | Jrainsert~ X Delete this step
bcompone...

& Type a step description here,
i Process Sessions

=] Process

Action AJ:cC‘ea‘.chlde‘St'_:t_nV| Entity ‘\lone (global} hd Set Properties

70 of 88




SharePoint Security Sync — User Manual

Once the workflow is activated, based on the triggering event the record would be created in
SharePoint. By Auto Create folder feature user will be able to create folder in the SharePoint without
hitting the Attach2Dynamics button or Documents tab.

How to remove GUID?

When a document is uploaded to the SharePoint using Attach2Dynamics or using OOB Documents tab in
SharePoint, a folder with record name is created in the SharePoint. But along with the name, GUID (Unique
ID of the record) is also added in the SharePoint folder name as shown in the below screenshot this GUID:

Cs Communication site
Home Documents Pages Site contents Edit

Edit in grid view 22

+ New v T Upload ™ Sync 5 Add shorteut to OneDrive K3l Export to Excel <% Power Apps

Account

| Name Modified Modified By + Add column

O '\A—Datuml166F5?EBC%EB11A...| ® B :  20hoursago Shafali Verma

The Appended GUID (Numbers) are irrelevant to the end user.

To remove the GUID you first need to change the organization settings of CRM. To change the settings,
please follow the steps given below:

e Navigate to the link and download the ‘OrganizationSettingsEditor’ solution file by clicking on the
name as shown in the below screenshot.
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O Why GitHub? feam Enterprise Explore Marketplace Pricdng

H seanmcne / OrgDbOrgSettings

<) Code Issues Pull requests *) Actions Progects ocunty ngsghts

m e

MailAppWindowsIntegratedAuthEnabled

o - & eanmene

e Once the solution is downloaded, import it into your environment.
e Click on the gear icon --> Select Advanced Settings.

2 ?

J

Personalization Settings

>
TN

™

-

Advanced Settings

Toast Notification Display T...
About
Privacy & Cookies

Software license terms

nics 365 APPTOr O

e Navigate to Settings --> Solutions --> Click on 'Import solution' button.

Page720f88




SharePoint Security Sync — User Manual

Settings

Business

m Business Manageme

Templates

u Product Catalog
'
o

Service Management

All Sol

| Name ¥ | Display Name |

MySolutionForCustom... My Solution for Custo... 1

msdynce_CustomerSe... Customer Service Hub.., ¢
msdynce_CustomerSe... Customer Service Hub... 9
msdynce_Customerser... Customer Service Hub g
msdynce_CRMHub Crm Hub 1

e Please choose the downloaded ‘OrganizationSettingsEditor’ solution file and click on the 'Next'
button to proceed.
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Select Solution Package

Select the compressed (Zip or .cab) file that contains the solution you want to import and ciick

Next

| Choose File | OrganizationSettingsEditor_8,0_Managed_1.0.201

W Hep

Solution Information

Solution Information
Name: Organization Settings Editor {Dynamics 365}
Publisher: Sean McNell's (PFE)(SeanMcNellls)
Package Type Managed
View solution package details

0 By énabling this command, you consent t0 share your data with an &xtérnal system, Data imported from
extemal systems into Microsoft Dynamics 365 are subject 10 our privacy statement that can be accessed

here, Piease consult the feature technical documentation for more information.

Back

e | s

After the solution is successfully imported, open the solution and navigate to the Configuration

page and search for ‘CreateSPFoldersUsingNameandGuid’.

Page740f88




SharePoint Security Sync — User Manual

g2 Dynamics 365 «

P X FDERT BB D@ veescon -

Name Display Name Version Installed On ¥ | Package T Publisher

e By default, the ‘Current Value’ of ‘CreateSPFoldersUsingNameandGuid’ is set to true, to change
it, and click on the edit button.

2 Power Apps

olution: Organization Settings Editor namice 345

F 3° Informa ién

£) You cannct girectly &0t the comyonents within 3 mansged solUtion, If the maraged properties for SOLON components are set 10 10w CuStoMIZation, you Can edit them in th

Solution Organization Settings Ed... [ cc s settrg m of the Dase

~ . = T W '
ACtvateAcaitonaRefresnOfNoriowConctions faise POt St :

ActvtyConventDiglampa gnlnchecicec true not set Bocean- - ASg KB 2691237
ActvityRoliupChilaReccrolimit 50000 ot set Number! 50000 Agg KB 2691237
AcdressSookMateraizecViewsEradled true not set 2o0lean- - AZg KR2ES1237
AlicwClertMessageSarAc true true Eoolean- £ Ooanzato

AllowParamsNoEquais fase rot set 2oolean- 2 KB 2691237
AliowPromoteDuplicates faise not set Scolean-. - Agd  Nore
Al onRo eAssignmentOnD sabiecUsens Fase false Booean- - Edt X3 2691237
AlowSaveAsDnaftAoponiment false not set Boolesn- - Agd KB 2681237
ArwaysChecTracelogDeetePriviege faise rot set Booiean. . ASg KB 2691237
appointmentriched torexperience faise false Sociean- - 43 Oropozated
AuditRetentionPeriod 0 30 Numrber-1 3650 Egt KB 2691237
AgtoCreateContactOnPromote true rot sat Boclean. - Adg K3 2801237
AutoTrackSentFolceritems false rot et Booesn- E Agd KB 2849744
SacikgrounaSend3aichSize 10 rot set Number! 255 Aod X3 2601237
BPFinstarceDaysMocifiedForOMineSyme 365 rot set Number? ) Adg KB 2€91237
BUigsCountBeforeUsingSubguenyForPostsSecurity 500 rot set Numroer! 2100 Agd KB 2601237
CanCrenteApplicationSiubUser Faise false Boclean- - £ds KB 2691237
CrangeDoubieQuoteToSingeQuote fase rot set Boclesn- - Add KB 2849742
CeaninheritedAccessWnenReparentOrShareCascadingNone false rot set Soclean- - Agg KB 2691237
CearSystemUserPrincipasWhenDisable true not set Soolean- - Agg  XB2691237
ClentDisadieTracicingForRepyForwarcEmais 0 rot et Nurberd 1 Add KA2£91237
= false not set Sooiean- - Adg KB 2691237

false not set Boclean- -
CreateSPFoidersUsingNamearoGuid true true Booean. -

e Enter ‘false’ (lower case) in ‘CreateSPFoldersUsingNameandGuid’ field --> Click on ‘Update’
button --> Click on ‘OK’ button from the confirmation pop-up.
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O 08 €. £210k 3 5eTAQ row for more Setals 3t the DOMOM OF the 23ge. NOTE yOu S0 Ot CRANGE 80y SRtENG WINOUL MIVing § S0RCTC reston 10 90 30
Name Detault ValueCurrent Value Type Min Max  Action Support Urd
& ntormation ActyateAcs tona RetresrOANOPonCoratens fase rot et 2ooean- Asd  KEaee2y]
5 Configuration ActvryConvenDigCampagninchecied troe rot set Booiesn- - Age  XRQegtR?
B Componasts ActvityRoupCricReconglm 50000 rot set Nomber] 50000  Agd XA e
T 3 , AodressBociMater aizecViensEranied b rot set Booiean- a0 a9V
i aE AlonCrertiessagetrad troe troe Loviesn- - 1 Omacames st e
i Oction sets ArcaPanamiNoiuys fase rot st 2ocesn. Agg XA geennyy
*% Crent tatersiors AlontromcteDuo cates f25e rot zet Booess- - 20 Ners
&) Web Resources AlonRo eAssormentOnDisadiecUsers Fase talse Zoclesn- S xaaeeny
T Processes ArowSaveAsOnNRAcpo et fase Adg  KB2eay
~2 Prag- i Assemblies AwaysCreckTacelogDeetePriviege false - i
i1] Sok Messag " acpoirtmentrichedtormaperience fase
@ servie Ercoors AL tRetertorPencd 3%
25 Dasrbosres AgteCresteContactOnPromote e
AsoTrciSentfodertems fyse
BackgrouncSenclacnSze L
EPfinstanceOnysMocfecForOMreSyr 3€5
BUeslourtBetorelsingSunguenforPosisSecurity 5%
0 2tce temointes CanrepteApoicationSe Sliger Fase

Note: SharePoint Folders created after applying the above settings will be created without GUID, the
history folders in SharePoint which are created before the above settings will remain with GUID as

shown in the below screenshot.

Communication site
(&

Home Documents Pages Site contents Edit

T Upload ~ B3 Editin grid view J2 Sync ) Add shortcut to OneDrive K3 Export to Excel  (§ Power Apps

Account

D Name Modified Modified By + Add column

A few seconds ago Shafali Verma

@) ~A-Datum =S|
[

Sharing SharePoint Site

If you want to share the SharePoint site with the users who doesn’t have access to the SharePoint site
then, follow the steps given below. These are the steps taken from the point of view of user who is the
SharePoint Site Owner.

e Open the SharePoint site for which the user doesn’t have access --> Click on the Site contents
tab.
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Communication sit

Home Documents Fages

N\

+ New

Contents  Subsites

Name Type tems Modified

B s
~coum

e Click on the Setting button on the top which is highlighted in the below screenshot --> Click on
the Site Permissions.

¥r Not following Settings X
£ 1 member
SharePoint
. Add a page
4 Site usage () Site workflows ic:? Site settings ]ﬁ[ Recycle bin (0) Add an app

»  Site contents
Site information
ite usage
Change the look
Site designs

Type Items Modified

e Next, click on the Advanced permissions settings.
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ir Mot following

= 1 member

Recycle bin (0}

Permissions e

Manage site permissions or invite others to
collaborate

Invite people
~  Site owners
N
~  Site visitors

Site Sharing

Change how members can share

Advanced permissions settings

e Now you will find three option from which you need to select the option {YourSiteName}

Members.

BROWSE PERMISSIONS
[ ] ®

w,
&y

Grant Modify

Home

Grant Create Edit User Remove User
Permissions Group  Permissions Permissions

&% Permission Levels
Q I'_“E Access Reguest Settings
Check
Permissions ﬂ Site Collection Administrators

Check Manage

MName

Conversations I

SalesTeamSite Members I

Documents

MNotebook

Pages

Recent
Work Order Service Task
Work Order Service

Work Order Product

O OO0 o

SalesTeamSite Owners

SalesTeamsite Visitors

Type Permission Levels
SharePoint Group  Edit
SharePoint Group  Full Control

SharePoint Group  Read

e Click on the New button dropdown --> Select Add Users Add users to this group.
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d

Groups

Communication site
Members

Communication site
Visitors

Communication site
Owners

ddvfvfevfevr

More...

# EDIT LINKS

People and Groups » Communication s

Actions - Settings -
Add Users _ About me
Add users to this group.
z z - ew of the "User Information List” list.

T

Add Users

e Now enter 'Everyone except external users', you will automatically get the suggestion please

select it.

Share "Communication site

Invite people

Shared with

>
E'werﬂ
Everyone except external users N
i )
owing 1 resu e All Users (per Tenant)
S

SHOW OPTIONS

Share Cance

e After selecting the option, click on the Share button.
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hare ‘Communication site X

L5

Invite people
Peop Everyone excent external users

Shared with

1 group will be invited. Show

Include a personal message with this invitation (Cptional).

SHOW OPTIONS

Share Cance

After sharing the site, the users will be able to access the site and will not get the permission issue from
the Attach2Dynamics Ul.

SharePoint Security Sync Tool

SharePoint Security Sync Tool enables you to sync previous records in bulk. Syncing security privileges for
records in bulk is a tedious and time consuming task. In such situation SharePoint Security Sync Tool can
be used to carry out this huge task. It relatively takes less time to sync records with SharePoint Security
Sync Tool.

Pre-requested - .NET Framework 4.6.2 or above.

SharePoint Security Sync Tool Installation
Download and Install SharePoint Security Sync tool in your system.
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Installing SharePointSecuritySync

SharePointSecurtySyne iz being installed.

Please wait...

After installing the tool, follow the steps given below:

e Click on the SharePoint Security Sync Tool icon to open the tool.

Best match

@ SharePoint Security Sync

App v

Al
PP SharePoint Security Sync

App

7 SharePoint Security Sync >

Search the web

£ sha - see web results > = Open

Settings (4+) Run as administrator
Open file location

Pin to Start

Pin to taskbar

B ¢ & 8 dJ

Uninstall

e Select deployment type as ‘Office 365’ and fill the following details in given fields.
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= Display list of available organizations: Enable the checkbox in case of multiple
organizations in CRM

= Online Region: Select the respective region

= Username: Use the CRM username

=  Password: Use the CRM password

After filling all the details click on ‘Login’.

@' SharePoint Security Sync ? x
Login
Deployment Type: On-premises (@) Office 365

[] Signin as current user
[] Display list of available crganizations
Show Advanced

Advanced
Online Region s
User Mame
Password sssssaneae
Login Ib Cancel

SharePoint Security Sync Tool Functions

Once logged in, you will find details of all the configured connectors. Select any one of the connectors for
which you want to sync the security privileges. If more connectors are added then click on ‘Refresh’ button
on the top to update connector details.

Now let’s go through the different functions of SharePoint Security Sync Tool.

1. First click on the respective SharePoint Site.
2. After clicking on respective SharePoint Site, four new tabs will be displayed — Security Groups,
Folder Security, Failed Sync and Attachment management.
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@ SharePoint Security Sync ? x
< CREATE MEW COMMECTION £ REFRESH
Connector Name SharePoint Site Uszar
5 u I [ | | BB = 170 |

Security Groups | Folder Security  Failed Sync  Attachment Migration

] Entity Display Name Entity Logical Name
[] Account account

[ Contact contact

[] Opportunity opportunity

3. Now, click on first tab —Security Groups. Here, all the existing configured entities will be displayed.

Select any entity. After selecting the entity, two buttons will appear — Sync and Delete Groups.
Click on ‘Sync’ button to create groups against that entity. Click on ‘Delete Groups’ to delete all
the existing groups against that entity.
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@ SharePoint Security Sync 7 - X
== CREATE NEW CONNECTION  £¥ REFRESH

Connector Mame SharePoint Site User

Test Connector #1 https://26nov.sharepoint.com czer@26nov.onmicrosoft.com

Security Groups | Folder Security  Failed Sync  Attachment Migration

[ ] Entity Display Name Entity Logical Name
| Account account I

[ Contact contact

[ Opportunity opportunity

Sync Delete Groups

Sync Security of selected entitie
]

4. Next tab is Folder Security. With this tab you can sync/assign records for a selected period of

time.
@ SharePoint Security Sync ?7 - X
== CREATE NEW COMMECTIOM &% REFRESH
Connector Name SharePoint Site User
Test Connector #1 https:/f26nov.sharepoint.com czer@26nov.onmicrosoft.com
Security Groups | Folder Security | Failed Sync  Attachment Migration
[] Entity Display Name Entity Logical Name From Date To Date
L] Account account [ 08-12-2020 [ 08-12-2020 |
Contact contact | 08-12-2020 [ 08-12-2020 |
L] Opportunity opportunity | 08-12-2020 [ 08-12-2020 |
Sync
Sync req
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5. The third tab is Failed Sync. Click on the ‘Sync’ button to sync all the failed records.

@ SharePoint Security Sync ? *
= CREATE NEW CONMECTION £ REFRESH

Connector Mame SharePoint Site User

Security Groups  Folder Security | Failed Sync | Attachment Migration

Sync records that are failed due to SharePoint Security Sync app.

Sync

Sync the sel

6. The last tab is to perform the Bulk Migration Job i.e. Move/ Copy the past attachments from
Dynamics CRM to SharePoint. You are required to fill the following fields for smooth migration of
attachments:

e For?: This specifies whether you are doing Bulk Migration for Emails, Notes or Sales
Literature.

e Entity: Select the entity for which you want to migrate attachments.

e Action: Select either 'Copy' or 'Move'.

e From: Enter the date from which you want to start the migration job.

e To: Enter the end date till which you want to do the migration.
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¢

= CREATE NEW CONMECTION

SharePoint Security Sync
& REFRESH

Connector Mame SharePoint Site User

Test Connector #1 https://26nov.sharepoint.com

Security Groups  Folder Security  Failed Sync | Attachment Migration

czer@2bnov.onmicrosoft.oom

For? Emails v From |D‘I-09-2[]2{J E |
Entity |AccountContact v To [ 08-12-2020 E |
Action | Copy “

Proceed

Mowe History A

SharePoint Security Sync Use Case

To better understand how SharePoint Security Sync works let’s consider a use case.

Consider there are 2 users — User A and User B. Here, User A has organizational level access. This

provides User A access to all records in both Dynamics 365 CRM and SharePoint.

Access in Dynamics 365 CRM:

£ ’fT__| Show Chart New @ Delete s B Click2Export O Refresh 2] Email a Link e 2 Flow
All Accounts v
v Account Name Main Phone ~ Address 1: City ~ Primary Contact ~
Alpine Ski House +43-1-12345-0 Vienna Cathan Cook
Blus Yonder Airlines 555-0135 Sydney Brian Lahee
City Power & Light Assembly 425-555-7824 Seattle
Coho Winery +1-674-555-0162 Santa Cruz Cat Francis

Inogic

Sam Sam

sam@inogictech.gnmic

SS

View account

brian@blueyonderairlines.cd

Cat@cohowinery.com
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Access in SharePoint:

Communication site

Documents Pages

Home

Site contents

Edit

)Alp\ne Ski House AAA19CDD8BDFE311BSE...
“Blue Yonder Airlines_ACA19CDD83DFE3118...
'\Cny Power - Light Assembly_D56B3F4B1BE...

“Coho Winery_BOA19CDD88DFE311BSES6C3...

T Upload ~ H3 Editingrid view {3 Sync B
Account
D Name Modified Modified By

by Williams

Add shortcut to OneDrive Bl Export to Excel ¢% Power Apps

Add column

£% Automate

Inogic

:" SS

sam@inogictech.on|

Now User B has only user level access. Here,

created by him/her.

Access in Dynamics 365 CRM:

User B will have access to only those records that are

S ] Show Chart New [ Delete | v B Click2Export () Refresh (8] Email a Link | ~ 2 Flow Inogic 5
All Accounts v P
v Acco Mame Main Phone Address 1: City Primary Contact ~ | AW
Alpine Ski House £43-1-12345-0 Vienna Cathan Cook e
Access in SharePoint:
. . . Inogic
= Communication site
Home Documents Pages Site contents Edit Abby Williams
[ AW .-‘ abby@inogictech.onm
T Upload ; Edit in grid view E;’ Sync &7 Add shortcut to OneDrive ﬂ Export to Excel (8) Power Apps #% Automate
- profile
Account
0O Name Medified Medified By Add column
_\A\pine Ski House AAAT9CDDS8SDFE311BEE... About a mi Abby Williams
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Log

View and track any errors occurred during the functioning of SharePoint Security Sync.

Contact Us

M/S. INOGIC TECH (INDIA) PVT. LTD.
A/301, Everest Nivara InfoTech Park,
TTC Industrial Area, MIDC, Turbhe
Navi Mumbai, Maharashtra 400705
INDIA

E-mail : crm@inogic.com

Skype :crm@inogic.com

Twitter: @inogic
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