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Causes of IT “disasters”

Source: Forrester “The State of Business Technology Resiliency Q2 2014”, May 12, 2014



Customer challenges 

Without strong backup & disaster recovery solutions, customers are exposed to risk

Common customer challenges…

“I need to consolidate 

vendors and require a 

partner who can solve my 

disaster recovery and 

backup needs under 

one contract.”

Source: 

1: IDC: DevOps and the Cost of Downtime: Fortune 1000 Best Practice Metrics Quantified

$1.25B to $2.5B
Average annual cost of downtime for 

F10001

Average hourly cost of a critical 
application failure1

$500K to $1M
Average hourly cost of an 

infrastructure failure1

$100K

“My infrastructure is 

extremely complex 

and features a mix of 

Linux, VMware, and 

Windows software.”

“I am looking to take 

advantage of a hybrid 

deployment but it is a 

complicated process to 

migrate workloads 

to the cloud.” 

“I know the cloud has a 

number of useful services 

but it has proven difficult to 

achieve in reality.”





Common enterprise challenges

Business continuity & data protection are critical issues for every organization

Ensuring 
compliance

Regulatory and compliance 
demands for data retention 

and protection may be 
taxing for your business

Managing 
complexity

Managing complex 
environments while meeting 

RPO and RTO standards 
is often difficult for IT

Scaling 
protection

Protection beyond 
mission-critical apps 

and data is unrealistic for 
most businesses

Reducing
costs

The costs of maintaining 
secondary sites and 
infrastructure can 

be prohibitive 

Downtime puts your 
organization’s reputation, 

finance, and 
productivity at risk

Limiting 
downtime



Cost of storage growing

Cost of backup solutions

Complexity of managing all that storage

Important data may go 
without the protection it 

should have



Conventional backup approaches



Cloud first backup

Unifying data protection across the enterprise

Gets you out of the business of maintaining backups as your IT 

strategy shifts to the cloud

Supports born-in-the-cloud applications with an all-in-one, 

cloud-native, backup solution

Protects remote offices and branch locations without the 

complexity of in-house management 

Delivers faster time-to-value without the overhead and capital 

expense of standing up a backup solution

Stops hardware sprawl in its tracks even when facing severe 

app proliferation and massive data growth  

Economical cloud pricing with pay-as-you-go storage

On-premises Datacenter/branch Office

Azure





How Microsoft Azure Backup Works

4. Backup

2. Install Agent

1. Sign Up

Window Server or 

Linux
5. Recover - to the same or a different server 

Encrypted Data

Microsoft Azure



4. Backup

2. Install Agent

1. Sign Up

DPM 5. Recover - to the same or a different server 

Encrypted Data



DPM – Overview

Workload integration

DPM provides agents to protect enterprise workloads :

• Windows Server and Windows client

• Microsoft Exchange Server

• Microsoft SQL Server

• Microsoft SharePoint

• Microsoft Dynamics

• Microsoft Hyper-V virtual machines

• Linux (file-consistent only)

Several storage options

Data storage on disks, tapes, and cloud with Microsoft Azure Backup

Disaster Recovery Low Cost

Possibility to chain DPM servers for a secondary protection

Azure Backup }
Tape-based 
backup

DPM
Operations Manager

DPM DR



MABS – Overview

Microsoft Azure Backup Server is included as a free download with Azure Backup that enables cloud backups and disk 
backups for key Microsoft workloads such as SQL Server, SharePoint Server, and Exchange Server regardless of whether 
these workloads are running on Hyper-V, VMware, or physical servers 



Azure Backup Security

Customer Premises

1. Identify 

changed blocks 3.  Encrypt2.  Compress

256-bit encryption

In transit and at rest

Admin owns and 
manages keys

Azure Backup

4. Encrypted data in backup 

vault



Azure Backup Network Efficiency

Customer Premises

1. Identify 

changed blocks

2.  Compress

Efficient change tracking

Transfer only changed content

Compression for low bandwidth consumption 

Observed 50-70%

2.  Compress



Backup data

Azure
Import
ServiceShip



Security



Protect Alert Recover

Portal based alerts for critical 

operations like re-encrypting 

data using passphrase

Support for Azure Disk 

Encryption (ADE) VMs

RBAC for restricted access to 

key operations

Security PIN for multiple 

layers of authentication

Email notifications for operations 

impacting availability of backup 

data like delete backups

Store deleted data on cloud 

for additional 14 days

Recover using alternate 

server in case original server 

is unavailable
Hybrid Backup encryption 

and Storage side encryption 

(SSE)



View All



Monitoring
and Reporting



No infrastructure Enterprise Wide Custom Queries (KQL) ITSM Integration



No infrastructure Enterprise Wide Custom Reports Access Control



Cloud Backup 
– Support 

Matrix

Backup Support What's backed up Features

Azure VM backup by using VM 
extension

Entire VM

Back up once a day.

App-aware backup for Windows VMs; 
File-consistent backup for Linux VMs. 
You can configure app-consistency for Linux 
machines by using custom scripts.

Restore VM or disk.

Can't back up an Azure VM to an on-premises 
location.

Azure VM backup by using 
MARS agent

Files, folders, system state

Back up three times a day.

If you want to back up specific files or folders rather 
than the entire VM, the MARS agent can run 
alongside the VM extension.

Azure VM with DPM Files, folders, volumes, system state, app data

Back up twice a day.

App-aware snapshots.

Full granularity for backup and recovery.

Linux supported for VMs.

Oracle not supported.

Azure VM with MABS Files, folders, volumes, system state, app data

Back up twice a day.

App-aware snapshots.

Full granularity for backup and recovery.

Linux supported for VMs.

Oracle not supported.



On-premises 
Backup –
Support 
Matrix

Backup Support What's backed up Features

Direct backup of Windows 
machine with MARS agent

Files, folders, system state

Back up three times a day

No app-aware backup

Restore file, folder, volume

Direct backup of Linux machine 
with MARS agent

Backup not supported

Back up to DPM
Files, folders, volumes, system 
state, app data

App-aware snapshots

Full granularity for backup and 
recovery

Linux supported for VMs (Hyper-
V/VMware)

Oracle not supported

Back up to MABS
Files, folders, volumes, system 
state, app data

App-aware snapshots

Full granularity for backup and 
recovery

Linux supported for VMs (Hyper-
V/VMware)

Oracle not supported



Linux Backup 
– Support 

Matrix

Backup type Linux (Azure endorsed)

Direct backup of on-premises machine that's 
running Linux

Not supported. The MARS agent can be installed only on 
Windows machines.

Using agent extension to back up Azure VM that's 
running Linux

App-consistent backup by using custom scripts.

File-level recovery.

Restore by creating a VM from a recovery point or disk.

Using DPM to back up on-premises machines 
running Linux

File-consistent backup of Linux Guest VMs on Hyper-V and 
VMware.

VM restoration of Hyper-V and VMware Linux Guest VMs.

Using MABS to back up on-premises machines 
running Linux

File-consistent backup of Linux Guest VMs on Hyper-V and 
VMware.

VM restoration of Hyper-V and VMware Linux guest VMs.

Using MABS or DPM to back up Linux Azure VMs Not supported.



SQL Backup –
Support 
Matrix

Support Linux (Azure endorsed)

Supported operating systems

Windows Server 2019, Windows Server 2016, Windows Server 2012, 
Windows Server 2008 R2 SP1

Linux isn't currently supported.

Supported SQL Server versions

SQL Server 2019, SQL Server 2017, SQL Server 2016, SQL Server 2014, 
SQL Server 2012, SQL Server 2008 R2, SQL Server 2008

Enterprise, Standard, Web, Developer, Express.

Express Local DB versions aren't supported.

Limitation Maximum Limit

Number of databases that can be protected 2000

Database size supported (beyond this, performance issues may come up) 6 TB*

Number of files supported in a database 1000



The following table explains the different types of backups and when they're used:

Backup type Usage

Full Used for initial backup.

Differential Not used by Azure Backup.

Incremental

Used by DPM/MABS for disk 

backups and used in all backups to 

Azure. 
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