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Data Security Engagement

Identify data security risks in your organization data.

Partner-led engagement highlights
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Cybersecurity is a constantly shifting landscape. As our digital world continues

to grow, so do the risks. According to research, 20% of data breaches are due to
internal actors with an average cost of $15.4 million when a malicious insider is
involved.! Data leaks and theft might have been overshadowed by external threats
in the past. However, they’ve become common vulnerabilities organizations need to
address. Data security incidents can happen anytime anywhere!’

Intelligently investigate and take action on data security risks.

Detecting, investigating, and acting on data security risks in your organization are
critical. Doing so ensures trust, creates a safe workplace, and protects company
assets and employee and customer privacy.

The Data Security Engagement gives you insights to understand data security,
privacy, and compliance risks in your organization. As your business-critical data
expands and your workforce shifts to remote work, an integrated approach to help
quickly identify, triage, and act on data security risks is as important as ever.

During this engagement, our experts will work with you to:

» Document your objectives and - Demonstrate how to accelerate your
strategy around data security, privacy, compliance journey with the latest
and compliance. Microsoft® solutions.

* Show you how to detect, investigate,
and take action on data security and
privacy risks.

* Provide actionable next steps based
on your needs and objectives.

TIBM. (2022, July 27). Cost of a Data Breach Report 2022.

Cost
$10,000—$15,000

Duration
5 weeks

Benefits

+ Receive a security check report
with findings from the automated
discovery process.

+ Mitigate identified risks and
enhance your compliance strategy
with actionable recommendations
and next steps.

+ Develop an understanding
of Microsoft’s approach to
data security and insider risk
mitigation.

+ Leverage the optional Microsoft
Compliance Manager tenant-
assessment report.

What to expect:

By the end of this engagement,
Microsoft compliance experts will
provide you with:

+ Security check report that
includes findings from the
automated discovery process

+ List of recommendations and
actionable next steps to help
mitigate identified risks

+ Clear look into Microsoft’s
approach to data security and
mitigating and controlling
insider risks

+ Optional Microsoft Compliance
Manager tenant-assessment
report with suggestions

+ Long-term recommendations
on your compliance strategy,
with key initiatives and next steps



Data security check

The data security check is an integral part of the engagement, uncovering risks that
might be harmful to your organization. It is structured around typical Microsoft
365° services and their associated data repositories that organizations use. Optional
modules can be added to cover on-premises data repositories, Microsoft® Windows®
10/11 endpoints, and more.

This engagement leverages Microsoft Purview® tools and services in an
automated process to:

+ Discover data stored in the Microsoft 365 cloud and analyze it for the presence of
artifacts that may pose data security risks.
+ Scan data repositories related to email, collaboration, and document storage.

= Analyze user behavior for events that pose a risk, ranging from the loss of
intellectual property to workplace harassment.

* Help you develop a roadmap to mitigate and protect your organization’s information.
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Recommendations
and next steps

Microsoft Purview
portfolio overview

Pre-engagement Data security
meeting check

Optional modules

Mandatory modules

Exchange Online Compliance Manager

SharePoint® Online On-premises Data Stores

Teams® Windows 10/11 Enterprise

Communication

Insider Risk Management .
Compliance

Global reach, local touch

LARGEST MICROSOFT NATIONAL ENGAGED
PARTNER REACH WORKFORCE

6 cities 950+

Montreal, Toronto, Winnipeg, total Insight teammates
Edmonton, Calgary, Vancouver across Canada

#1 globally

INCREDIBLE MICROSOFT DEEP TECHNICAL AL & COPILOT
EXPERTISE BENCH INNOVATION

1,000+ 300+ Canada Americas
. o , . Partner of Year
Microsoft certifications in technical and service delivery .
Canada alone teammates in Canada Award Winner

L3 Insight.

Driving innovation with
digital transformation

At Insight, we help clients enable
innovation with an approach that
spans people, processes, and
technologies. We believe the best
path to digital transformation

is integrative, responsive, and
proactively aligned to industry
demands. Our client-focused
approach delivers best-fit
solutions across a scope of
services, including the modern
workplace, modern applications,
modern infrastructures, the
intelligent edge, cybersecurity,
and data and Al.

Learn more at insight.com.

Contact your
Insight Canada
account executive
to get started.

Talk to a specialist.
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