
Insight M365 Security Mini-Audit

Background and business challenge
Transitioning to new ways of working has caused organisations to adjust their 
processes and methods of collaboration rapidly. With dispersed teams, new busi-
ness challenges, and complex security issues, the needs of the agile workforce are 
evolving at lightning speed. As a result, IT organisations have to deal with a series 
of challenges such as maintaining employee productivity, securely managing 
different working environments (onsite and remote) and staying innovative while 
remaining compliant.

Solution Brief

Follow on service:

	• Microsoft 365 Security 
Assessment

Other security services:

	• Insight Security Configuration 
Maintenance Service

	• Security Awareness Program

	• Microsoft Security + Azure 
Sentinel Workshop

Our partners

How do you know if your organisation is safe against cyber-attack?

Security vulnerabilities can compromise both an organisation’s current 
financial situation and endanger its future. 

The damage cyberattacks do to organisations ranges from unauthorised access via a relatively 

simple hack to large-scale theft of sensitive data, resulting in prolonged downtime. Effective 

recovery is expensive and damages the confidence of customers and investors. If clients, vendors 

and suppliers can prove that a company did not take reasonable care with their data, it can suffer 

legal damages that can shut it down.

“Spurred by an ever-growing online presence, the transitioning of traditional 
infrastructures to online and cloud-based solutions, advanced interconnec-
tivity and the exploitation of new features of emerging technologies such as 

Artificial Intelligence (AI), the cybersecurity landscape has grown in terms of 
sophistication of attacks, their complexity and their impact.”

ENISA Threat Landscape Report 2021



Our solution
Insight will work with the client to evaluate their M365 environment to make sure that it is in line with industry best practices. The Microsoft 365 

Security mini-audit is a one day consultancy-based service.
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For more information, please contact your Insight Account Manager. 

0344 846 3333 | uk.insight.com

Why Insight?  
Today, technology isn’t just supporting the business; it’s becoming the business. At Insight, we help you navigate complex challenges to 

develop new solutions and processes. We will help you manage today’s priorities and prepare for tomorrow’s needs.

What’s included? 
There are two parts to this service as below:

Audit Workshop

A M365 consultant will connect to your tenant to undertake a  gap 

analysis,  based on the zero-trust methodology. This will focus on 

how you are managing access for corporate owned and ‘bring 

your own device’ types, and a review of the threat detection and 

prevention configuration you have configured. We will audit how 
you are managing identity, including the use of multifactor 

authentication and conditional access policies. Any user or sign-in 

risk will be assessed, alongside checking audit trails and  

‘just-in-time’ access.

The consultant will then spend up to  three hours in a remote 

workshop with your IT team discussing their findings and 

recommendations. They will explain any improvements that 

can be made to your configuration to get the most out of your 

current licencing, and will explain the risks of not using certain 

features. They may demonstrate features you are not currently 

using in a demo platform to show the art of the possible, where 

relevant. This workshop can be recorded to watch back later, 

but the consultant will provide a brief summary of the key 

recommendations after the session.

Discovering identity-based 
security threats in your 

environment

Business Outcomes 
This workshop will provide recommendations for the short-, mid- and long-term to help you improve the security posture of 

your organisation’s  modern workplace  by: 

Understanding Microsoft 
365 security capabilities for 
identity, data and devices

Assessing your 
organisation’s security 

posture

Determining actionable 
next steps to advance your 

security journey


