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Are you concerned
about Cyberthreats In
your Organization?

Small and Medium-Sized Businesses
(SMBs) lose around $80K annually due to
cyberthreats.
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PeI‘S on al Iy Organizations can be fined an
. v ‘. average of $150 per record
|dent|f| ab I e g O containing PIl, which includes:
1N fo rm atl on ‘ W, - ~—7  First and last name, or a first
(PI I) _ L - initial and last name

Lt ./ A 4 — s » Social Security number

* Driver’s license
* Financial account

e Credit or debit card numbers

e Passwords, PINS, or access
information for financial
accounts

We help businesses achieve more with cloud technology



uuuuuuuuuuuuuuuu

The Facts
3 out of 4 SMBs say they lack of SMBs Reported attacks where
sufficient personnel to address IT malware was able to get by their Anti-
security. Virus Software.

The Solution: Many SMBs are turning to MSSPs for help.

We help businesses achieve more with cloud technology



Why an MSSP?

Reasons why customers turn to an MSSP for their cybersecurity needs.

Ly ————————————————————— )
IS U et budg et (Money ) e 555
No understanding how to protect against cyber 47%
esonl———————— ik,

>

Insufficient enabling security technologies =38;}°3%
Lack of in-house expertise e 3790

Source: Ponemon/Keeper 2020 State of Cybersecurity in Small & Medium Size Business

We help businesses achieve more with cloud technology
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Have you ever been the
victim of a phishing attack?

* 90%: of data breaches are due to phishing attacks
* +65%: growth per year in phishing attempts

» 76%: of businesses reported being victim of a

phishing attack

Source: APWG Phishing Activity Trends Report http://www.apwg.org -
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Attack

© (6
Poor encryption Ransomware
(4 &
Malicious Phishing
employees
(5] 8/
_ Weak Misconfigured
Attack vgctors defend your S RS e
organization from the methods
that adversaries use to breach or & &
infiltrate your network. Compromised Trust
credentials relationships
Software . —— DDoS attacks
vulnerabilities ) L

We help businesses achieve more with cloud technology
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Security Protection by Vectors

« Perimeter Security

« Endpoint Security

« Office 365 Security (Email & Collaboration)
 |dentity Protection

* Vulnerablility & Patch Management

« Security Awareness Training and Attack
Simulations

« Dark Web Monitoring
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Security Protection by Vectors

Perimeter Security
* Robust perimeter protection by creating a secure IT network.

« Consistently manage next-generation firewall defenses and
keep firewalls properly configured and updated.

* Integrate firewall and third-party perimeter security platforms to
the SIEM to correlate events and take preventive actions.
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Perimeter Security
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Security Protection by Vectors
Endpoint Security

» Protect End User Devices Including Laptops, Desktops, Servers,
and Mobile Devices.

« Actively monitoring and control endpoint devices, behavior and
connections.

» Block malware and viruses from downloading in real-time.

User trying to download a virus off the web:

e Bicar_com.zip
¥ Windows Security " Failed - Virus dstected

Virus & threat protection

Threats found
Microsoft Defender Antivirus found threats. Get
details.
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Security Protection by Vectors

Office 365 Security (Email & Collaboration)

» Leverage the Office 365 Security Policies and configurations.

» Proactive Monitoring security policies, alerts and events.

Below are some common alerts from Office 365 security platforms:

Medium Activity from a Tor IP address
Medium Activity from infrequent country
Informational Creation of forwarding/redirect rule
$® Low Elevaticn of Exchange admin privilege
Informational Email messages containing malicious URL removed after delivery
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Security Protection by Vectors

ldentity Protection

+ Gain visibility and control of user data and access permissions.

* Leverage Conditional Access and MFA.

* Apply risk-levels to suspicious users.

User prompted to use MFA during login:

B8 Microsoft

Verify your identity

List of risky users:

£ Approve a request on my Microsoft
o Authenticator app

IE' Use a verification code
%{ Call +X000X XXXXX93

Iv__l Text +XXXX XXXKXX93

More information

Are your verification methods current? Check at
https://aka.ms/mfasetup

Cancel

Risky users (Preview)

0 Learm mone L Download

Show dates as: Local
USER
Administrator

~  Disin Johnston
Mancy Anderson
Sanjay Patel

James Ryan

ek state : 2 selected Status

RESK STATE

At risk

Al risk

At risk

At risk

Al risk

Active

RISX LEVEL

Medium

Lowe

Low

Low

Medium
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Security Protection by Vectors

Vulnerablility and Patch Management
* Vulnerability Scans and patch management services.

+ |dentify vulnerabilities in your systems and provide

recommended actions to take.

Recommended actions to remediate vulnerabilities:

Recommendation

Update Microsoft Office

Update Microsoft Windows 10 (OS5 and built-in applic...

Block JavaScript or VBScript from launching downloa...

Exposed devices Threats

79 &
78 &
a5 &

Impact

w3313

w 20.08

w1918 | +9.00
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Security Protection by Vectors

Security Awareness Training and Attack Simulations

* Security awareness trainings will elevate employees' level of
knowledge regarding cybersecurity topics, becoming part of the security
solution.

« Attack simulations will be conducted regularly to test the knowledge of
employees regarding basic cybersecurity topics.

Email Sent Email Opened Clicked Link Submitted Data

100%

Attack simulation process can be seen above:
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Security Protection by Vectors

Dark Web Monitoring

* Actively monitor for compromise users & business data.

« ldentify PIl that may be found in the dark web.

Compromised user accounts and passwords found in the dark web:

Date Found Email

03/27/20 demmes b ird cOom
03/26/20 damann Dird com
0319720 sl D1 cOm
0316720 W DD cOm
02/19/20 180 bird com
02/%9/20 —— ) com
02/17/20 dsnad (1 Dird com
02/17/20 e Dird com
02/17/20 — DD com
02/17/20 memey () COM
0217/20 Wity (10 COM
02/17/20 (] cOM
0217/20 seisast (1 DIrd com
02/17/20 ennssm—— (D ird com

02/17/20 seskes Dird com

Password Hit Source

liny****
ab3c*

DRAG™™
lov***

id theft forum
d theft forum
d theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum
id theft forum

Type

Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed
Not Disclosed




-Overview of. InTWO’s Pla_tform
and Event Correlatlon

- Managed Threat Detection & Response 5 ™~ ~
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Platform and Event Correlation

» Ingest logs from multiple vectors.

» Monitor multiple security vectors.

« Security data collection.

« Cover a wide scope of attack surfaces.
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« Complete overview of user and device activity.

y-
'.' I =Y
rat

Routers Switches Firewalls Wireless
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VAN , s )
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= ¢ ;.-.—E.; — E{
® ﬁ u Desktop Laptop Mobile
Azure Servers . | Devices
o PaaS/SaasS _ Physical/Virtual | & % Users Devices Y

We help businesses achieve more with cloud technology
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Platform and Event Correlation

« Receive logs from multiple vectors.

« Learn of unusual or suspicious behaviors.

« Halt attacks in real-time.

 Block malware and virus downloads.

 Take action based on user risk levels.
 ldentify impossible travel.

 Detect shadow IT.
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We help businesses achieve more with cloud technology
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Platform and Event Correlation

* Microsoft Sentinel (SIEM) - Centralized log management,

event correlation, analysis, and reporting capabilities. | --

« Correlate logs and behavior from different platforms, 4 N\

devices and identities.
« Know who and what is connected to your environment. > w m

« Learn of unusual or suspicious behaviors in your AzUre o

environment.

« SOAR capabilities to communicate incidents and alerts to ‘
customers and cybersecurity analysts.

« Automated process to create incident tickets.

We help businesses achieve more with cloud technology
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Platform and Event Correlation

» Cybersecurity analysts react to all alarms and * Quick response to ensure your business
customer reports. stays protected.
» Ticket creation and documentation on all incidents. « Access to customer ticket database.

« Support available 24/7.

/ InTwo Modem Workploce Operation Center I
> TV TV . 4 / L
" Managemend
ConnectWise Management & Health ltant Supg
Manai—:- Monitonng Alerts, Servike
\ f Tunning /

We help businesses achieve more with cloud technology




INTWO’s Platform and Event Correlation — Overview &Z1In

runnlng togeoecthaor

> ConnectWise Management & Health — Consultants Support
Ma;‘aia Monitoring 'M::r;msﬂr.;*.
1 FF
e epapeaes =
| —
"r q‘\' | Y

T A SIEM & SOAR s ™

User Endpoint Management

EEN = Dsployment [Rerispict]
AZUre = Complanm

[ fm g =
365 ‘ =
w | Dveninfioge e = Bnrolrme

Log el . i
sentinel 'ﬁ.nall:‘tim Microsoft = :ﬂ-nﬂhrb.l:-
Endipoint . Saruwiby Configuesiion

X nElgEr Aaplcation Folides

]
5
X E e - J
. 1 | t

b@@zﬂ@l@ﬁ.g

Arune Cloud ATure Endipaint o
e e ey MR DR g i
R ony B Cenier Defender 8
F
- T M A 44 S
]
H - Lemntyilan. g
1 ! f ' k
3 3 1 | .
- I
t i
1 ¥ v
l‘.f -\‘\I YY¥YYVY

VAN 3 i _
&= tEé - EZ. B = = i

@ ﬁ [ & | Routers Switches Firewalls wirskess

Az; re Servers
Paasf5aas Physical /\Virtual
AN vy

Desktop Laptop
Devices
!_'- U=zers Devices Other Devices




SOC
Organizational
Structure

 Segmented by department

e Structured to comply with
standards and regulations

We help businesses achieve more with cloud technology
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Security Operations
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INTWO’s Cybersecurity
Services Deployment

* Onboarding (Management & Monitoring Tools
configuration and deployment)

« Security Assessments

Corporate Security Policies Definition

[

Users Security Awareness Training

Endpoint Security Policies Deployment

//

|dentity Security Policies Deployment

Microsoft 365 Security Policies Deployment

||||||
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Incident Response Workflow

Initial Analysis

==

Document

S S m— g

===

Indepth Analysis False Positive? Yes Findings

)
W
u.
. "?1

Yes

Send an Email to
Client Contact

Call or Text Client

Contact




Yes

Incident Has Been

Will Client be
InTWO Will Begin
Working on the
Incident Resolution
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on Inddent
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Reporting

Types of Reports Provided:

* Cloud Assessments
e Network Assessments

* Security Assessments

We help businesses achieve more with cloud technology
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With InTWO’s recurring SOC reports you
will be able to:

Provide the executive team with security updates

Gain insights on your cybersecurity posture

Stay up to date with current cybersecurity trends

|ldentify and remediate vulnerabilities in your systems




&ZIn

runnlng togeoecthaor

Cloud Assessments

Risk Report

Domain Users Not Forced to Elevate during Network Location Setting (90 pts each)
Current Score; 90 pts x 101 = 9090: 1.67%

This section contains a summary of

Issue: Unimplemented Microsoft Control: Control Metwork Location Setting.

issueS detected during the assessment Recommendation: Determines whether to require domain users to elevate when setting a network's

location. Selecting an incorrect network location may allow greater exposure of a system

process and is based on industry-wide Local Administrators Can Create Firewall Rules (90 pts each)
Current Score: 90 pts x 101 = 9090: 1.67%
best practices_ Issue: Unimplemented Microsoft Control: Prevent Firewall Rules Access By Local Admin.

Recommendation: Confrols whether local administrators are allowed to create local firewall rules that
apply together with firewall rules configured by Group Policy. When in the Public profile, there should be no
special local firewall exceptions per computer. These settings should be managed by a centralized policy -
merging local firewall rules with group policy firewall rules may weaken intended group policy firewall
configurations.

Autorun Commands Allowed (90 pts each)

Current Score: 90 pts x 101 = 9090: 1.67%
Issue: Unimplemented Microsoft Control: Restrict Use of Autorun Commands.

Recommendation: Determines whether Autorun commands are allowed to execute. Autorun commands
are generally stored in autorun.inf files. They often launch the installation program or other routines.
Allowing autorun commands to execute may introduce malicious code to a system without user intervention
or awareness. Configuring this setting prevents autorun commands from executing.




Cloud Assessments

The Management Plan ranks
individual issues based upon their
potential risk to the network while
providing guidance on which issues

to address by priority.

Risk Score

90

90

Management Plan Report

== High Risk

Recommendation

Unimplemented Microsoft Control: Admin Multi-
factor Authentication. You have 1 users with
administrative roles that are not registered and
protected with MFA. See Users section in Azure
AD Report for details.

Requiring multi-factor authentication (MFA) for all
administrative roles makes it harder for attackers fo
access accounis. Administrative roles have higher
permissions than typical users. If any of those
accounts are compromised, critical devices and
data is open to attack.

Unimplemented Microsoft Control: Remove
Dormant Accounts.

An easy and quiet path deep into your organization
is through inactive accounts that are a part of
sensitive groups. Removing dormant account
access rights or deleting the account will help
protect your organization's sensitive data and
prevent further compromise. Accounts become
dormant if they are not used for a period of 180
days.

&ZIn

runnlng togeoecthaor

Severity Probability

r r
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Network Assessments

Consolidated Risk Report

Instance Weighted Assigned

Severity Risk Score

The Consolidated Risk Report s Risk Score Priority
Anti-spyware not up to date 90 12 108 1
agg reg ates rlsk an aIySIS from User pf:lssword set. to never expire Low 30 176 528 1
Operating system in Extended Support Low 20 6 120 1
. Inactive computers Low 15 152 22 1
mUItlple assessments performed User has not logged on to domain in 30 days Low 13 173 224 1
L. Insecure listening ports Low 10 1 10 1
on the netWOFk, prOVIdlng both a Un-populated organization units 10 10 100 1

IAdmin Multi-factor Authentication Not

Consolidated Risk Score and an Registered . 20 L 20 -
VPN Based Detection Not Configured 90 1 90 1
. . Inactive User Accounts Identified 90 1 90 1
overview Of the health and Securlty Legacy Authentication Not Blocked 90 1 90 1
Customer Lockbox Not Enabled 90 1 90 1
of the network. Integrated Apps Not Regulated 90 1 90 1
Multi-factor Authentication Not Registered 90 1 90 1
Password Age Policy Enabled 90 1 90 1
Sign in Risk Policy Not Enabled 90 1 90 1
User Risk Policy Not Enabled 90 1 90 1
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Security Assessments

Security Report Card

The Security Report Card assesses Compute e Abins VR L0 e SystemAging  Supported 05

individual computers at a high level

based on various security criteria.

ARRIRARNELY:




Security Assessments

Data Breach Liability Report

Total Potential Liability

This report identifies instances of $15,000

personal identifiable information

Computer IP Address Missing Anti-virus Sensitive
(PI1) throughout your network and S Data Count
. Computer Name 1921682 1 1 v 50 35,000
calculates the potential monetary ComputerName  192.168.2.1 o . 0 5
liability based upon industry ST RS ’ g ’ *0
Computer Name  192.168.2.1 0 v 0 50
published research. Computer Name ~ 192.168.2.1 2 v 100 $10,000
Computer Name  192.168.2_1 0 x 0 50
Computer Name  192.1638.2 1 0 v 0 50
Computer Name  192.1658.2.1 0 v 0 50
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Thank you!

www.Intwo.cloud



