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Value proposition

The Microsoft Defender for Endpoint deployment offer is designed to
understand your organization’s security goals and objectives for
endpoint security, align and execute Microsoft recommended
deployment baseline across your organization's device estate.

Eligible workloads

* Microsoft Defender for Endpoint (EPP + EDR)

Customer benefits
+ Take the benefit of agentless and cloud powered deployment for Windows 10 devices.

+ Take your security to a new level by going from alert to remediation in minutes — at scale.
+ Real time visibility around software vulnerabilities and security misconfigurations.

+ Seamless migration from existing EPP & EDR solution using MEM.

+ Benefit from integrated sec ops with Microsoft 365 Defender.

+ Discuss and review to embark on the end-to-end security journey with Invoke.

Planning workshop offer*
* Microsoft funding for Invoke-led engagement may be available upon request.

Invoke scope of delivery
* Invoke engineer will optionally monitor all these services remotely.

+ Invoke will setup a M365 Demo Lab to help you explore features and functionalities, test new
capabilities, understand new security enhancements, explore deployment options and evaluate
infrastructure dependencies.

+ Invoke engineer will carry out activities over Microsoft Teams call.

DEPLOYMENT OFFER

MICROSOFT DEFENDER FOR ENDPOINT

Advanced

* Threat Protection

« Calling for Microsoft Teams

« Identity and Access Management

+ Adoption and Change Management

« Information Protection & Governance

Microsoft

Specializations | & Modernization of Web App to Microsoft Azure

» Meatings and Meeting Rooms for Microsaft Teams

Timeline — Customer customizable agenda and timeline

Phase 1
Assess & Plan

* Set up Microsoft Defender
for Endpoint instance.

* Setup Deployment pre-
requisites.

* Deployment strategy

* Feature evaluation and
testing

* Monitor and assess
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Phase 2
Execute

* Design and establish
production policies.

* Review Execution Plan

+ Configure Endpoint
detection and Response

+ Configure Next Gen
Protection

« Configure Attack surface

reduction
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Phase 3
Closeout

* As-built
documentation.

* Warm handoff —
Includes Knowledge
transfer and additional
Microsoft learning
material.

* Next steps and follow

ups.
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Attack surface
reduction

Threat and vulnerability
management

Endpoint detection
and response

Auto investigation
and remediation

Next generation
protection

Microsoft threat
experts

Centralized configuration
and administration

APIs and
integration
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Industry-leading capabilities in
MITRE ATT&CK evaluation and
AV tests.

Multi-platform support including
i0S, Android, Linux, MacQOS, and
Windows.

Al-based automatic investigation
and remediation reduces
threat volume.
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