HealthCare
Authenticator

© 2022. All rights reserved. IQVIA® is a registered trademark of IQVIA Inc. in the United States, the European Union, and various other countries. I I I I




HealthCare Authenticator

for Websites and mApps dedicated to Providers

Congress 2022 Barcelona, Onsite & Online
Share your abstract and be part of 'The Magic of Cardiology"

Submit before March 20

assword UG
m i Forgot Password?g "
[

No account yet? Register here Upcoming Congresses

or - March 22 H C A
Connect with your OneKey account \ SD K

Secured
API

HCA Secured

Infrastructure OneKey Data

Secured IJ_._| il
APl Secured

A Microsoft Azure A7

@ Healthcare Authenticator

The Healthcare Authenticator (HCA) is @
unique Authentication solution for the
Healthcare Industry, as it is powered by
OneKey (24M HCP Database globally).

HCA is a while label (means you can
brand it as you wish), open-source
(means you can modify it) Software
Development Kit (means that you can
embed it very quickly into your mobile
prs and websites and easily customize
it).

It provides components and
customizable screens and a facilitated
use of IQVIA APIs. HCA can be retrieved
from Healthcaresdks.com. License Keys
for free trial version, or paid version and
documentation can be found on HCA
website.
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a Authentication

HealthCare Authenticator

@
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HealthCare Authenticator
IS an Authentication
solution based on
Microsoft Azure B2C

that you can integrate on
any web site or mobile
application.

A Microsoft Azure
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HealthCare Authenticator

for Websites and mApps dedicated to Providers

Sign UP

MFA

Cconsent

YOUR LOGO

Sign up

Create your OneKey account

[ First name*

] Last name*

Business email

Country

City*

Specialty*

*mandatory fields

Phone
Zip code
Profession*

Professional ID#

Already have a OneKey / OWA account? Log in

Personal information collected in the registration form is solely the right of IQVIA and ifs
approved clients. As stated in the local data declaration law you have the right fo access fo
this information, make amendments and cancel your registration at any time. This can be
done via the contact link at the bottom of your profile page.

OneKey Connect @ 2022. All rights reserved. Need help2 Contact us

YOUR LOGO

Sign Up

[Usmname(Emon) ]

Send Verification code

New password

Confirm password

By signing up, you accept OneKey Term of user and Privacy Policy
O Yes, | agree to receive some Marketing emails from IQVIA

Signup

Already have a OneKey / OWA account? Log in

Personal information collected in the registration form is solely the right of IQVIA and its
approved clients. As stated in the local data declaration law you have the right to access to
this information, make amendments and cancel your registration at any time. This can be
done via the contact link at the bottom of your profile page.

OneKey Connect @ 2022. All rights reserved. Need help2 Contact us

OneKey
connect

Allow Client to access your OneKey Data
Allow Client to access your OneKey data fo quickly configure
your profile on its website and be able to communicate with

you. You can access to shared data or deny access from your
OneKey account.

O *Yes, | agree to receive some Marketing emails from Client
O Yes, | agree that Client use data collected on his web site...

*Mandatory

OneKey Connect @ 2022. All rights reserved. Need help? Contact us
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HealthCare Authenticator

for Websites and mApps dedicated to Providers

Profile Sign In

=
Associations Working groups  Councils ‘ Connect

OnekKey . ‘ . . .

connect
Congress and events Journals Guidelines Education Research YOUR LOGO
to access your OneKey Data
s your OneKey data to quickly configure . . i
ssite and be able fo communicate with Congress 2022 Barcelona, Onsite & Online Log in
fo shared data or deny access from your Share your abstract and be part of 'The Magic of Cardiology’ Connect to your account

eive some Marketing emails from Client

Submit before March 20 [Usemqme (Email) ]

Password

Forgot Password?
March 22 Don't have an account? Sign up

lient use data collected on his web site...

Upcoming Congresses

-

OneKey Connect @ 2022. All rights reserved. Need help2 Contact us

 2022. All rights reserved. Need help? Contact us
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© !dentity Verification

HealthCare Authenticator

Business email

”
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Sign up data HCA Automatic HCA Manual identity Validation

identity verification verification by OneKey
based on OnekKey research associates in 115
Data countries

HCA verifies if user is truly an HealthCare Professional
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HealthCare Authenticator

How does it work?

@ Yes: Inform visitor that he can sign-in / No: Inform visitor that we were not able to identify him

Automatic Identity
verification (ms)

No: Manual identity
verification 3/5 days

User identified? User identified?

Standard registration
form and Multi-Factor
Authentication

OAN|D [SOA

OneKey
connect

Allow Client to access your OneKey Data

Onekey data fo quickly configure
ble fo communicate with

Visitor v Yes: Give consent
. ’ O Yes, | agree that Client use data collected on his web site.

T ST

Customer web site

Data provided to Customer web site are: Data from registration form,
validated email from MFA, Identity verification result (Trust level),
Consents and OneKey record if user has been identified.
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9 OneKey Profile

HealthCare Authenticator

Workplace name
Address

‘ County
( 4

Specialties
Professional Code

+ OneKey Insights

OneKey profile to improve you customer Knowledge
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0 Single Sign On

HealthCare Authenticator

Persanalise your experience

Login

unt yet? Register he

healthcare providers

OR

ect with your OneKey a unt

! D

HCA allows user to connect on web
sites and mobile apps with his/her
OneKey /| OWA credentials.

In 2023, they will be able to switch
from on web site to another without
entering their credentials.

Benefit from OneKey growing community and
decrease drop off rates
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© clobal solution

HealthCare Authenticator

identity provider Federation integration

HCA adapts to all kind of websites  ysingopend protocol.
and mobile apps

Customer has already an
Authentication solution and only
wants to verify the identity of his
users = We provide with HCA

Identity verification API.
FEDERATION integration
Customer has already an
Authentication solution and he wants
Cu St? mer his users to be able to connect with a
Web,SIte or OneKey account > HCA as
mobile a PP secondary identity provider Federation
integration using OpenlID protocol.

FEDERATION integration

Customer has already an

CLIENT-SIDE Integration

Customer has developed a standard website
(HTML, JS) / web app or mobile app = HCA
JS and Angular JS SDK Client-Side integration
using OpenlD protocol and Proof Key for
Code Exchange.

SERVER-SIDE integration

Customer has created a web site with a
CMS like WordPress or Drupal and needs
an authentication solution = HCA as
identity provider Server-side integration
using OpenlD protocol.

Authentication solution and wants his
users to be able to connect with a
OneKey account - HCA as primary
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HealthCare Authenticator

for Websites and mApps dedicated to Providers

‘ HCA available in 116 countries

@ In the US, HCA will be integrated into DMD - AIM XR
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@ Fastimplementation

HealthCare Authenticator

Documentation Free Trial Customization

Documentationis available on You can geta Free Trial HCA You can customize the HCA
HealthCare Authenticator web version without customization + SDK production version with
site. Or we provide it to you. example of integration directly our customization tool orwe /,
from our web site do it for you.

Kickoff Q&A Q&A Go Live

Kickoff meeting with < New meeting and New meeting and Q&A Final Meeting
customer and his Q&A by email. by email.
partners.

Implementation is performed by Partners
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Logo

a Easy Customization

HealthCare Authenticator

YOUR LOGO

Fonts @

Sign up
Create your OneKey account
[ First name* ] Last name*
_B.n..wess email Phone
Country Zip code
City* Profession*
Specialty* of€ssional ID#

*mandatory fields

approved clients. As stated
this information, make am r registration at any fime. This can be

done via the contact link bottom of your profile page.

OneKey Connect @ 2022. All rights reserved. Need help? Contact us

OneKey
connect

Allow Client to access your OneKey Data

Allow Client to access your OneKey data to quickly configure
your profile on its website and be able to communicate with
you. You can access to shared data or deny access from your
OneKey accou

es, | agree to receive some Marketing emails from Client
O Yes, | agree that Client use data collected on his web site...

*Mandatory

Cancel Allow

Terms of use
Privacy policy
Mandatory and
optionnal

OneKey Connect @ 2022. All rights reserved. Need help2 Contact us

—@ Colors @——

consents
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©) Aris to integrate Data into your ecosystem

HealthCare Authenticator

@ @ {:é} HCPs’ details collected during
sign-up process, especially for
1. Users’ APl 2. Consents’ API 3. Visits’ API 1 HCPs who are not identified or not
part of Customer OneKey

Subscription.

Pull HCPs’' consents
2 collected during

T ‘-, (eee | sign-up process.
| ib-  [Date
Customer’s ecosystem L m HCPs' visits data on
& 1 (0 "'} use 3  their web site or

mobile apps

Collect consents for your Marketing campaigns, Integrate HCPs' details and visits to
improve your customer knowledge, HCP's 360deg view, best next move...
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9 Admin tool for Website and users management

HealthCare Authenticator

HCA Provides a Selfcare tool that allows
— Client web sites” administrators to manage
and monitor their web sites and users.

» Customize and manage users registration forms
« Upload lists of users for registration/validation
+ Invite validated users to connect

+ Access to Dashboards /| Get alerts

» Manage themselves HCPs authentication

(search, validate/refuse)

Request HCP's authentication from HealthCare

N

S — Authenticator Identity Verification Services..
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