- | COMPLIANCE ISLAND"

BY ISLAND SYSTEMS

CMMC & NIST 800-171 COMPLIANT
AZURE VIRTUAL DESKTOP ENCLAVES FOR CUI

Compliance Island helps you easily meet NIST SP 800-171 or CMMC 2.0 Level 2 compliance
requirements via specialized compliance documentation, cloud VDI technology, and security built in
Azure and Microsoft 365.

Compliance Island is designed for U.S. Government and DoD contractors supported by a Microsoft
Partner or other service provider, and for enterprise customers with in-house IT and infosec teams.

End Users
- . , ABOUT COMPLIANCE ISLAND
Your Applications, Solutions, and Services
Azure, Microsoft 365, Compliance, Certification & . . . .
Dynamics 365 Solutions Operations Support Com pllance Island dramatlcally S|mpl|ﬂes
the compliance process, reduces
N compliance scope, and enhances
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security.

Technology Compliance
¥ Limited Compliance Scope ¥ Policy, Plans, & Procedures

All the technology, security,
documentation, and compliance features

¥ Zero-Trust Architecture ¥ Technical Documentation

¥ Fully Compliant Technology v Detailed Requirements to

and Processes Implementation Mapping needed to achieve NlST 800-171 / CMMC
Microsoft Cloud Level 2 compliance, in just a few weeks,
Azure Virtual Desktop Partial Compliance .
are included.
Compliance Program Requirements Compliance Island automatically deploys
fully compliant enclaves running Azure
WHO NEEDS COMPLIANCE ISLAND? Virtual Desktop Windows PCs with
DoD and U.S. government Microsoft Office 365 directly into
contractors handling: FCI, CUI, and customer owned Azure tenants (GCC-
CUIl specified categories like High recommended).

Nuclear, (NNPI, DCNI), and Export
Controlled (EXPT, NOFORN, NATO)

Compliance Island instances can be used
as-is for secure Windows + Microsoft
Office 365 workloads and are easily
extended to support any Azure, Microsoft
365, or Dynamics 365 services you want

Microsoft Partner o deploy
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WHY COMPLIANCE ISLAND?

SAVE MONEY

Most organizations follow the gap remediation process. This risk-prone, one-off
approach to compliance leads to significantly increased short and long-term
costs. Say goodbye to large budgets to meet compliance requirements. With a
Compliance Island subscription, you get everything you need to lower costs by
as much as 70% when compared to the typical remediation approach.

SAVE TIME

Meeting compliance requirements is a complex and difficult task requiring
hard-to-come-by experts in a range of fields and taking many months to
complete. With Compliance Island you'll meet NIST 800-171 / CMMC technical
requirements in hours and achieve full compliance in as little as few days.

MSP / MSSP / CSP OPPORTUNITIES

Play a leading role for your customers by helping them meet their security
monitoring, risk & change management, training, and incident response needs.
Take advantage of new opportunities created by the cost and time savings to
offer your customers productive new solutions. Or tap into the estimated 80% of
the Defense Industrial Base made up of SMB customers with smaller budgets,.

IMPROVED EXPENSING OPTIONS

Avoid large up-front costs while moving the cost of IT from capital to operating
expense, reduce energy costs, save by no longer purchasing new server
hardware, and gain the possibility of per-contract cost allocations.

COMPLIANCE SIMPLIFIED

Reduce compliance scope by storing and processing data in secure FedRAMP
High U.S.-based data centers. Leverage Microsoft's and Compliance Island's
system-specific compliance features to dramatically reduce effort and cost.
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Compliance Island simplifies NIST SP 800-171 and CMMC compliance for
U.S. Government and DoD contractors who handle CUI by using cloud-PC
technology to secure the data combined with system-specific compliance
documentation, policies, and procedures, as well as other services.
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Key use cases
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COMPLIANCE SOLUTIONS
Open the doors to low-
cost, high-security
compliance done the
right way.

COMPLIANT PLATFORM
Use as-is or build on top
of Compliance Island
with any Azure, Microsoft
365, or Dynamics 365
solution.

PROTECT CUI DATA

Get DoD Assessment
Methodology scores to
all 110 points in days
while ensuring
compliance with DFARS
7012 and other US,
Government regulations.
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EASY CERTIFICATION
Contractors can self-
certify by following
Compliance Island
policies and may qualify
for Easy Audit™ for
certified assessments.
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