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WE PROVIDE IT SERVICES WITH EXCELLENCE IN QUALITY AND

PREMIUM SERVICE

SEEKING TO BUILD REAL AND LASTING TIES WITH OUR CUSTOMERS, EMPLOYEES, AND PARTNERS.
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@ management

CAP2AM is an identity and access
management platform that is quickly
adopted and adaptable to the most diverse
governance challenges.
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We are an IGA (Identity Governance and Administration)
platform, a category created by Gartner for positioning
identity and access management and administration tools.

Gartner



Fast Track IG&A Adoption

With CAP2AM you connect your HCM/payroll
system and / or third-party management and
get a better experience in managing the
Onboarding and Offboarding process.

It's Identity Governance and Administration
with controls and agility.

You will manage the life cycle of user access
and identity (access request workflows)
centrally, no matter if it is in the cloud or on-
premises.

access
management

A full orchestration of the Granting and Revoking
processes (cloud, on premises or both).
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Current Priorities @P access
Global priorities in IG&A — Identity Governance & Administration management

Y

SECURITY GOVERNANCE EFFICIENCY
Reduce risk & Mitigate Simplify Data Privacy & Reduce operational costs,
impact of a breach Compliance Efforts streamline workflow & access

automation



Automatically

Granting &
Revoking

Password

Management
(reset & change)

Identity &

Provisioning
(AD, Exchange
Office 365)

Request
Access

(self-service)

Segregation
Matrix (SoD)
& Access
certification

CAP access

management

Top 5 challenges tackled by CAP2AM

Our modern approach aligns with
IG&A trends to support our customers

Gartner



Identity & Provisioning

Onboarding - Top #1 priority in terms of provisioning

il

Provisioning
Network users

I

)

Permissions to
VPN access

>~

Provisioning accounts to
0365 / Exchange /
Google

QD

Provisioning VoIP
(Cisco)

access
@ management
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Access to network
folders

<

Granting &
Revoking access to
legacy applications



Offboarding - Top #1 priority in terms of deprovisioning

& &

Block Block
accounts
(quarantine)

Revoke Block

etc

CAP daccess

management

Revoke

£

Block
Accesses &



How It Works? @ M nagement

Soap/REST Request Get_Organizations
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CAP2AM integration with HCM
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HCM Systems

O
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HCM System (Human Capital Management) is an
identity source where we receive employee data &
business roles that will be used to create digital
identity profiles and access roles to company
resources.

This information along with other sources data is
used to access administration and governance.
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access
management
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access
CAP management
Email
SaaS/Cloud Apps

On-premises Apps

Data Resources

Networking



Example of New Employee Onboarding CAp) access

management
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HCM Systems
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{lﬁw New employee is created on HCM
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creates and identity profile needed

information, access requests are created to r Networking

]
resources O

Based on business roles and access
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SaaS/Cloud Apps

“Access to CLOUD APPS is not

HCM Systems
needed”

O
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CAP management I:%
T On-premises Apps

Example of Employee Change Roles
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Example of Employee Leaving @ —

Q) = Email
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HCM Systems

O ! < % SaaS/Cloud Apps
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[[lﬁﬂ] Employee status is marked as
inactive > 3 Data Resources

CAP2AM receives status update and
revoke all identity access

N\ Access to resources is removed
L2 ) within minutes

Networking
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CAP daccess

management

Top #2 priority in terms of IGRA

- ) 55 o

Who has Who approved How can I Who is the
access? the access? request an access owner?
access?

& < A

Who really had to Witch systems user Is the user access
approve the need access? already valid or is
access? expired?




Centralized governance of dozens of types of accesses

O/‘o

Network users
E-mail
Biometry
Tokens

VoIP

©;

YA
Oracle
Microsoft
Totvs
Dynamics
MV

Tasy

(/@

CRM
Intranet
Help Desk
E-Learning

000

&3

Password reset
Network folders
Databases

VPN

CAP daccess

management

S

Sales Force
Workday
SharePoint
ServiceNow
Etc ...



Access Request Workflows

Empower business users

Access Request
(self-service)

access
@ management
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The Path to Progressive IG&A

BEST MATURITY

7. Error Reduction
8. Risk Mitigation

9. Focus on strategic tasks

Measure bottlenecks

Prioritize tickets reduction

ACCESS CONTROL Starting automation
(pareto)

1. Access Inventory
2. Granting and Revoking

3. Centralized control

CAP access

management

Common scenario for the starting the adoption of an Access
Management system, since almost all companies already have some
type of “ticketing system” related to the granting and revoking of
accesses.

Additionally, is strongly recommended users accounts clean up early in
the first stage of deployment, reducing the risk of unused accounts.

At this level of maturity, it is already possible to measure where the
bottlenecks of the process are, in addition to being able to identify a
Pareto (80/20) of the main systems and accesses.

Error Reduction; Access inventory; Compliance; Reduction of manual
Service Desk activities; Reduction of Audit Points; Mitigation of labor
risks; Information Leak Mitigation etc.



SUCCESS CASES To0) access

management

Granting and Revoking of
thousands of accesses
integrated to SAP and
Active Directory, in
addition to periodic re-
certification of accesses.

Significant reduction in
password reset tickets in
the ERP (MV) and release
of the security team for
activities with higher

Automation of employee
onboarding and
offboarding, provisioning
all 0365, AD and VoIP
accounts.

Oracle IDM replacement in 3
weeks, reduction of
hundreds of tickets and
automation of new access

controls.
added value.
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access
management

Nova Solicitagio

1. selecione

* \2. Preencha

3. envie
Areas e Workflows Procurar

Solicitagdes

AD - CriarUsa
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Lt
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\
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© CAP Workflow
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CAPZAM CAP access
Hybrid Integration NEUECELISI
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CAP dCCess
Access Requests — Self-service Portal management

Qiteris

waftsmare compary

Hi John!

Welcome to your workspace. Here you can access all tasks, requests and other information necessary for your management.
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Advanced

Tasks > Refresh RF‘-CIUEStS > Refresh

Overdue (0) Risk of Overdue (0) On Time (1) All (34) Overdue (12) Risk of Qverdue {0) On Time (22) Reviewing (0]
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CAP dCccess
Automatic or manual grants/revoke management

Solicitagdo £ Refresh | = Columns £ Configurations

Type of Process
— Pending Authentication SLA
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CAP daccess

management

Customizable Forms and Approvals steps (Access Workflows)

Fields

Authentication type @

Access Risk Score

Observations




Dashboards

Jun/2020

Mai/2020

Abr/2020

Mar/2020

Few/2020

1an/2020

Now/2019

I conduidas

o

Quantidade de Solicitagdes por Status

Em Andamente [ Canceladas

100

Solicitagdes por Prazo

Prazo Vencido

Dentro do Prazo

Active Directory

Inativado

Blogqueado

Noveo Usudrio

Movimentacdo

Revogacdo

Concesséo

CAP

access
management




Custom Dashboards

Active Directory

Inativado

MNoveo Usudrio

Retormo

Afastamento

Movimentacdo

CAP daccess

management

Solicitagoes por Workflow

SAP - Desabilitar Usuario
Acesso a Pastas de Rede

Novo Usudrio Terceiro no AD Nova Caixa de E-mail no
xchange & Office 365

Inativar Usuario no Active
Directory (Desligamentao)

Inativar Caixa de E-mail no
Exchange & Office 365
Movo Usudrio no Active Directory
(Admissdo)

Atuglizar Usugno no Active
Directory {Movimentacdo)

Restricdo ou Liberacdo do Usudrio
no Active Directory (Afastamento




Access Timeline

CAP daccess
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access
management

Grant

Grant
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