ZERO TRUST

SECURITY

m Microsoft 365 INSCO



o 33% of Australian Businesses have experienced

cybercrime with an average cost of $276,000 (23 to
51 days to recover). *

e COVID has resulted in an unprecedented adoption

of cloud services - functionality taking precedence
over security.

e Many businesses have not addressed the changes
to the security landscape.

* Australian Government - Department of Communications -
https://www.communications.gov.au/sites/default/files/Cost%200f%20cybercrime_INFOGRAPHIC_WEB_published_08102015.pdf
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Agenda

Today we will:

 Discuss what Zero Trust is and explore its key
components

e Review Microsoft's solutions to these modern
threats and challenges

 Present some of Jasco’s security offerings
powered by the Microsoft engine
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What is Zero Trust?

—4
— 0

Workloads

<

Intelligence

Devices

Principals
* Verify explicitly

« Least privileged
access

e Assume breach

Components

|dentity
Devices
Applications
Data
Infrastructure
Network
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Why is Identity important?
cLouD!!

 The security boundary is no
longer the firewall

 |s the first line of defence in a
cloud first world

* Aligned with every sign-in,
application or data transaction,
and defines privilege

\\\\
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Devices

« Remote work demands
greater levels of
control, access, and
device management

L=

Traditional device

management solutions

* Key to facilitating
a successful and

do not reach past the secure BYOD
(old) security boundary strategy
Q] Identity
455 LA Device / Activity
% g’ © Location
% ®1 Workload
Risk scoring
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Applications

* Shadow IT is often an important
but invisible risk to the
business

Microsoft Cloud

* Unsanctioned apps pass on
BN - o - LK) e their own insecurities to the
[:I = . Lree e g BN business

¢
S - | He -

dolidc som:=co=wffof

| Cloud SaaS apps * May impact upon regulatory

compliance responsibilities
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Data

 Corporate data is the life blood of a 0 \

business '\ 0 0

* Leakage of sensitive information may
result in stolen IP, fines due to non-
compliance, and impact to company
brand
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External Threats

Malware

Email threats

Phishing
mail

=

Opens
attachment

Clicks on URL
"B

User browses ta a
Wt ie

-

* Credential theft and infiltration
* Ransomware

Brute force account
S use stolen credentials

Exfiltrate data

= ()

Access/manipulates
data in cloud apps

Ll

Exploitation

Caommand & A t.:{;":i‘.-] sensitive data

& Installation Control "
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Map accounts/ Lateral Privileged account  Domain
network resources  movement compromised compromised
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Microsoft's Security Architecture

Security Operations Center (SOC) C

| L. Microsoft Threat Experts | | R Incident Response, Recovery, & CyberOps Services

This is interactive!

1.
2.

ybersecurity Reference Architecture

"E
Present Slide

Hover for Description
Click for more information

I 3.

I /7 Azure Sentinel — Cloud Native SIEM and SOAR (Preview)
rb-—-—-—,
1g Vuln y|CloudApp | Azure Microsoft || Office 365 || Azure
| Mgmt | | Security Security Center || Defender N
rS meer 1| & | Advanced Threat Protection (ATP)
-y----- Il I I ||

| |
I Graph Security API - 31 Party Integration
r¥-----—---—-
| Alert & Log Integration (e mccccmcmcmsee—s— e ————— e

April 2019 - https://aka.ms/MCRA | Video Recording | Strategies

Roadmaps and Guidance

1.
2.
3.

Securing Privileged Access
Office 365 Security

Rapid Cyberattacks
(Wannacrypt/Petya

= =

Secure Score
Customer Lockbox

Dynamics 365

Information Protection

Unmanaged &
Mobile Devices

On Premises Datacenter(s)

3rd party laaS

r
1
Hybrid Cloud Infrastructure i
1

Microsoft Azure

J: £ Cloud App Security

Azure Information

Intune MDM/MAM

AN Ew
.|

Managed Clients

System Center
Configuration Manager

Microsoft Defender ATP

Azure Security Center — Cross Platform Visibility, Protection, and Threat Detection

Configuration Hygiene

£ Azure | Security

Firewall = Appliances
& | e = B =
ey All e eee %
!

A Express Route
1 | .

mml Windows Server 2019 Security

. Window 10 + Just Enough Admin, Hyper-V Containers, Nano server, and more...

POomf3e

Threat
Analytics

Secure
Score

Windows 10 Enterprise Security

MNetwork protection App control
Credential protection |solation
Exploit protection Antivirus

Reputation analysis
Full Disk Encryption

Attack surface
reduction

Behavior monitoring

:(5 loT and Operational Technology

()

e

Azure Sphere

| Windows 10 loT |

Azure loT Security

| loT Security Maturity Model |

| 10T Security Architecture |

Included
with Azure
(VMs/etc.)
Premium
Security
Feature

Just in Time VM Access

Adaptive App Control
L XX ]

£\ Azure Policy

@ Azure Key Vault
&> Azure WAF

m Azure Antimalware

Application & Network
Security Groups

A

A Backup & Site
Recovery

Protection (AIP)
Discover
Classify
Protect
Monitor
Hold Your Own Key (HYOK)

Classification Labels

AIP Scanner

TEEETA...

] Office 365
= Data Loss Protection
Data Governance

= eDiscovery
e

% Azure SQL
" Threat Detection

Disk & Storage
Encryption
Confidential
Computing

DDoS attack
Mitigation+Monitor

LL X )

VLN

L

Identity & Access

Azure Active

¥ % Directory

-

<©>— Conditional Access — Identity Perimeter Management

» Azure AD Identity
Protection
Leaked cred protection

Behavioral Analytics
see

® Azure AD PIM

Multi-Factor
Authentication

» Azure AD B2B
&b Azure AD B2C

<> Hello for Business

® MIM PAM

e

4—| Azure ATP

S
= meaw
o

Active Directory

_ B SaL Encryption &

ESAE Admin Forest |

— Data Masking

| @ Azure SQL Info
— Protection

-| @ Microsoft Defender ATPl

| Compliance Manager

a5 Microsoft

S Mode - -
| Security Development Lifecycle (SDL) | I Trust Center I Intelligent Security Graph I
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Azure Active Directory (AAD

\\\\\

/_\ Azure

G(LJSI(: Apps

* Single sign-on simplifies access @ Offce365
to your apps from anywhere :

nnnnnnnnn

* A single identity platform lets o
you engage with internaland  g» S e

Directory /-
external users more securely | |
(8) schooloay
(Workplace @
* Gartner recognised access box 5
management leader in 2020 *
Blackblggll:ﬁJr

* Gartner - https://www.gartner.com/doc/reprints?id=1-24F36V24&ct=201021&st=sb
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Multi Factor Authentication

* Remove the insecurities of outdated
password management processes.

 MFA (or 2FA) secured accounts are 99.9%
less likely to be compromised. *

* Protect access to resources using three key
principles

* Microsoft Corporation - https://www.microsoft.com/en-au/security/business/identity/mfa
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Conditional Access

Signals Verify every Apps
access attempt and data

User and 5 . @ .
. Device L8 o -
location - -
- \ : Allow access

A : _ 101010

i H 01010|

: : -n 101010

: Require MFA :

: A ‘
< v : :

Limit access
Application &

& Real-time ..,
data sensitivity risk

Block access
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Microsoft Endpoint Manager

Formerly known as Intune

« Centrally manage your fleet of
workstations and mobile devices
regardless of their locations

T Upload < Download 7 Edit " Fullscreen D e

Dashboard | New dashbcard

kd Dashboard
5 Device enroliment Device compliance Device configuration

 Extend on-premises Configuration Manager
capabilities to the cloud

OKe e OKe

Client apps App protection policy user status

DEVICES SUPPORT

VIEW ALL

* Provision new corporate devices from
anywhere

* Introduce a BYOD strategy securely
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Exchange Online Protection

 Reputation Filtering

« Spam and Spoof protection
* Anti-Malware

« Content Filtering

 Zero Hour Auto-purge




Microsoft Defender for Office 365 (MDO)

Formerly Office 365 Advanced Threat Detection (0365 ATP)

 Exchange Online Protection features.
C— B © Zero Day attack defence.

* ContentFiltering and Anti-Malware for
Teams, SharePoint, and OneDrive.

« Email and Password Attack Simulation.
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Microsoft Defender for Identity (MDI)

Formerly Azure Advanced Threat Detection (Azure ATP)

Azure Advanced Threat X

O @ o contoso-corp.ppe.atp.azure.com

* Protect against identity
compromise

11:11 AM Sep 1, 2018

. ticket
* Prioritised information to o
Closed [0] 2:42 AM Sep 1, 2018

Suppressed [0]

focus on real threats

11:56 AM Aug 30, 2018

* ldentify vulnerabilities
before attacks happen

4:55 AM Aug 28, 2018

4:55 AM Aug 26, 2018

Azure Advanced Threat Protection | contoso-corp | Timeline

A7) & Suspected Golden Ticket usage (time anomaly)

Open [17] Jeff Leatherman used a Kerberos ticket from RDPSRV to access Contoso-DC (LDAP), exceeding the maximum lifetime for user

Suspected Golden Ticket usage (nonexistent account)

contoso.com\Boni, which does not exist in Active Directory, used a Kerberos ticket from RDPSRV to access 2 resources.

Suspected DCSync attack (replication of directory services)
Nick Cowley on JEFFL-DESKTOP sent 1 replication request to Contoso-DC

Suspected DCShadow attack (DC replication request)

JEFFL-DESKTOP, which is not a valid domain controller in contoso.com, sent changes to directory objects on Contoso-DC
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Microsoft Defender for Endpoint (MDE)

Formerly Windows Defender Advanced Threat Detection (Windows ATP)

Microsoft Defender Security Center

Threat & Vulnerability Management dashboard

Organization exposure score

Exposure score

This score reflects the current exposure associated
h machin g
30 70
M.
36/100
0-20 W Medum 30-62 [l High 70-100

Exposure score over time A 36 Lo

100

Organization configuration score

Configuration score:
292 /578

ols
Application 13/63
==
os 45 /175
L]
Network 32/62
CE—
Accounts T/
L]
Security controls 195 / 266
o]

Configuration score over time 4 12

300

S

attack

Machine exposure distribution

Exposure distribution

Exposed machines ar

ow W Medum @ High

Top security
recommendations 4/51

Based on highest organizational exposure impact

Update Chrome
2 Exposed machines
w2520  Software patch

Update Windows 10

1 Exposed machines

00  Software patch (o]

Turn on PUA protection
2 Exposed machines

~3.00 9.00 Configuration change

Turn on Attack Surface Reduction rules
2 Exposed machines

*300 | +900 Confguration change

Endpoint detection and response

Threat and vulnerability
management

Automated investigation and
remediation

Next generation
protection and attack
surface reduction




B® Dashboard - Microsoft 1 X {+ v

O @ | A hitpsy/meastestd.portalcloudappsecurity.com/#/dashboard *

Cloud App Security pel

e Centralize and control cloud
app activity

Get started with Cloud App Security 0 Create a Cloud Discovery report @ Connect apps @ Create policies | Learn more..

[i
n General dashboard I conToso
General dashboard

% 557 E 5.5K ) (Q) jw

activities monitored files monitored accounts monitored
View dashboard for a specific app

Micresoft 365 admin center @-@ ous (g @ 94

discovered apps (last 20 days) governance actions taken user notifications sent

* Discover Shadow IT and
enforce policies to manage
cloud usage.

Microsoft Azure Information Protection

Microsoft Skype for Business

Micresoft Support - General 9/] O Open alerts

Micresoft Word Online - General = IHigh
© oOffice 365 61 edium i

High . Custom il
O Microsoft Cloud App Security ) Alert on new API token creation - I
© vt e "  Protect your sensitive
O wicrosoft OneDrive for Business [0 Alert on new API token creation - f t = h =
© Vst shaepon oine CER— Information anywhere in
ST Access policy alert
Micresoft Exchange Online
Impossible travel activity 4 hours ago Activity policy alert .

Amazon Web Services - US STETT(RERES

O Box-Us System alert Cloud Discovery automatic log upload error

View all alerts in the last month...
Salesforce - US

Microsoft Power BI

Micresoft Teams
Micrasoft Cloud App Security W W 77 Activity matches ] 432 Content matches
/

G Suite - US

 Assess the compliance of
your cloud apps.

Potential ransomware activity Malware detection
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Microsoft Sentinel
Security Event and Incident Management (SEIM) and Security Orchestration and Response (SOAR)

Microsoft Anae £ Search (OunGs, S nces, 0nd doo

« Gathers security events across
multiple platforms - T T T

 Related events are collated into : === “FH«IMWLHWI s Lo = i
. . . D thiey ; e Remcte procsdure Gl (RPC) attempt 8 nes
Incidents for review and e | ' e

correction —

19 % a w =

2 i Mo, ralous
< L Potential malicious events
Az

.
G s MALCORS 5 IVINTS C

82K
2

. “ o cuTRouND
0 » - 4K »
a

wacono
s 78K ~
’ a Democratize ML for your SecOps

* Uses configured policies and . § s
machine learning to automate "
corrective action
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Jasco’s Flexible Approach
* Not every Business is the same

* Tiered offerings to address
customers of multiple profiles

* Consultancy and Tailoring!!l




Tier 1 - Security Essentials

Providing visibility for Identities, Users, and Devices without borders

Objectives Components

Protect against common + Modern Authentication - Multi Factor
external threats. Authentication and Conditional Access

Ruin Attacker’'s Return on « Device management and security -
Investment (AROI). Windows Defender, Log Analytics,
Endpoint Manager

Provide visibility of your
security standing and « Spam, Phishing, and Malware protection
security events. - Exchange Online Protection

« Office 365 Access Control and Reporting
- Conditional Access App Enforced
Restrictions m
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Tier 2 - Security Enhanced

Adding enhanced Visibility, Protection, and Insider Risk Management

Objectives

In addition to Security Essentials:

* Protect email against zero-day attacks and educate
staff on how to identify phishing attempts - Microsoft
Defender for Office 365

« Track and understand non-standard behaviours using
Heuristics and Machine Learning - Microsoft Defender
for Identity

@@@

« Track,lIsolate,and Automate compromise remediation |00| |00| |00|
- Microsoft Defender for Endpoint 101010

* Remove Shadow IT risks - Microsoft Cloud App

Security @
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Thank You




