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KAMIND GUARD+ is an advanced
cybersecurity solution that empowers IT
Leaders to manage and improve their
Security Posture. It gives them weekly IT
Security Scores, a list of Security Events,

recommendations and helps track actions.
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Benefits:

* Security Transparency

* Improved Planning and
Tracking

e Reduction of Exposure

e Cost Effective

 Documentation & Audit
Control

e Verification of Control
Status

Exposure Score: The 4
exposure scores help IT
Managers gain an
understanding of what their
security posture is and
where to focus the changes
they need to make.

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com

503-726-5933
Copyright 2024 KAMIND IT, Inc., All Rights Reserved
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Improve Your Security Posture
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@agit-scm
f— Umbrella Corporat...™
@openss Date Ertered
®python a2z B gosm0n
o Software Exposure: Reports
o0—o0 p : Rep
®gimp
- show what vulnerable software
®@mozilla
®ccgle Software Exposure
oo exists in an Environment
®cisen *
®zpple
Recommendation_Mame Exp. Tt Bublic_ Status Rec Vers  Remediati Vendor  Score - Softwa re
Mach Machines Exploit on_Type
ines
FirmwareUpdats Lenovo Thinkcentrs M310g 3 3 falze  Active Firmware  lencvo 122
Firmware Updste - enaor
FirmwareUpdate Lenove Thinkpad Yoga 11e 3rd 3 3 false Active Firmware  lenovo 75
Gen Firmware Update .
Update Apple Itunes to version 121232 1 1 false  Active 121282  Updste  apple 2 - Re CO m m e n d a t I O n t e
Update Apple Itunes to version 12.12.0.4 2 2 false  Active 121294 Update  apple 4 y p
Update Cisco Anyconnect Secure Mohility Clisnt 4 4 true Updste  cisco E
t 1 11 fake Updste  gimp 22 .
I - Number of Exposed machines
z 3 false Update git-scm 1
17 21 false Update  git-sem 26
[ 11 faise Update  git-sem 48
2 28 trus Active Update  google 40
Updats Google Chrome to varsion 4 20 false Active 11305672 Updst=  google 22
113.0.5672.127 127
Update Google Chrome to version 113.05672 63 11 14 falze Active 11305672 Updste google 10
63
Update Google Chrome to version 112.0.5672.03 1 14 false  Active 113.0.5672. Update google 10
93
Update Google Chrome to version 2 14 true Active 11405735 Updste  google 20
1140.5735.110 110
Update Goegle Chrome to version 2 13 true Active 1140.5735. Update  google 12
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Improve Your Security Posture

Security Recommendations: Guard+
takes the Microsoft recommended oty
actions Which are Organized into: Control_Nzme Description Implementation_Status ea:e_Entered

RoleOverlap Ensure that your administrators can accomplish their werk with the least amount of You have 25 users with least  7/16/2024 5:44:04 F
privilege assigned to their account, Assigning users roles like Password Administrator or  privileged administrative

° . Exchange Online Administrator instead of Global Administrator reduces the likelihood of  roles.
® I d e n t l ty M I C rO S Oft E n t ra a C C O U n t S & 2 global administrative privileged account being breached,
OneAdmin <p>Having more than one global administrator helps if you are unable to fulfil the needs You cumentiy have 2 global  7/16/2024 5:44:04 F

I or obligations of your organization. Its important to have a delegate or an emergency  admins.
rO e S account someane from your team can access if necessary. ft also allows admins the ability

to monitor each other for signs of a breach.</p> <p> <strong:Note«/strong::</p>
° Data t h ro u h IVI i C ro S Oft I n fo r m a t i O n <p>According to {15 0365 Benchmark 2.0.0 the suggestion is to have between two to
g four global admins. Currently the condition to comply is to have more than one global
administrator - This security recommendation will be updated accordingly to (IS
P rote Ct i O n benchmark in the future,</p> <p=-<strongRationale</strong=i</p> <p>If there is only
one global tenant administrator he or she can perform malicious activity witheut the
possibility of being discovered by another admin. If there are numerous global fenant

.Ap ps e m a i I a n d C I O u d a p ps’ i n CI u d i n g ;Sr:;n::_vea:;‘s:gea;:rrij:f\y it is that one of their accounts will be successfully breached

UserRiskPalicy With the user risk policy turned on Microsoft Enira ID detects the probability that auser  Youhave Dusersoutof63  7/16/2024 344:04F

Offi Ce 3 6 5 a n d M ic rosoft D efe n d e r fo r account has been compromised. As an administrator you can configure a user risk that do not have user risk

Conditional Access pelicy to automatically respond to a specfic user risk level, For policy enabled,
example you can block access to your respurces or reguire a password change to geta

CI O U d A p p S user account back into a clean state,

AdminhFAV2 <p>Requiring multifactor authentication (MFA) for administrative roles makes it harder ~ You have 1 out of 8 users with 7/16/2024 5:44:04F
for atfackers to access accounts. Administrative roles have higher permissions than fypical administrative roles that

.

.ASR - A k S f R d . If any of th i ised | ti ization i d.Ata aren't registered and
ttack Surrace Reduction ittt e g st GOy, e VA
- . lliv-<lizAuthenticafion adminictratarfinhene</iz <lix Rillina adminictratnrfnhenr < Ais

*Endpoint Microsoft Defender for

.

Endpoint

Windows 10

Recommendation_Categ...

Secure score for Devices:
oo Show vulnerabilities that

@ Accounts

etk exist in the areas :

@ Application
‘Wiredows. 10

Windows 11

Windows 10

*Application
*Operating system

Sec Exp Exp Recommendation_Mame Status Related_Comp Fix Type Sev  Vendor Date_Ente
Score  Scor Endpo onant Scare [ ] N etWO r k
Imp e ints
Imp
- *Accounts
9.00 140 67 Block Office applications from Active ‘Windows 10 Configuration 9 microsoft  T/14/202«
injecting code into other processes Change @3ITIT A ° . |
9.00 1.26 67 Block Office communication Active Windows 10 Configuration 9 microsoft  7/14/202« Sec U rlty CO nt rO S
application from creating child Change 93737 A
processes
9.00 140 67 Block Win32 API calls from Office Active ‘Windows 10 Configuration 9 microsoft  T/14/202«
Macros Change R
800 1.22 66 Disable Anonymous enumeration of  Active ‘Windows 10 Configuration 8 microsoft  7/14/202«
shares Chanae 3737 A
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Audit History

Home

Show | 10 | entries

= Account

Users Audit Type Auditor
Tenants/Reports ©  Role Audit SER Test
Audit .
ol ©  UserAudit SER Test
©  User Audit Michael Tevs
MOﬂth|y HR User Audit ©  Group Audit Michael Tevs
Audit Type: User Audit
Auditor: SER Test
©  Role Audit Michael Tevs
Filters Active - 0
©  UserAudit SER Test
Approved Status @
Copy | | Bt [ |LF2E © Group Audit SER Test

Audits: Help clients provide the evidence that they need for proof of
monitoring user access. This covers:

*Users
*Groups
*Roles

Guard+ provides an audit tool for the client Admins , giving them the
ability to create a report that the company has reviewed the users,
what roles they have and groups that they are a part of.

Guard+ clients can have a clear view of users that can authenticate
and use their 0365 Cloud Environment.

® KAMINDA
Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com = =
Cloud Solutions Advisors

Copyright 2024 KAMIND IT, Inc. , All Rights Reserved
503-726-5933
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Improve Your Security Posture

Date_Entered

last  ~ 1 Waeks

B3 71172024 - 7/17/2024

Status Device_Name

Mot complisnt  KAMIND-G3349

e FOF ol IPUIRE

Device Compliancy

Date_Entered
-

TA1172024 112319 PM. Windows

T4 FIADA 145740 DRA WBmrdnr

Azure Defender for
Cloud: provides a
secure score that

104

an

GUARD+4

M20% Deyice_ Compliant _St...
@ Compliant
@ Mot compliant
® Mot evaluated

@In grace period

OperatingSystem  OsVersion Email

0.22631.3593 sgadamani@kamind.com

MAOMAA 249D rolmbrmr il ~

Al w
Date_Entered
last ~ 1 Weeks -
3 7/11/2024 - 7117/2024 — &
Recommendation_...
W select all
O
| | High
M Low
B Medium

Recommendat Resource Na Environm  Recommenda
| Severity  me ent

ion

Higl

tion_Name

h mabstest Azure Log Analytics

agent shouid

Recommendation_Description

Defender for Cloud collects data from
your Azure virtual machines (VMs) to

Device Compliance: Provides a
weekly view of which devices are
not compliant, who owns them
and probable reasons as to why.
It covers:

*Windows devices
*Android devices
*|0S devices
*MAC devices

Azure
Defender Cloud Score

GUARD+.
—

Count of Recommendation_Link by Recommendation_Severity

172K (741%)

Recommendation_Severit
@ Medium

®High
@®Llow
L]

487K (21.02%)

16.59K (71.57%)

Recommendation_Link Remediation_Descriptio Recommen  Date_Entered

n dation_State
a

portal.azure.com/#blade/Microsoft_Azure_Secu For multiple ways to 71172024 11212

rity/RecommendationsBlade/assessmentiey/d  install and configure your

aggregates security
findings into a single

be installed on  monitor for security vulnerabilities and

virtual threats. Data is collected using the <a

machines target="_blank"
href="https.//docsmicrosoft.com/azure/a
zure-monitor/platiorm,/log-analytics-
agent”>Log Analytics agent</as,
formerly known as the Microsoft
Monitering Agent (MMA}, which reads

1db3318-017-16de-29eb-

Log Analytics agent see

280344515626/ resourceld/%2fsubscriptions%2  the <a target="_blank"

o1 4bcfT-2a75-40/0-9192-
57ze502cda2 b2 fresourceGroupst2fKAM-
WUS2-MGMTO1-

RGO1%2fproviders%2fMicroseft.Computedt2fvi

rtualMachines%2fmabstest

href="https://docs.micres
oft.com/azure/azure-
maonitor/platform/log-
analytics-
agent#instaliation-and-
configuratien”following

various security-related configurations instructions</a=,
and event logs from the machine and
copies the data te your Log Analytics
workspace for analysis. This agent is also
required if your Vs are used by an
Azure managed service such as Azure
Kubemetes Service or Azure Service
Fabric. We recommend configuring <a
target="_blank"
href="httpsy//docs.microsoft.com/azure/
defender-for-cloud/enable-data-
collection?
wt.mc_id=defenderforcioud_inproduct_p
ortal_recoremediation”>auto-
provisioning </a> to automatically
deploy the agent. If you choose not to
use auto-provisioning, manually deploy
the anent t6 waur Vi sina the

score.

Guard+ View — Azure
Recommendations

Guard+ pulls the
recommendations and lists what
needs to be changed and how to
fix it.

(® KAMINDA
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Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com
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Improve Your Security Posture

A = / @GUARD+} Risky Users:

Count of Users by Risk Level Count of AzureAdld by RiskDetail and RiskState

RiskState @ atRisk @confimedCompro... @confirmedSafe @ dismissed @ remediated () H ave 0 n e O r m O re ris ky S i g n -
ins.

8 ey — e One or more risks detected on
®hidden & adminGenerstedTe. . .

343

ssinortmessc. | the user’s account, like Leaked
C:-:untofAzureAdld h Credentials-
e A behavior such as frequent

Risky Users

Email RiskSiate RiskLevel RiskDetail DateEntered
-
atRisk medium none 6/6/2024 4:46:23 P f 1 I d 1 1 | t 1 I
atRisk medium  none 6/13/2024 51349 AM a I e S I g n I n SI O r m u I p e
atRisk medium  none 6/14/2024 Q2327 P .
dismissed  none none 6/10/2024 9:31:47 PM d h g h t
remediated none userPerformedSecuredPasswordChange  6/10/2024 3:21:52 PM p a S SWO r C a n e S I n a S o r

remediated none userPerformedSecuredPasswordChange  6/14/2024 £:34:41 PM

.
remediated none userPerformedSecuredPasswordReset  £/10/2024 3:20:53 PM tl I I le fra l I Ie .
remediated none userPerformedSecuredPasswordReset  6/26/2024 3:56:25 PM

alveca hichan@lifawnrlcrw arn Aicmiccar nnna nnna AIT/2024 150305 AR

The risky users report lists all
users whose accounts are at risk
of compromise.

Endpoint Compliance Settings:

Clients should set compliance settings for their devices (iOS, Android, Mac and
Windows.) Guard+ enables clients to view their scored settings and plan
changes.

DateEntered

L 1 Years

Window 10/11 Compliance & TA8/2023 - T1T/2024

Pelicies
Policy Bit Locker OSMax OS5 Min Passwor  Pass Pass Pass Min  Pass Min  Recpcled Pass PassReg 2 Pass Reqg Sec Storage  Last Mod Date

Eriabled dBlockSi  Expires Alin Length nactive Paws Block  RBeg UnlockFro Req Healthy Baat En Reqg

mple after Char Lack Count midle Type Dewice Encr
Count Repart
-
aTe True [Falze | 165 c 15 e N N - ccozoocondneM
Bitlocker True [False | (Fale  Fake o R - 10/3/2023 3:57:46 PM
compliance base - 3164 4 15 3 True True o _ 121072020 11:13:16
FiA

Guard+ Windows Policy True True 30 o E 5 10 True True 1 True True: True 3/25/2024 10:08:29 PM
Guard+ ‘Windows Policy True True an o B g 10 | True True T True True True 37252024 10:45:52 PA
AR W mplance policy True - o True: - 5/22/2022 11:32:00 PM
Kb WIN10 DefaultPolcy True True o
LE4&- MDA -CMPOD True 3165 B 13 24 True True o
MAC-BADM-CMPOD Compliance True 15 5 True True C
Policy
Win10 Device - Persanal 10017763 o
Total

® KAMINDA
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Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com
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Improve Your Security Posture

Data Loss Prevention: is a security solution that identifies and helps prevent
unsafe or inappropriate sharing, transfer, or use of sensitive data. It can help
your organization monitor and protect sensitive information across on-premises
systems, cloud-based locations, and endpoint devices. It also helps you achieve
compliance with regulations such as the Health Insurance Portability and
Accountability Act (HIPAA) and General Data Protection Regulation (GDPR).

Guard+ View — Data Loss Prevention

Guard+ deploys templated DLP policies into a client's environment and then
reports against them each week to understand what types of data are at risk.

Mol sslections v Data Loss Prevention (.) GUARD+4

Date_Entered

Count of Title by Email and SensitivelnfoType

Last 1 Year:
Count of Title by SensitivelnfoType SensitivelnfoType @ LU.5. Bank Account Mumber

SensitivelnfoType
@ LS, Bank Acc..

mobboss@umbre.

132 {100%)

Email

= Bhart@umbrellaorg.com
= funcook@umbrellacrg.com
= meobboss@umbrellaorg.com
= Pw: Microsoft licensing update
= Re: KAMIND old wire ~13 or so
= Re: Microsoft licensing update
=" Re: National Psoriasis Foundation reguesting ACH \Wire information
= Re: OQuistanding inwoice
= Re: wire instructions - follow up - KAMIND
Total

Shart@umbrellac. .

Email

(® KAMINDA

Cloud Solutions Advisors

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com
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Improve Your Security Posture

Conditional Access (CA) is

a security policy enforcement
solution available with your Azure
AD Premium P1 or Microsoft 365
Business Premium subscription.
Once users initiate the log-in
process with a password, the
application employs If/Then logic
to grant access or deny access
based on certain conditions or
“signals.”

:m’jelectz\l ) @ GUARD*"

f— W enzbled
M enabledForReportingButNotEn...

Conditional Access
tered

Grouphiame email email

Excluded Locations Include Locations

If ConditionA and ConditionC @

then (MFA)

ElseIf ConditionB
then (Access)
Else (Deny)

Guard+ View — Conditional Access

Conditional Access Policies:

Guard+ presents all the Policies that are in place

e Policy status

e Associated client applications

e Assigned Risk Level
e Service Principal Risk Levels

e Included/excluded (Platforms/Users/Groups/Locations)

Guard+ presents both top down and bottom-up views, enabling clients
to view the interactions of the policies in one page.

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com

® kAMINDA
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Copyright 2024 KAMIND IT, Inc. , All Rights Reserved
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Improve Your Security Posture

Mail Forwarding: Forwarding emails to personal accounts is both
a security and compliance issue. If an email contains personally
identifiable information, organizations are at risk of breaching
Compliance Policies, Data Loss and Standards like CMMC, GDPR and
HIPAA Standards. Private accounts can be targeted by malicious attacks,

and there is no telling who else could gain access to emails.

Sender

Recipient

. @GUARD+}

TotalEmail
sForwarde
d

DateEntered

Multiple selections ~ DateEntered
Last v o2
RuleDisplayName Recipient 5 7/18/2022 - 7/17/2024
sent only to me
FWD Rule
sent only to me
sent only to me
sent only to me
I
/ sent only to me clandis@kamind.com sent only to me
5 5
I sent only to me

Count of Recipient
1

chris@newsom
mer.com
chris@newsom
mer.com
chris@newsom
mer.com
chris@newsom
mer.com
chris@newsom
mer.com

Guard+ View — Mail Forwarding

clandis@kamind.com

clandis@kamind.com

clandis@kamind.com

clandis@kamind.com

clandis@kamind.com

1

1

1

6/26/2024 10:25:19 PM

7/5/2024 8:21:59 PM

7/1/2024 8:56:38 PM

7/14/2024 9:55:59 PM

7/16/2024 5:20:07 PM

Guard+ evaluates and reports what Rules are in place, for each Sender, who

the recipients and how often an email is forwarded. Allowing the IT

manager to evaluate if something needs to be addressed or not.

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com

Copyright 2024 KAMIND IT, Inc. , All Rights Reserved

503-726-5933
10
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Provide Proof of Execution

KAMIND recognizes that you or your clients are potentially starting the
journey to CMMC compliance, which requires you to capture evidence of
your environment's maturity.

Guard+ is beginning to capture evidence from Microsoft environments to
provide a consistent weekly view of your environment's settings.

225%

)

£3VIO1"1 ) s Wy
TR = A~

Back to
Security
Reports

Guard+ is Available for Commercial Office 365, Azure Government and
Office 365 GCC High.

® KAMINDA
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Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com
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Provide Proof of Execution

Guard+ provides a supplementary service that enables an authorized
user to audit your Users / Groups / Roles.

The report provides evidence that you have reviewed access to your
environment.

=
AC.L1-3.1.1 - Authorized Access Control User
@ d. authorised users are identified (AD Groups
User Status Approved Mame Email Status
@ W select 2l False AADDS Domain Joiner Enabled
AuditDate B Disabled False BrightGauge Kiosk Enabled
Last . 3 Vears . B cnabled False cloudfinderbackup Enabled
False KAMBR_1 Enabled
False KAMBR 2 Enabled
Approved False Kamind Reporting Enabled
AuditName AuditType AuditDate B select all False Kemind Test2 Enabled
- - — — False Kamind Testd Enabled
August 2024 Group Audit  Group Audit  §, 24 52147 PM B False _ X K _
August 2024 Group Audit Group Audit 24 62414 PM m e arindaiin Eraled
i ; - rue False P8l Test Enabled
August 2024 Role Audit Role Audit 24 61518 PM
August 2024 Role Audit Role Audit 24 £:29:25 PM
August 2024 User Audit User Audit 24 6:03:51 PM Roles
L STEDALE 2 E TR L Approved Approved Name RoleName Email
Group Report Group Audit 3 24 316532 PM W selectal
Test Group Audit 24 11:30:15 AM
Test Group Audit 24 11:58:01 AM
Test Group Audit 24 6:14:25 PM
Test Grouo Audit 2024 T:00:54 PR
Group
Back.to Approved Approved MName GroupName GroupType
SR:::::_": W selectall False AADDS Domain Joiner  AAD DC Administrators User Group
\ / . False False AADDS Domain Joiner  All Users User Group
B T False AADDS Domain Joiner  CA-Persona-Global User Group
False AADDS Domain Joiner  KAM Users - All User Group
False Accounting Accounting Test User Group
False Accounting Accounting_AVD User Group
False Accounting CA-Persona-Microsoft3655ervicefccounts  User Group
False Accounting KAM Users - Intune User Group
False Allison Blakemore 202202 Smart Goals User Group

. ANz e e e

You can filter the audits by date, type, user, group, role as well as approved,
enabled or disabled.

KAMIND A

Cloud Solutions Advisors

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com

Copyright 2024 KAMIND IT, Inc., All Rights Reserved
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Provide Proof of Execution

AC.L1-3.1.1(c) is a Cybersecurity Maturity Model (CMMC) practice that
controls system access based on a user's, process's, or device's identity.

Guard+ captures all devices that are managed by Microsoft and
registered in the Active Directory.

KAMIMD IT CORP <
4
m Date Entered
ACL1-3.1.1 - Authorized Access Control
€. devices (and other systems) authorized to connect to the system are identified ast o Manths
B 8/12/2024 - 8/11/2024
@ Endpoints
@ Status Device_Mame Model Manufacturer DeviceEnrollme DeviceRegistrat Ad Reg Mgmt OS 0S ver Date Entered  Email
Status ntType ionState Ag
™ Select all = - - - -
n grace CPC-cclar-ZTNJV  Coud PC Enterprise Microsoft windowsAzureAD)  registered True mdm Windows 100226314 9/8/2024 T:0712  cclark@kamind.com
M Disabled period BvCPU/32GE/512G3 Corporation oin 037 PM
1 Enabled Not compliant CPC-cclar-ZTNJV  Cloud PC Enterprise Vicrosoﬂ w.\rcowsAzureADJ registered True mdm Windows 10.0.226313 8/18/2024 T:07:31  cclark@kamind.com
- BvCPU/32GB/512GB Corporation oin 880 PM
Mot compliant  CPC-cclar-ZTNJV - Cloud PC Enterprise Microsoft windowsAzureAD]  registered True mdm Windows 10.0.226314 8/25/2024 0741 cclark@kamind.com
vCPU/32GE/512GB Corporation oin 037 PM
Not compliant CPC-cclar-ZTNJV  Cloud PC Enterprise Microsoft windowsAzureAD)]  registered True mdm Windows 10.0.226314 8/25/2024 21434  cclark@kamind.com
SvCPU/32GB/512GB Corporation oin 037 PM
A_pp roved Mot compliant CPC-cclar-ZTMJV  Cloud PC Enterprise Microsoft windowsAzureAD)  registered True mdm Windows 100226314 9/1/2024 0712 cclark@kamind.com
|| Select all 8vCPU/32GB/512GB Corporation ain 037 I
1 True Compliant CPC_-rrkatz- Cloud PC Enterprise Vicrosoﬂ w.\r‘cowsAzureADJ registered True mdm Windows 10.0.19044.4 §/18/2024 7:07:31 mkatzer@kamind.con
- JRVSS BvCPU/32GB/512GB Corporation oin 412 PM
Compliant CPC-mkatz- Cloud PC Enterprise Microsoft windowsAzureAD)  registered True mdm ‘Windows 100190444 §/25/2024 70741 mkatzer@kamind.con
JRV35 8wCPU/32GE/512GB Corporation oin 412 PM
Approved Compliant CPF_—rrkatz- Cloud PC Enterprise Vicrosoﬂ w.\rcowsAzureADJ registered True mdm Windows 109 90444  B/28/2024 911435 mkatzer@kamind.con
JRVS5 BvCPU/32GB/512GB Corporation oin 412 PM
W selectall Compliant CPC-mkatz- Cloud PC Enterprise Microsoft windowsAzureAD]  registered True mdm Windows  10.0.190444  9/1/2024 0712 mkatzer@kamind.con
. False JRV35 SvCPU/32GE/512GB Corporation oin 412 FM
Compliant CPC-mkatz- Cloud PC Enterprise Microsoft windowsAzureAD)  registered True mdm Windows 10.0.19044.4 9/5/2024 T:0T12  mkatzer@kamind.com
. True JRVS5 8vCPU/32GE/512GB Corporation oin 412 PM
Compliant CPC-mievs- Microsoft Dev Box Microsoft windowsAzureAD)  registered True mdm Windows 100226313 8/18/2024 T:07:31  mievs@kamind.com
50812 16vCPU/B4GE/256GE Corporation oin 880 PM
\,
Ve
Azure Resource_Group_Name Resource_Mame Resource_Type Resource_Location  Status
Status kam-wus2-mgmt01-rgdi 0785fcEf-0eb0-4c3b-ac00-c3bdbS78dect Microsoftinsights/workbooks westus2 Active
— kam-wus2-mgmt01-rgli 0b3267db-055f-4250-8928-97fac090d492 MicrosoftInsights/workbooks westus2 Active
] Selectall kam-wus2-mgmt0l-rgdl Obcfc94b-£57b-4f52-b313-bE5cTab8cdla Microsoft.Insights/workbooks westus? Active
. Active kam-wus2-mgmt01-rgli 0c00d284-bdag-4527-bab7-919c40466282 MicrosoftInsights/workbooks westus2 Active
: Removed kam-wus2-mgmt0l-rgdl 11b11¢b8-87ca-4bbf-94e6-27dBec5c1274 Microsoft.Insights/workbooks westus? Active
kam-wus2-mgmt01-rgdl 18caacB5-6cc7-4686-3812-78705%ea5940 MicrosoftInsights/workbooks westus2 Active
kam-wus2-mgmt0l-rgdl 13263760-43%-4cac-bbbé-825c4b435682 Microsoftinsights/workbooks westus2 Active
kam-wus2-mgmt01-rgdl 1d258759-98ce-45dc-a705-dbd5662ad0fc MicrosoftInsights/workbocks Active
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Provide Proof of Execution

IA.L2-3.5.3

Multifactor Authentication: Use multifactor authentication for local and
network access to privileged accounts and for network access to non-
privileged accounts.

. @ GUARD+4

Name MFALogins. FailedLogins and SuccessLogins
IA.L2-3.5.3 - Multifactor Authentication Al e
m b. multifactor authentication is implemented for local
access to privileged accounts AppDisplayName @ MFALogins
@ Multiple selections e ®FsiledLogins
@ @ 5Successlogins
DateEntered h
s | o P— 35K 171K 187K 207K
(3 9/5/2024 - 971172024 Failedlogins SuccessLlogins MFALogins TotalLogins
Name Success  Falled MFA  Cond Acc ClientAppUsed AppDisplayName Country City Operating System
. Logins  logins Logins Success
0 3 o o Citrix Cloud Windows
2 0 2 2 Browser Deltek Vision/Vantagepoint us Beaverton Windows10
1 0 1 1 Browser Microsoft Forms us Beaverton Windows10
9 ] 9 0 Browser Office365 Shell WCS5-Client us Beaverton  Windows10
1 0 1 1 Browser Bing us Hillsboro ‘Windows10
5 4 4 Browser Citrix Cloud us Hillsboro Windows10
] 1 1 Browser Microsoft Teams Web Client us Hillsbora ‘Windows10
0 1 1 Browser Office 365 SharePoint Online us Hillsboro Windows10
0 1 1 Browser Cffice Online Core 550 us Hillsbora Windows10
7 (1] T 7 Browser Office365 Shell WCE5-Client us Hillsboro ‘Windows10
1] 1 1 Browser CfficeHome us Hillsbora Windows10
2 o 2 Browser Citrix Cloud us Middletown Windows10
1] [+ 1 Browser Cffice 365 SharePoint Online us Middletown Windows10
] o 1 Browser Cffice Online Core 350 us Middletown Windows10
7 1] [+] 7 Browser Office365 Shell WCSE-Client us Middletown Windows10
L o 2 Browser Mackenzie Desk Reservation us Portland los 17.6.1
o o 1 Browser Bing us Portland Windows10
2 3 v} 4 Browser Citrix Cloud us Portland Windows10
Back to 1 1] o 1 Browser Freshworks us Portland Windows10
Secu rity ] v} 1 Browser Mackenzie Desk Reservation us Portland Windows10
R’epors 0 o 1 Browser \-Tlc-rcscft Teams ‘."'.'.eb C|IE.I"t us Portland \:‘a:!n:l ows10
0 ] 1 Browser Office 365 SharePoint Online us Portland Windows10
] o 1 Browser Office Online Core 550 us Portland Windows10
24 ] ] 24 Browser Office365 Shell WCS5-Client us Portland Windows10
3 ) o 3 Browser CfficeHome us Portland ‘Windows10
i [} o 1 Browser ProjectWorkhManagement us Portland Windows10
1] 3 +] 0 Citrix Cloud Windows
3 3 o 6 Browser Citrix Cloud us Middletown Windows10
5 1] [+] 5 Browser Office265 Shell WCSS-Client us Middletown Windows10

Guard+ evaluates and reports what Rules are in place, for each Sender, who
the recipients are and how often an email is forwarded. This allows the IT
manager to evaluate if something needs to be addressed or not.
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Provide Proof of Execution

CM.L2-3.4.1 — SYSTEM BASELINING
Establish and maintain baseline configurations and inventories of

organizational systems (including hardware, software, firmware, and
documentation) throughout the respective systems development life
cycles.

Software per Device: Guard+ pulls the list of software that is running on
each endpoint that is registered in Active Directory.

Al

C

235

GUARD+A

CML2341e
CM12349b

SoftwareVendor

All

CM L2 3.4.1[e] the system inventory includes hardware, software, firmware, and

documentation.

CM L2 2.4.9[b] installation of software by users is controlled based on the

established policy.

DateEntered
last 1

[ 9/12/2023 - 97177,

Computer Name

Years

2024

SoftwareName

SoftwareVendor SoftwareVersion

ComputerOnsName

w7 kamind-10405

DateEntered

kamind-10495
kamind-10425
kamind-10405
kamind-10495
kamind-10405
kamind-10495
kamind-10495
kamind-10485
kamind-10495
kamind-10405
kamind-10495
kamind-10495
kamind-10495
kamind-10495
kamind-10405
kamind-10495
kamind-10495
kamind-10495
kamind-104935
kamind-10405
kamind-10495
kamind-104095
kamind-10495
kamind-10495
kamind-10405
kamind-10495
kamind-10405
kamind-10495
kamind-10495
kamind-10485

net

net

net

.net_core
.net_core
.net_core
net_core_sdk
net_core_sdk
net_core_sdk
-nat_framework
net_framework
-net_framework
Ak_capture_utility
4k_capture_utility
dk_capture_utility
T-zip

T-zip

T-zip

aplicacionss_de_microsofi_365_para_smpresas_-_gs-g5  m

microsoft
microsoft
microsoft
microsoft
microsoft
microsoft
microsoft
microsoft
microsoft
microsoft

microsoft

microsoft

aplicaciones_de_microsoft_265_pars_empresas_-_es-ez  microzoft

aplicacionss_de_microsofi_365_para_empresas_-_es-es  microsoft

archi_5.1.0
archi_5.1.0
archi_5.1.0
asp.net_core
3sp.net_core
3Ep.net_core
azure_data_studio
azure_data_studic

azure_data_studic

phillip_beawvoir_&_jean-baptiste_sarrodie  5.1.0
phillip_beauvoir_&_jean-baptiste_sarrodie  5.1.0
phillip_beauvoir_&_jean-baptiste_sarrodie 5.1.0
microzoft
microsoft
microsoft
microsoft
microsoft

microsoft

024 10:46:30 FM
024 5:39:37 PM
024 10:42:37 PM
024 10:46:30 PM
024 5:39:36 PM
024 10:42:36 PM
024 10:46:30 PM
024 5:39:36 PM
024 10:42:36 FM
024 10:46:30 PM
024 5:39:37 PM
024 10:42:37 PM
024 10:46:30 PM
024 5:39:36 PM
024 10:42:36 PM
024 10:46:30 PM
024 5:39:37 PM
024 10:42:37 PM
024 104830 PM
024 5:39:36 PM
024 10:42:36 FM
024 10:46:30 PM
024 5:39:36 PM
024 10:42:36 PM
024 10:46:30 PM
024 5:39:37 PM
024 10:42:37 PM
024 10:46:30 PM
024 5:39:36 PM
8/30/2024 10:42:36 PM
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Provide Proof of Execution

CM.L2-3.4.1 — SYSTEM BASELINING (continued)

Configuration per Device: Guard+ pulls the Device Configurations and
Policies.

device configuration policy is a set of rules and settings applied to devices
managed by Microsoft Intune to ensure compliance and security standards
across an organization. These policies allow administrators to control various
aspects of device behavior, including security settings, WiFi configurations,
VPN access, and encryption requirements. Through these policies, IT teams
can configure operating system features, manage applications, enforce
password complexity, and deploy security baselines.

KAMIND IT CORP - GUARD+ ’

g -~
[ CML2 341 D [VIEEY R CML2 3.4.1b: Establish and maintain baseline configurations and inventaries of organizational systems.
Ac | CML2 249 ; CMI2 342 CM.3.4.2: Establish and enforce security configuration settings for information technology preducts employed in organizational systems.
e\ 20
- ~
1A :
DisplayName Platforms
m Al M windows10

SI DisplayName Platforms ~ Description SettingsDefinitionld SettingsValue PolicyType TemplateFamil LastModifiedDat
J ¥ eTime
Windows Defender  windows10 device_vendor_msft_policy_config_defende 1

Microsoft Defender  endpointSecur  6/8/2023

AV Policy r_allowbehaviormonitoring Antivirus ityAntivirus 17:44:
Windows Defender windows10 device_vendor_msft_policy_config_defende 1 Microsoft Defender endpointSecur  6/8/2023
AV Policy r_allowcloudprotection Antivirus ityAntivirus 11:44:33 PM
Windows Defender  windows10 device_vendor_msft_policy_config_defende 0 Microsoft Defender  endpointSecur  6/8/2023
AV Policy r_allowfullscanonmappednetworkdrives Antivirus ityAntivirus 11:44:33 BM
Windows Defender windows10 device_vendor_msft_policy_config_defende 1 Microsoft Defender endpointSecur  6/8/2023
AV Policy r_allowfullscanonmappednetworkdrives Antivirus ityAntivirus 11:44:33 PM
Windows Defender  windows10 device_vendor_msft_policy_config_defende 1 Microsoft Defender  endpointSecur  6/8/2023
AV Policy r_allowintrusionpreventionsystem Antivirus ityAntivirus 11:44:33 BM
Windows Defender windows10 device_vendor_msft_policy_config_defende 1 Microsoft Defender endpointSecur  6/8/2023
AV Policy r_allowicavprotection Antivirus ityAntivirus 11:44:33 PM
Windows Defender windows10 device_vendor_msfi_policy_config_defende 1 Microsoft Defender endpointSecur  6/8/2023
AV Policy r_allowonaccessprotection Antivirus ityAntivirus 11:44:33 BM
Windows Defender windows10 device_vendor_msft_policy_config_defende 0 Microsoft Defender endpointSecur  6/8/2023
AV Policy r_allowscanningnetworkfiles Antivirus ityAntivirus 11:44:33 PM
Windows Defender  windows10 device_vendor_msft_policy_config_defende 1 Microsoft Defender  endpointSecur  6/8/2023
AV Palicw r allowscanninonstworkfiles Antivirus itvdintivirus 11:44:33 PM
DisplayName Description Type GroupMam  Target CreatedDateTime LastModified
e DateTime DeviceName DeviceStatus Emai DateEnt
AN WVIN U Levices - FMICIOEOTL.Qrapn.anuevic :;3.‘4'.-_'. PRt &/2ajius - S e e
MDEF Senszar esAssignmentTargat PM 11:52:30 PM mievsEkamind.com
Back to amind.com
sEcurity amind.com
arnind.com
\FEFOTB/' arnind.com

KAM Win10 Devices -

B #microsoft.graph.exclusio
MDEP Sensor

nGroupAssignmentTargst amind.com

c  10/18/2020 8:42:26

21 12:26.08

Wm0 W o W

021 12:2608

KAMIND A

Cloud Solutions Advisors

Learn more about KAMIND Guard™ and KAMIND Guard+ at http://www.kamind.com

Copyright 2024 KAMIND IT, Inc., All Rights Reserved
503-726-5933
16


http://www.office.com/business

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16

