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Azure App Registration Step by Step

Step 1
Creating an Azure App Registration involves a few steps.
1. Signinto the Azure portal using an account with administrator permissions.
2. Inthe left navigation pane, select App registrations.
3. Clickon + New registration to create a new app registration.
4. Provide the following information:
o Name: Enter a display hame for your application.

o Supported account types: Specify who can use the application (e.g.,
accounts in this organizational directory only, or any account).

o Redirect URI (optional): Although optional, it’s necessary for most
scenarios.

5. Click Register to create the application registration.

6. Note down the Application (client) ID and Directory (tenant) ID. You’ll need these
for authentication.

Step:2

To create a client ID and client secret for an Azure App Registration, follow these
steps:

1. Signinto the Azure portal using an account with administrator permissions.
2. Inthe left navigation pane, select Azure Active Directory.

3. Click on App registrations.

4. Choose the application for which you want to create the client secret.

5. Navigate to Certificates & secrets from the left navigation.

6. Selectthe Client secrets tab.

7. Click New client secret, provide a description, and set an expiration duration.

8. Click Add to create the client secret.



Step: 3
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To add API permissions to an Azure App Registration, follow these steps:

1. Go to App Registration: Open the app registration you have created.

2. Navigate to APl Permissions: On the left-hand side, click on "API permissions".

3. Add a Permission: Click on "Add a permission".

4. Configure Access : Provide the access as per the required settings.

5. Add API Permissions: As per given below screenshot

Home > App registrations > SP2AzureBlob

- SP2AzureBlob | APl permissions =
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applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent pracess. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission

API / Permissions name

v Microsoft Graph (8)
Files.ReadWrite.All
Sites.FullContral All
Sites.FullContral All
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Sites.Selected
User.Read
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~/ Grant admin consent for katproes

Description

Have full access to all files user can access

Have full control of all site collections

Have full control of all site collections

Create, edit, and delete items and lists in all site collections
Read items in 2ll site collections

Read and write items in all site collections

Access selected site collections

Sign in and read user profile

FIaVE Ui GLLEDS W ail IS USET il auiess
Have full contral of all site collections

Have full contral of all site collections

Create, edit, and delete items and lists in all site collections
Read items in all site collections

Read and write items in all site collections

Access selected site collections

Sign in and read user profile

Have full contrel of all site collections
Read user files
Read and write user files

Have full contrel of all site collections

Admin consent requ...

No

No

Yes

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
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& Granted for katproe5
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One you have added the APl Permissions Click on Grant Admin Consent
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@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflec
the value in your organization, o in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~/ Grantadmin consent for katproes

AP / Permissions name Type Description Admin consent requ... Status

v Wicrosoft Graph (8)
Files.ReadWrit=. All Delegated  Have full access to all files user can access No @ Granted for katproe5 -
Sites FullControl All Delegated  Have full contrel of all site collections Yes @ Granted for katproe5 nas
Sites FullControl All Application  Have full contral of all site collections Yes @ Granted for katproe3 s
SitesManage All Application  Create, edit, and delete items and lists in all site collections  Yes @ Granted for katproe5 ne-
SitesRead. All Application  Read items in 2l site collections Yes @ Granted for katproe5 bar
Sitas ReadWrite All annlication  Reart and write items in all site collections Yes @ Granted for katproe5 rae



