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Kloudynet Technologies

INTRODUCTION

Microsoft Teams Kloud Password Manager

Kloud Password Manager is a product of Kloudynet Technologies developed as a
Microsoft Teams application to manage password access within various levels of
administration within an organisation.

User
il
l L
Levella Levellb
l I
I
Level2
Level3



CHARACTHERS

Daniela Mandera/ User without admin access

Aaron Brooke / Approver

Gloria Mason / Account admin

Alex Walton / Requester

| Ty 2 i
OC 4 &



Aaron Brooke / Approver

Aaron Is a user with admin access.

He can create requests, view password generated for the requested system/software
when the request i1s Approved.

He can approve/reject requests for other users, revoke user's access to a
system/software based on the situation and rotate the password immediately.



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Welcome to Kloud Password Manager!

Hi there, I'm the Kloud Password Manager bot
Here are some of the things | can do:

+ Alert you when requests are pending

+ Alert you when requests have been approved or rejected

+ Help you manage passwords for different applications

» Provide regular reports on request status and approval rate

Ready to get started? Sign in!

Sign in 9

y 2 © B B G

User receives a welcome message from the bot when he opens the Kloud Password Manager-app and prompts him to sign in.



< 2 L2 Search or type a command

al Kloud Password Manager Home Reports Settings Bot
tivity

) L: ]

Cha Requests Approvals

@ Create New Reguest Show all = Filter Find
Request ID Entity Name Request Type Status Requested On Expires On

REQO0O01 DESKTOP-Q4PUP)2 Local Admin Password Level 1 - Rejected 20-08-2021 01-11-2021

REQO002 Dell Local Admin Password Level 1 - Approved 20-08-2021 01-11-2021

REQOQ03 Dell Local Admin Password 20-08-2021 01-11-2021

REQO0O04 DESKTOP-KJHFIEG Local Admin Password Level 2 - Rejected 20-08-2021 01-11-2021

REQO005 DESKTOP-611LTQK Local Admin Password Expired 01-08-2021 01-09-2021

REQO006 DESKTOP-456GF]| Local Admin Password Access Revoked 01-08-2021

Creating a new request



< 2 L Search or type a command

Q Kloud Password Manager Home Reports Settings Eot

Activity
@ o Create Request
Reques‘s Appruvals Create a new request to gen
Account®
Create New Request Local Admin Password Show all = Filter Find

Calender

]

Request ID Entity Name LAPTOP-HDT5JSK Expires On
REQOOO1 DESKTOP-Q4PURIZ Request messag 01-11-2021

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod 01-11-2021

REQOD002 Dell

tempor incididunt ut labore et dolore magna aliqua.

REQOOD3 Dell 01-11-2021
REQOO04 DESKTOP-KJHFIEG 01-11-2021

REQOODS DESKTOP-611LTQK 01-09-2021

Creating a new request



< > £ Search or type a command

al Kloud Password Manager Home Reports Settings Bot
tiwity

o
Requests Approvals

O

Create New Request

Request ID Entity Name Request Type Status

REQO0O01 DESKTOP-Q4PUP)2 Local Admin Password Level 1 - Rejected
REQO002 Dell Local Admin Password Level 1 - Approved
REQOO003 Dell Local Admin Password

REQO004 DESKTOP-KJHFIEG Local Admin Password Level 2 - Rejected
REQO0O05 DESKTOP-611LTQK Local Admin Password Expired

REQOO06 DESKTOP-456GFJI Local Admin Password Access Revoked

Accessing password for approved request

Requested On

20-08-2021

20-08-2021

20-08-2021

20-08-2021

01-08-2021

01-08-2021

Show all

Expires On

01-11-2021

01-11-2021

01-11-2021

01-11-2021

01-09-2021

= Filter

Find

G B B8 @

G




< > O Search or type a command

Q Kloud Password Manager Reports Settings Bot

Activity

@ o Request Details
Requests Approvals REQOOO1

Create New Request Show all = Filter Find

Calender

O

Request ID Entity Name ! J in Passwar Expires On

REQO001 DESKTOP-Q4PUPJ2 vlachin T 01-11-2021

DESKTOP-Q4PUPJ2
REQO002 Dell 01-11-2021

lequest

G

G

REQO003 Dell 01-11-2021

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod

tempor incididunt ut labore et dolore magna aliqua.
REQO0D0D4 DESKTOP-KJHFIEG 01-11-2021

REQO0O0S DESKTOP-611LTQK 20-08-2021 20-08-2021 01-09-2021

G

G

Status

Level 1

Accessing password for approved request



Q Kloud Password Manager

Adtivity

5) o
Requests Approvals

Create New Request

Calender

]

Request ID Entity Name

REQOO01 DESKTOP-Q4PUF)2

REQO002 Dell

REQO003 Dell
REQO00D4 DESKTOP-KJHFIEE

REQO005 DESKTOP-611LTQK

Accessing password for approved request

< 2 O Search or type a command

Home Reports Settings Bot

Request Details

REQOOO1
Account name

Local Admin Password

DESKTOP-Q4PUP)2
lequest messag

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-08-2021

Cancel

Show all

Expires On
01-11-2021
01-11-2021
01-11-2021
01-11-2021

01-09-2021

= Filter

Find

G

G

G

G




< > O Search or type a command

Q Kloud Password Manager Home Reports Settings Bot

Activity

@ 3] Request Details
Requests Approvals REQQODT

Request ID
Create New Request REQOOOT o all — . -

Account name

Calender
Request ID Entity Name Local Admin Password Expires On
REQO0001 DESKTOP-Q4PUP)2 Machin: T 01-11-2021
DESKTOP-Q4PUP)2
REQ0002 Dell 01-11-2021

REQOO03 Dell 01-11-2021

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod

tempor incididunt ut labore et dolore magna aliqua.
REQO004 DESKTOP-KJHFIEG 01-11-2021

REQOO005 DESKTOP-611LTQK 20-08-2021 20-08-2021 01-09-2021

Status
Level 1 - Appr
Password

visible_password >&

: |

Accessing password for approved request



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Requests Approvals
Show all = Filter

Request ID Entity Name Request Type Status Requested On Requested By

REQOOO1 DESKTOP-Q4PUR)2 Local Admin Password Level 1 - Rejected 20-08-2021 John Doe
REQO0O02 Dell Local Admin Password Level 1 - Approved 20-08-2021 John Doe

REQOQ0O03 Dell Local Admin Password 20-08-2021 Juliet Collins 2!

&£ Approve request

REQOOD4 DESKTCP-KJHFIE6 Local Admin Password 20-08-2021 Alex Walton
3 Reject request

REQOO0S DESKTOP-611LTQK Local Admin Password Expired 01-08-2021 Kyla Reynolds )

REQOOD6 DESKTOP-456GFJI Local Admin Passward Access Revoked 01-08-2021 Kyla Reynolds 2

Approving/Rejecting requests for other users



< > O Search or type a command

Kloud Password Manager Home Reports Settings Bot

Requests Approvals
Show all = Filter Find

Request 1D Entity Name Request Type Status Requested On Requested By

REQO0O01 DESKTOP-Q4PUPJ2 Local Admin Password Level 1 - Rejected 20-08-2021 John Doe
REQOO002 Dell Local Admin Password Level 1 - Approved 20-08-2021 John Doe
REQOO03 Dell Local Admin Password 20-08-2021 Juliet Collins
REQOO0D4 DESKTOP-KJHFIES Local Admin Password 20-08-2021 Alex Walton

REQO0O05 DESKTOP-611LTQK Local Admin Password Expired 01-08-2021 Kyla Reynolds

REQOO0G DESKTOP-456GFJI Local Admin Password Access Revoked 01-08-2021 Kyla Reynolds

View pending requests' details



< 2 L Search or type a command

Q Kloud Password Manager Home Reports Settinas  EBot

Activity

@ User Request Details
Requests Appﬂ:l-\rals View request details for the respective us

Request 1D
REQO00 Show all = Filter  Find

Accoun

Calender

Request ID Entity Name L¢ J in Passwor Requested By

REQO001 DESKTOP-Q4PUPI2 dachine nan equested b John Doe
LAPTOP-HDT5JSK Q Alex walton
REQOO002 Dell John Doe

iequest

REQO003 Dell Juliet Collins

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.
REQO0O04 DESKTOP-KJHFIEG Alex Walton

; ® View user request
REQOO05 DESKTOP-611LTQK 20-08-2021 20-09-2021 Kyla REYHD|dS

£ Approve request

= Reject request

Approving/Rejecting the requests for other users



< > L Search or type a command

Kloud Password Manager Home Reports Settings Bot

Requests Approvals
Show all = Filter

Request ID Entity Name Request Type Status Requested On Requested By

REQO001 DESKTOP-Q4PUPRI2 Local Admin Password Level 1 - Rejected 20-08-2021 John Doe

REQO002 Dell Local Admin Password Level 1 - Approved 20-08-2021 John Doe

G

REQO003 Dell Local Admin Password 20-08-2021 Juliet Collins

G

REQOO04 DESKTCOP-KJHFIE6 Local Admin Password 20-08-2021 Alex Walton

G

REQO005 DESKTOP-611LTQK Local Admin Password Expired 01-08-2021 Kyla Reynolds

G

REQO006 DESKTOP-456GFJI Local Admin Password Access Revoked 01-08-2021 Kyla Reynolds

View approved requests' details



Revoke access for the user

A

Activity

)

Calender

]

< > O Ssearch or type a command

Kloud Password Manager Home Reports Settinas Bot

Requests Approvals

Request ID

REQOO01

REQ0002

REQOO03

REQO0OD4

REQO005

Entity Mame

DESKTOP-Q4PUPJ2

Dell

Dell

DESKTOP-KJHFIEE

DESKTOP-611LTQK

User Request Details
View request details for the
Request ID
REQOO01
Account name
Local Admin Password
equested b

LAPTOP-HDT5JSK Q@ atex waiton

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-09-2021

Show all = Filter

Requested By

John Doe

John Doe

Juliet Collins

Alex Walton

Kyla Reynolds

Find

@ View user request
£ Approve request

] Reject request




Lo O Search or type a command

Q Kloud Password Manager Home Reports Seftinas  Bot

Activity
@ User Request Details
Requests Apprmrals View nequest details for the re

spective us

Request ID
REQQ001 Showall = Filter  Find

Account name

Calender

O

Request ID Entity Name L Requested By

ocal Admin Password

REQOOO1 DESKTOP-Q4PUP)2 Wachin T lequested b John Doe

LAPTOP-HDT5JSK Q Aexwalton
el onn Doe
REQOD002 Dell John D

equest messa

REQ0003 o] Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod Juliet Collns

tempor incididunt ut labore et dolore magna aliqua.
REQO0O04 DESKTOP-KJHFIE6 Alex Walton

; @ View user request
REQO005 DESKTOP-611LTQK 20-08.2021 Kyla Reynolds

£ Approve request

A Reject request

Rotate Password Cancel
iy

Rotate the password for the associated system/software so that the revoked user can no longer have access using an old password



i;? ‘ Daniela Mandera/ User

Daniela 1s a user without any admin access.

She can create requests and view the password generated for the requested
system/software when request 1s Approved.



< 2 £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Welcome to Kloud Password Manager!

Hi there, I'm the Kloud Password Manager bot
Here are some of the things | can do:

+ Alert you when requests are pending

+ Alert you when requests have been approved or rejected

+ Help you manage passwords for different applications

» Provide regular reports on request status and approval rate

Ready to get started? Sign in!

Sign in 9

y 2 © B B G

User receives a welcome message from the bot when she opens the Kloud Password Manager app and prompts her to sign in.




O Search or type a command

Kloud Password Manager Home Reports Settings Bot

Requests Approvals

Create New Request Showall = Filter  Find

Request ID Entity Name Request Type Status Requested On Expires On

G

REQO001 DESKTOP-Q4PUP)2 Local Admin Password Level 1 - Rejected 20-08-2021 01-11-2021

REQO002 Dell Local Admin Password Level 1 - Approved 20-08-2021 01-11-2021

20

G

REQO003 Dell Local Admin Password 20-08-2021 01-11-2021

G

REQO004 DESKTOP-KJHFIEG Local Admin Password Level 2 - Rejected 20-08-2021 01-11-2021

G

REQO005 DESKTOP-611LTQK Local Admin Password Expired 01-08-2021 01-09-2021

REQO006 DESKTOP-456GFII Local Admin Password Access Revoked 01-08-2021

G

'Requests' tab shows all the access requests created by Daniela.



< £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Requests Approvals

= Filter Find

Request ID Entity Name Request Type Requested On Requested By

'‘Approvals' tab does not show any requests from other users listed, as Daniela doesn not have admin access



Gloria Mason / Account admin

Gloria is an Account Administrator who controls the activities related to
the Account assigned to her.

An Account Is a system/software which needs access control defined by a
workflow within an organisation. Example: Local Admin Password, Azure, MS365

Workflow defines the various levels of approvals and admins assigned at each
level. Example of a workflow: UTr

Levell

|
i ! 1

LevelZ2a Level2b Level2c

|

Level3

22



Accounts Workflows

Account Name

Local Admin Password
MS365

Docker

Azure

Adobe

‘Accounts’ tab has a list of all the accounts created for a given organisation

< > £ Search or type a command

Kloud Password Manager Home Reports Settings

Enabled By

Hugh Fuller

Wanda Kinsman

Craig Hunter

Andy Rogers

Andy Rogers

Bot

Disabled

Enabled

Enabled

Enabled

Disabled

Show all

Enabled On

20-08-2021

20-08-2021

20-08-2021

20-08-2021

01-08-2021

Find

View account details

View entity list

23



L O Search or type a command

Q Kloud Password Manager Home Reports Settings Bot

Activity

@ Account Details
Accounts Workflows Local Admin Password

Account name
Enable New Account o Showall = Filter  Find
Local Admin Password

Calender System/Software to control access Account admin
Account Name Enabled On
Local machine & Gloria Mason

Local Admin Password { 20-08-2021

Assign use U Enabled on
MS365 Kloudynet_NetworkSystems 20-08-2021 20-08-2021

Status
Docker 20-08-2021

Enabled
Azure Waorkflow 20-08-2021
Warkflow-01 @ View account details

Adobe 01-08-2021

assword rotation duration Password request expiration Iil Disﬂble account

24 hours 720  hours

Enable @3 Disable

Viewing details of the account



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Accounts Workflows

Show all Find

Account Name Enabled By Enabled On

Local Admin Password Hugh Fuller Disabled 20-08-2021
MS365 Wanda Kinsman Enabled 20-08-2021
Docker Craig Hunter Enabled 20-08-2021

Azure Andy Rogers Enabled 20-08-2021
_ View account details
Adobe Andy Rogers Disabled 01-08-2021

View entity list

L)

Gloria can additionally view the entity list. In case of Local Admin Password System, she-is_able to view a list of machines.



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Accounts Workflows

Accounts > Local Admin Password > Entity list

Machine ID Machine Name Active Requests

KLDYNTOD0001 DESKTOP-Q4PUP)2 10
KLDYNTO00002 LAPTOP-Q4NCWF8

KLDYNT00003 LAPTOP-Q4LHGI9

KLDYNTO00004 LAPTOP-Q4KLPD8

KLDYNTO00005 DESKTOP-Q4AFVPO

Entity list shows the list of machines associated with Local Admin Password Sytem.

= Filter

Active Users

14

10

View detajis
Rotate password

View history

26



Q Kloud Password Manager Home

Activity

)

Accounts Workflows

Accounts > Local Admin Password > Entity list

Calender

]

Machine 1D

KLDYNT00001

KLDYNT00002

KLDYNT00003

KLDYNT00004

KLDYNTOQO0005

< 2> L Search or type a command

Reports Settings Bot

View Details
KLDYNTOOO00S

Account name
- = Filter Find
Local Admin Password
Machine 1D Machine name

KLDYNT00005 DESKTOP-Q4AFVPO

equUests

@ View details
=) Rotate password

@ View history

Details of each machine can be viewed separately along with the history of actions taken-on the corresponding machine and the users associated with this machine

27



Kloud Password Manager Home

Accounts Workflows

Create new -.«rc_:r<r|c\~i€

Workflow-01

Lacal Admin Password < MS365

User
l

!
Levella

1
Levellb
I

Workflow-05

Local Admin Password < M5365

User
l

)
Levella

1
Levellb
|

Level2

Level3

< 2 L2 Search or type a command

Reports Settings Bot

Workflow-02
Local Admin Password 3 M5365 f Edit
Uie-r T Delete
! 1

Levella Levellb

Workflow-06
Local Admin Password 3¢ M5365
User
.
! 1

Levella Levellb

Level2

Level3

'‘Workflows' tab has details of all the various workflows created and the account linked to-each workflow.

Workflow-03

Lacal Admin Password < MS365

User

|

Levell

|
) L 1

Level2a Level2b Level2c

Level3

Workflow-07

Lacal Admin Password M5365

User
J

{

Levella Levellb

1
I

Level2

Level3

= Filter

Workflow-04

Local Admin Password <

Find

User
!

MS365 X

{

Levella

1

Levellb

Workflow-08

Local Admin Password <

User
J

MS365 3

!
Levella

1
Levellb
|

Level2

Level3

28



Adtivity

)

Accounts Workflows

Add new workflow

Calender

]

Workflow-01

Lacal Admin Password % MS365 3

User
d

< 2> O search or type a command

Q Kloud Password Manager Home Reporis Settings  Bot

Create New Workflow

Create a workflow to set the a

Workflow name

Workflow-09

Add Level

Admini

1
Levellb

-

groupMame
Suggestion

Sugpestion2
&

| Add Admin |

| Add Group |

Workflow-05

Lacal Admin Password % M5365

User

groupMame

Delete |

Create Workflo ‘g

Gloria can create new workflows by adding admins/groups within an approval level. She-can also link multiple accounts toa workflow.

= Filter Find

Workflow-04

Lacal Admin Password < M5365

User
i

1
Levellb
|

Workflow-08

Lacal Admin Password % ME365

User

29



< 2 £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Stacked bar chart

30 days

W Label 1 Label2 M Label 3 Label 4

Table chart

Feb 1, 2020

Team name -

Team 1

Team 2

Team 3

= Filter

o Area chart

i Download .xlxs

« Download .csv

. Download .csv

B Line1 Line 2

Jan 1, 2020 - Jan 30, 2020

147,165
136,231

124,972

Dashboard for all the reports generated can be viewed and downloaded in various formats:

Find

Column 5

147,165

136,231

124972

30



Functionalities of the Product Admin
at Kloudynet.



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot
Accounts Workflows

a Enable New Account Show all = Filter Find

Account Name Enabled By Enabled On

]

Local Admin Password Hugh Fuller Disabled 20-08-2021

MS365 Wanda Kinsman Enabled 20-08-2021

Docker Craig Hunter Enabled 20-08-2021

Azure Andy Rogers Enabled 20-08-2021

Adobe Andy Rogers Disabled 01-08-2021

Enable new account option is available for product admins at Kloudynet to custom create-new account for clients.



Q

Adtivity

)

Calender

]

Kloud Password Manager Home
Accounts Workflows

Enable New Account

Account Name

Local Admin Password
MS365

Docker

Azure

Adobe

Adding details to enable a new account for clients as per their requirements

< 2> O search or type a command

Reports Settings Bot

Enable New Account
Enable a new account to control access of users for selected systel

rstem/Software to control access
Local machine

Account admin
’5 Gloria Mason

."\EE:I’:IH use up

Kloudynet_NetworkSystems

Add workflow
elect from existing workflow

Workflow-01

yn duration

hours

Enable Accou

Show all

Enabled On

20-08-2021

20-08-2021

20-08-2021

20-08-2021

01-08-2021

= Filter

@ View account details

5] Disable account

33



Bot Functionalities

34



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Create a new request by clicking on Create request button below and fill in your request
information.

Create request X

Create new request

y 2 © B B G

Chat messages can be sent to the bot with key words to create an access request.

35



< 2> L Search or type a command

Q Kloud Password Manager Home Reports Settings Bot
Activity

)

Calender

]

Create Request
Create a new request to gen

|E°| Create a new ret

. . Account™
information. i

Local Admin Password
Create reque

LAPTOP-HDTSJSK

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

3 Cancel
E=N

Create new request

36



< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Create a new request by clicking on Create request button below and fill in your request
information.

Create request

Thank you! Your password request has been successfully created with the Request ID: REQ000235.
You can click on the button below to view the details of the request created.

View request N

Create new request

y 2 © B B G

When a request has been created successfully, bot can be used to send notifications to the-user and the user can take direct actions from the adaptive card.

37



Q

Activity

S
o2

Calender

Create a new ret
information.

Create reque

Thank you! Your
click on the butt

View reques

< > L Search or type a command

Kloud Password Manager Home Reports Settings Bot

Request Details

Request ID

Account name

Local Admin Password

DESKTOP-Q4PUP)2

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-09-2021

Create new request

38



< > £ Search or type a command

Q Kloud Password Manager Home Reports Settings Bot
Activity

S)

New request for password has been created by Daniela Mandera for Local Admin Password System

“ and is awaiting your response. You can view the request by clicking on "View request’ button.

Request ID: REQO00235
Account name: Local Admin Password System

View req uestk

When a new request is created, admins in the first level of approval get notified through beot. Admin can directly take actions from the adaptive card.

39



Q

Activity

)

Calender

O

New request for
awaiting your re

Request ID:
Account name:
Status:

View reques

< > O Search or type a command

Kloud Password Manager Home Reports Settinas  Bot

=)

User Request Details
View request details for the

REQO00235
Account name
Local Admin Pa

LAPTOP-HDT5JSK & Daniela Mandera
equest messa

Lorem ipsumn dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-09-2021

40



< > L Search or type a command

Q Kloud Password Manager Home Reports Settings Bot
tivity

o

oo Create a new request by clicking on Create request button below and fill in your request
information.

Create request

Thank you! Your password request has been successfully created with the Request 1D: REQ000235.
You can click on the button below to view the details of the request created.

View request

Hi Daniela Mandera! Your password request with the Request ID: REQ000235 has been approved
by Level 1 Admin - Nina Cooper and waiting for Level 2 approval.

Request ID: REQO00235
Account name: Local Admin Password System
Status:

View requestk

Create new request

When an admin takes action on the request (approve/reject the request), the user gets notified through a bot.

41



< > O Search or type a command

Kloud Password Manager Home Reports Settings Bot

Hi Daniela Mandera! Your password request with the Request 1D: REQQ00235 has been approved
by Level 3 Admin - Jake Stephens.

Request ID: REQO00235

Account name: Local Admin Password System
Status: Approved

View request

View my password for REQ000235

Your password for Local Admin Password System with Request 1D: REQ0O00235 has been
generated. Please click on ‘Show password’ button to view the decrypted password.

Request ID: REQO00235

Account name: Local Admin Password System

Show password

L)
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Q

Activity

5]
w2

Calender

=)

Hi Daniela Manc
by Level 3 Admi

Request I1D:
Account name:
Status:

View reques’

Your password f
generated. Pleas

Request I1D:
Account name:

Show passwi

< > O search or type a command

Kloud Password Manager Home Reports Settings Bot

Request Details
RECO001

Request 1D
REQO001

Account name

Local Admin Pa

DESKTOP-Q4PUPJ2
iequest

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-09-2021

Status

Level 1 - Approved

Acquire password

y password for REQ000235
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Activity

= =

Calender

]

Hi Daniela Manc
by Level 3 Admi

Request ID:
Account name:
Status:

View reques

Your password f
generated. Pleas

Request ID:
Account name:

Show passw

< 2 O search or type a command

Q Kloud Password Manager Home Reports Settings Bot

Request Details

REQOOO1T

Request ID

REQOD0O1

DESKTOP-Q4PUPJ2
leguest

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-08-2021

y password for REQ000235
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Q Kloud Password Manager

Activity

O) o
Requests Approvals

4u))
Create New Request

Calender

]

Request ID Entity Mame

REQOO01 DESKTOP-Q4PUPJ2
REQO002 Dell
REQ0003 Dell
REQQ004 DESKTOP-KJHFIES

REQO0O05 DESKTOP-611LTQK

< 2 L Search or type a command

Reports Settings Bot

Request Details

REQOOO1
Request ID
REQOOO1

Account name

Local Admin Password

DESKTOP-Q4PUPJ2
\egues

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aliqua.

20-08-2021 20-08-2021

1cr =
visible_password >5\

o

Show all

Expires On

01-11-2021

01-11-2021

01-11-2021

01-11-2021

01-09-2021

= Filter

Find

G

G

G

G
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< > O Search or type a command

Kloud Password Manager Home Reports Settings Bot

Pending requests for you are as below. Please click on 'View more" button to see all your pending

requests.
Request ID Entity Name

REQO0O01 DESKTOP-Q4PUP)2

REQO002 Dell

REQO003 Dell

REQOO04 DESKTOP-KJHFIEG

REQOO05 DESKTOP-611LTQK

View more X

Requested By

John Doe

John Doe

Juliet Collins

Alex Walton

Kyla Reynolds

Show me all the pending requests

Admins can view the requests pending for their approval by sending a message to the bot:
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O Search or type a command

Kloud Password Manager Home Reports Settings Bot

2D D

Requests Approvals

Show all = Filter Find

Request ID Entity Mame Request Type Requested On Requested By

A

i

REQO001 DESKTOP-Q4PUPI2 Local Admin Password 20-08-2021 John Doe

REQO0O02 Dell Local Admin Password 20-08-2021 John Doe

REQO003 Dell Local Admin Password 20-08-2021 Juliet Collins

REQODOD4 DESKTOP-KJHFIEG Local Admin Password 20-08-2021 Alex Walton

REQOOOS DESKTOP-611LTQK Local Admin Password 01-08-2021 Kyla Reynolds




[{w}]
Calender

]

&

Your recent pen
pending requesi

Request ID

REQO0O01

REQOQO02

REQO003

REQO004

REQO0O05

View more

< 2 L Search or type a command

Q Kloud Password Manager Home Reports Seftinas  Bot
Activity

User Request Details
View request details for the
Request ID
REQOOO1
Account name
Le
quested b

LAPTOP-HDTS5JSK Q@ Hex watton

lequest

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempeor incididunt ut labore et dolore magna aligua.

20-08-2021 20-09-2021

X

1e all the pending requests
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Approvers > Bot > View request

< > £ Search or type a command

Kloud Password Manager Home Reports Settings Bot

Details of Request ID REQD00123 are as follows:

REQ000123

Local Admin Password

LAPTOP-HDTSISK

m dolor sit amet, consectetur Z]Cll[)iii(: g elit

View more

Show me Request ID REQ000123
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)

Calender

|E°| Details of Reque

REQ0001:

Local Admin Pz

Machine name
Requested by:
Request messa
Requested on:

View mor

< > O Search or type a command

Q Kloud Password Manager Home Reports Settings  Bot
Activity

User Request Details

View request details for the respective us

Request 1D

REQOO0123
Account mame

L¢

quested b

LAPTOP-HDT5JSK Q) AlexWalton

lequest

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod
tempor incididunt ut labore et dolore magna aligua.

20-08-2021 20-09-2021

x

1e Request ID REQQO00123
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< > L2 Search or type a command

Kloud Password Manager Home Reports Settings Bot

Show me Request ID REQQO00123

(0 D

Details of Request ID REQO00123 are as follows:

REQ000123

Local Admin Password

LAPTOP-HDTSISK
Alex Walton
m dolor sit amet, consectetur adipiscing elit

[

o

Requ

View more Revoke
|

Access has been revoked for Request ID REQQ00123. Click on the button below to rotate the
password for machine LAPTOP-HDTS5JSK linked to the account.

Rotate password

I
v 0 © B [ @

Account admin > Bot > View request



< > £ Search or type a command

Kloud Password Manager Home Reports

Settings Bot

Show me the entity list for Local Admin Password

The entity list for Local Admin Password is as below. Please click on "View more’ button to see more

information.

Machine 1D

KLDYNTO0001

KLDYNT00002

KLDYNT00003

KLDYNTO0004

KLDYNTO00005

View more A

Machine Name

DESKTOP-Q4PUP)2

LAPTOP-Q4NCWF8

LAPTOP-Q4LHGI9

LAPTOP-Q4KLPDB

DESKTOP-Q4AFVPO

Active Requests  Active Users

10 14

10

wee
@ View details
2) Rotate password

@ View history

y 2 © B B G

Account admin > Bot > View devices(LLAPS)
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< > £ Search or type a command

Q Kloud Password Manager Home Reports Settings Bot
tivity

°

Cha Accounts Workflows

Accounts > Local Admin Password > Entity list = Filter

Machine ID Machine Name Active Requests Active Users

KLDYNTO0001 DESKTCP-Q4PUPJ2 10 14
KLDYNTO00002 LAPTOP-Q4NCWF8 10
KLDYNTO0003 LAPTOP-Q4LHGI9
KLDYNTO0004 LAPTOP-Q4KLPD8

View details 9
KLDYMNTO0005 DESKTOP-Q4AFVPO

Rotate password

View history




< > O Ssearch or type a command

Q Kloud Password Manager Home Reports Settings Bot

Activity

@ View Details
Accounts Workflows

Accounts > Local Admin Password > Entity list L _ = Filter

Calender

Machine ID
D KLDYMNTOQ0005
KLDYNTOO001

equesis

KLDYNT00002
KLDYNT00003

KLDYNTO0004

@ View details
KLDYNTO0005

=) Rotate password

@ View history




5 —

Q Kloud Password Manager Home Reports Settings Bot
tivity

Details for LAPTOP-HDTS5JSK are as follows:

LAPTOP-HDT5JSK

Local Admin Password

KLDYMNTO000124
13

View history

O Search or type a command

Show me the entity details for LAPTOP-HDTSJSK in Local Admin Password

iy 2 © B & 0

Account admin > Bot > View device details
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