Konfer Cloud User Manual

Konfer Cloud is an Al governance platform designed to help organizations effectively manage, measure,
and monitor their Al systems. It provides a centralized interface to gain visibility into your organization's
Al assets, ensure they comply with regulations and internal policies, understand confidence factors, and
mitigate risks.

This user manual will guide you through configuring Konfer Cloud as per your organization's needs and
leveraging its key capabilities for robust Al governance. It covers:

e Configuration: Setting up users, regions, business units, policies, platform views, roles etc.

¢ Infrastructure Mapping: Discovering and connecting your Al assets hosted on cloud
platforms.

e Measuring and Managing: Visualizing asset details, risk factors, confidence factors, and
generating insights.

With Konfer Cloud's flexible and intuitive interface, you can customize the platform to fit your use cases
and continuously improve oversight over your Al systems. This user manual aims to help you quickly get
started and make the most of Konfer Cloud's governance capabilities.

1. Configuration

Konfer Cloud allows administrators to configure various settings to customize the platform.

1.1 User Management

To add a new user, go to the 'User Management' tab and click on 'Create New User'. Fill in details such as
username, email, role, region, and business units.
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Create New User

Username demo_user@acme-company.ai

Email ID
Password
Confirm Password

Role Select
Regions

Business Units Select

To edit an existing user's details, go to the 'User Management' tab, select the user and click 'Edit'. Make
the required changes.
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Edit User
Username aunag
Email ID raunag@konter.al

Role Admin
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1.2 Region Management

To create a new region, go to the 'Region Management' tab and click on 'Create Region'. Enter a name
and description for the region.
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To edit an existing region, select the region and click 'Edit". Make the required changes.



Create a New Region

Mame*®

Description

1.3 Business Unit Management

To add a new business unit, go to the 'Business Unit Management' tab and click on 'Create New Business
Unit'. Enter the name, select the region, and add a description.
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To edit an existing business unit, select it from the list and click 'Edit'. Make the required changes.



Create New Business Unit

Business Unit*

Region® Select

Description

1.4 Policy Management

To add a new policy, go to the 'Policy Management' tab and click on 'New Policy'. Enter the policy name,
description, file URL, and status.
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To edit an existing policy, select it from the list and click 'Edit'. Make the required changes.



New Policy
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1.5 Platform View Configuration

Go to 'Details Settings' to customize the platform view. Select the details you want displayed.
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1.6 Risk and Compliance Management

Go to the 'Risk Factors' tab and select a policy. Click 'Add' to add risk factors for that policy.
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Go to the 'BU Assignment' tab. Select a business unit and use the dropdowns to assign applications,
models, and databases to it.
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Go to the 'Card Templates' tab. Click on a template to edit it and add custom details.
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Go to the 'Role Management' tab to view and edit roles. Select a role and click 'Edit' to modify

permissions.
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Profile Assets

2. Infrastructure Mapping and Al Asset Discovery

Konfer Cloud allows you to connect to your hosting infrastructure like AWS SageMaker and Microsoft
Azure ML to discover and map your Al assets.

Go to the 'Infrastructure' tab and click on 'Connect' next to the desired cloud platform. Follow the
prompts to connect your account.
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Once connected, Konfer will automatically discover and extract details of your Al assets hosted on that

platform.

3. Measure and Manage

3.1 View Profile Overview

The profile page shows your overall governance scores based on policies, regions, and business units.
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3.2 View Application Details
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Double click on any application card to view in-depth details about that application.
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3.3 View Risk Factor Scores

Click on an application and go to the 'Risk Factors' tab to view the risk score for each associated factor.
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3.4 Browse by Confidence Factors

Use the sidebar to filter by confidence factors to see model cards sorted by confidence.
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4. Has the impact of the input variable on the target variable, been Boolean Attachments




3.5 View Asset Details

Go to the “Assets” tab to see a detailed view of asset confidence by region and business unit.
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Click on any application card to flip it and view additional details.

Employee Chatbot card
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Employee Chatbot
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Toggle the 'Graph View' switch to see a graphical representation of your assets.
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This covers the key capabilities of Konfer Cloud. Please reach out to support@konfer.com for any
additional assistance.



