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Azure Security Assurance Programme

Cloud platforms provide enterprises with near limitless capacity to grow and extend their
business through a vast array of compute, analytics, storage and networking services. With
such arange of readily available and evolving technologies, organisations struggle to gain
assurance that their cloud solutions have been designed and configured securely. Kontex
helps organisations navigate through the challenges of incorporating security into their

cloud and hybrid environments.

Why Work With Kontex

We combine years of experience working across cloud environments to help organisations
with:

« Security Architecture & Design

« Cloud Strategy & Adoption

» |dentify & Access Management

» Configuration Assessments & Reviews

« Alignment to Industry Standards & Good Practice

«  On-going monitoring across Cloud environments

Gain confidence that your Azure environment and solutions have
been designed, implemented, and configured securely.
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We will work closely with your business to provide a holistic approach to securing your cloud

workloads.

Discover
Your Current State

We work to understand the
“current-state” of your business’s

workshops and using technologies to
inventory your resources to create a
service map of what is currently
being utilised. We work to understand
how these services currently fit into
the overall business and IT objectives,
how they were architected and
configured, and how they are being
managed and monitored.

Understanding
Governance & Operations

Even with the strictest access
restrictions, many enterprises
often struggle to control who
has access to resources, how
changes are tested and
promoted to production. We
will assess how your business
manages:

* ldentity and Access
+  Change Management
* Incident Response

advisory@kontex.com

cloud environment through a series of

Benchmark Against
Frameworks & Standards

We will assess your business’s
cloud environment to ensure that
services have been configured in-
line with industry benchmarks and
standards. We can review for
security misconfigurations across
an array of services, including:

* Virtual Machines

*  Networking

- Storage

+  Databases

*  Logging & Monitoring

* Application Services

Continued
Improvement

We will develop a tailored
roadmap of findings and
recommendations to
formulate an impactful series
of initiatives to better secure
your business’s cloud
environment and improve ifs
internal IT processes.
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About Kontex
A Trusted Security Partner

Formed in Ireland, Kontex has grown to become a leading supplier of cyber services and
technologies to Organisations around the world. Kontex maintains an in-house team

specialising in:

« Security Governance, Risk &  * Managed Security Services * Breach/Crisis Simulation
li .
Compliance * Information Governance * Asset & Vulnerability
» Vendor Risk Management management

* Incident Management
» Security Architecture Design &
Solution Selection

- Cl ity strategi
« Endpoint Security Cloud security strategies

Management & Response » Data Loss Prevention

For more information, visit us at

kontex.com

Contact Us

Alexandra House, Ballsbridge Park,
Dublin 4, D04 C7H2
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