Design and Implement — Case Study

1,200 user state agency engaged Kudelski Security to develop their data classification taxonomy and security
strategy. After the initial assessment, the agency engaged Kudelski to implement eight (8) projects from their roadmap and
make optimal use of their Microsoft 365 E5 investment.

6 months
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Phase | — Assess (FY21)

FY21 data security assessment
Identified gaps between current
and proposed target states
Recommended 17 projects to

address gaps
Projects divided between Phase Il
and Phase Il

Phase Il - Implement

Kudelski Security partnered to
deliver projects across 3
workstreams:

Equipping users with the knowledge to
protect data

e Education and Guidance

User-Facing Protections
Empowering users to protect data and

implementing guardrails

Critical Repository Protections

Identifying confidential repositories to
apply appropriate protection
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Phase Il - Qutcomes

Trained users on data security
standards and best practices

Equipped users to classify data
and report incidents

Implemented scalable guardrails
to prevent data leaks

Discovery across asset types

Used Microsoft 365 for 5 of 8
projects

Matured 6 NIST categories
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Executive Summary

Education and Guidance

1. Training: delivered data security and 2. Reporting: created standard data security
privacy education to users incident reporting process
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User-Facing Controls

3. File/Email Labeling: established and 4. DLP: deployed removeable media and web 5. Secure Transfer: template for secure external data
deployed sensitivity labels for files and email DLP controls to protect against data loss transfer; implemented for one department

Critical Repository [
Protections "
6. Container Labeling: enhanced SharePoint labels 7. Structured Discovery: piloted structured 8. Application Labeling: enhanced software inventory
to include sensitivity; discovered confidential sites repository data discovery and labeling software intake to include fields for confidentiality and criticality

KUDELSKI
SECURITY @

CONFIDENTIAL



	Slide 1
	Slide 2: Executive Summary

