Accelerate your digital
transformation with
the power of cloud
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07 Addressing cloud challenges



Organizations are embracing
digitalization using digital
platforms combining hybrid
multicloud, Al and data

The move from traditional operating models to
digital platforms is driving IT to cloud native and
hybrid multicloud.

Adopting digital platforms means you must align
your platforms and services to your business
objectives with a unifying cloud strategy.

Leveraging digital platforms requires
transforming complex enterprise workloads; a
holistic approach ensures maximization of value'.

Increasing complexity can further slow
momentum and create unintended risk.

k\/ N d r\/l 12019 WEF report comparing market capitalization per employee for
traditional and digital platform players in the same industry




74%e

of IT leaders with a cloud architecture design
completely agreed that it had positively
impacted the success of their organization’s
digitalization program.

"How cloud architecture design accelerates cloud deployments”. March 2020.

That’s because humerous cloud
platforms aren’t easily integrated.



To be successful, you need a
unifying cloud strategy and
architecture.

Articulate a strategy to align hyperscaler, hybrid and
multicloud services to your business goals

Drive cloud technology choices
Define your architecture vision
Evaluate gaps between “as is” and “to be”

Define a systematic approach to make workload
transformation decisions

Deliver the right-fit service layers and deployments
for your workloads

Design security, reliability, performance, efficiency, cost
optimization and operational excellence into your solution

Produce implementable designs with infrastructure as code
(laC)

Structure a compelling business case

Qutline a roadmap for transformation

kyndryl

“It is a daunting task to move
to the cloud as the
Infrastructure and concept are
both gigantic. A formal cloud
architecture design helps to
reign Iin the fear that goes

with moving to the cloud.”

Financial services industry CIO



Create a cloud strategy and architecture that

meets your functional and business needs.

Challenges

How can | quickly and more

effectively deal with changing

priorities, and evolving IT
estates? - VP, IT

How do | select a hyperscaler
platform and determine
workload fit priorities? - CIO

How can | overcome
unanticipated complications
due to different providers,
platforms and tools? - CIO

How should | handle the

design for mixed platform
workloads? - \/P, IT

How do | optimise my use of
Azure environments and
services? - CIO

kyndryl

Capabilities

Design fit-for-purpose
infrastructure for enterprise
workloads.

Determine platform selection and
prioritize workloads.

Define target-state architecture
for Azure, hybrid, and multicloud
environments.

Integrate operational excellence
and reliability models.

Embody business value and
governance in your technology
selections.

Design modernization platforms
for hybridized workloads.

Deliver implementable designs -
enable infrastructure as code.

Outcomes

Articulate the vision for your
Azure-centric, connected
architecture.

Exploit the flexibility of a variety
of technologies where you want
them.

Make consistent and accurate
technology decisions based on a
single, trusted data source.

Define an optimized cloud spend
model enabling core business
excellence.

Understand the impact of
modern cloud practices on
organization and governance
practices.




Focus on rapidly delivering a provable
MVP implementation in 8 - 12 weeks.

Setting out with intention to design a minimum viable product (IMVP) solution delivers
tangible outcomes culminating in a proven implementation in as little as 8-12 weeks.

Turn architecture
into

Prioritize your Create your cloud

requirements blueprint

implementation

Outcomes
A IT strategy and roadmap with clear alignment to business objectives
A Target architecture for digital platforms and workload transformation
A High-level target operating model for IT
A Compelling business case for transformation
A Structured implementation roadmap

kyndryl

“Having a blueprint
provides us with a business
and technology framework
upon which to make key
strategic and operational
decisions, set priorities,
maintain standards and to
have an agile path from
today’s architecture to a
future one, which more
extensively embraces
digital platforms and cloud
solutions.”

CTO of a large media and entertainment
enterprise



This enables you to realize business

objectives.

A global energy
company achieved
40% services
savings from
modernizing with
Paa$S and deploying
a strategic, fully
integrated offshore
global delivery
model.

kyndryl

A global
manufacturing

company migrated
major SAP and non-
SAP applications to
a target AWS and
Azure multicloud
solution for company
transformation and
unification of
services.

nAl I

An outsourcing and
energy services
company removed
critical workloads
from its data center
and achieved
standardization of
new operating
models at pace,
ensuring secure
governance and
assurance on Azure.

client exampl e

A large insurance
and reinsurance
company achieved
20% savings for
strategic
reinvestmentinto
value-add SaaS
solutions and
modernization.

s cited or

descri bed

A global retailer
migrated a major
logistics
application
portfolio to Azure
to quickly enter
and show force as
a global online
retailer and be
competitive in a
space dominated
by Amazon.

are presented

A startup company
met business
objective of building
a web application
(from scratch) on
Azure to provide
dealers with capital
and advanced
technology to help
all consumers buy
the cars they need
and make car buying
better for everyone.

a products land she resalts theyn s

may have achieved. Actual environmental costs and performance characteristics will vary depending on individual client configurations and conditions. 9

Generally

expected

results cannot be

provided as each

ccesoerndtedrse dr.eds ul t s
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02 How we deliver value



Delivering value
Enabling digitalization introduces multiple converging challenges to IT.

New business models

Shadow IT

Expected business benefits

Security threats Cost efficiencies

Digitalization impacts

Always-on and resilience -
Y Cyber resilience IT transparency

Business influence on IT
Regulatory shifts

IT drivers

Market forces IT as business innovator

Delivery velocity

Data privacy

s Mergers and acquisitions Tech-savvy users -
Consumerization 9 9 IT versatility

of IT

Globalization edeeelblps _
IT mobility Age pyramid
Big data and Al
Social computing ) IT Skill shortages
Cloud sourcing -
Leadership
Technology disruptors \Workplace dynamics

kyndryl

1



Delivering value

Examining these challenges through a ‘cloud-centric
lens’ helps you shape your transformation journey.

Cloud Adoption Framework

Observe, analyze, remediate (assist)

Desiin‘ irovision‘ remediate‘ enhance‘ secure
Desiin| irovision| remediate| enhance| secure

Hyperscaler Platform - laaS, PaaS

Industry
SaaS
(e.g., FIS
Treasury,

EPIC)

Observability and Analysis

Provided by
Azure, AWS, GCP, IBM Cloud

Orchestration and Management

Traditional Private Public
IT Cloud Cloud

\Well-Architected Framework

kyndryl 2



Delivering value

The cloud-centric lens highlights core cloud infrastructure,
hyperscaler, multicloud, and hybrid IT environments.

Cloud Adoption Framework

Observe, analyze, remediate (assist)

Industry
SaaS
(e.g., FIS
Treasury,

EPIC)

Design, provision, remediate, enhance, secure

Observability and Analysis

Hyperscaler Platform - laaS, PaaS

Traditional Private Public
IT Cloud Cloud

\Well-Architected Framework

Provided by
Azure, AWS, GCP, IBM Cloud

kyndryl

Orchestration and Management

Applications

A Custom, packaged
applications

A Microservices e.g., booking
engine, card processing

Application-specific

infrastructure examples

A Azure VM, Azure SQL DB

A AWS Lambda, AWS EC2,
AWS Dynamo DB

Cloud platform / shared
infrastructure examples

¢ Azure AD, AWS Control
Towver, Kubernetes,
subscription and logging

¢ \V/Mware Tanzu, Red Hat
OpenShift

13



Delivering value

Our strategy and transformation services guide and accelerate your transformation journey.

@ kynclrvl

Industry

IT Modernization
Digital Reference
Architecture and Roadmaps

Digital Strategy and
Experience

Dynamic Architecture
and Technology

Business / IT Cloud Consulting AT TG T | DETE
Alignment Consulting
Digital \Workplace . .
IT Strategy Consulting Mainframe Consulting
Digital Business and -
Program ITSKﬂuf;;caet?snand Network Consulting IT Resilience = D('jg'tgl
Management Consulting teady State
Cloud Adoption Framework
Observe, analyze, remediate (assist)
=
é ign, provision, re i enhance, Lre. %
< :
T 2
E Design, provision, remediate, enhance, secure ‘g
Our capabilities are Ry
Su pported b\/ powerfUI g Hyperscaler Platform - laaS, PaaS e e e N g
assets and tools. e

Traditional Private Public
T Cloud Cloud

Well-Architected Framework

kyndryl



Delivering value

Our approach aligns Kyndryl enterprise experience with the Azure cloud adoption
framework to drive value for new and existing application workloads.

Kyndryl Cloud Consulting capabilities aligned to the Microsoft Cloud Adoption Framework for Azure
- 1] - 1] - 1]

Strategy Plan Ready

Articulate your vision of the future state Create your technical baseline to make Define your architecture vision for future-
and expected benefits of realizing that fact-based decisions in defining state.

vision. modernization initiatives.

Define the financial justification - business Define your journey to future state and Cfter?jcef\/outr Iar;dlng zoneddels%n and build
benefits and cost reduction - to support what the intermediate states look like. with infrastructure as code (laC).
initiatives.

Adopt - Migration and Innovation Govern Manage

Develop a systematic approach to A shared service architecture and well- The ongoing operation of the digital assets
determine workload placement for non- managed landing zones employing delivers tangible business outcomes and
cloud native workloads and new cloud- governance guardrails, make the most of requires a plan for reliable, well-managed
native to expand business capabilities. the Azure cloud platform capabilities. operations to yield expected value.

kyndryl o



Delivering value

Likewise, our Landing Zone designs are founded on Azure well-architected framework
tenets.

Azure \Well-Architected Framework pillars integrated with Kyndryl Cloud Consulting capabilities

- 1] - 1]
Strategic technology planning Performance and cost optimization
Detail your plan and architecture for Deliver a blueprint by our Microsoft
successful workloads on Azure, accelerate Certified Azure Solution Architects to
cloud adoption, maximize the value of your design and operate workloads that are
investment, deliver business and technical reliable, secure, efficient and cost-
outcomes sooner. effective while avoiding anti-patterns.

Modern operations Resiliency Security

Drive operational excellence by enabling Protect critical workloads with guidance on Employ a layered security approach to
cloud management through automation, implementing IT resilience strategies, protect information and systems and
data driven intelligent operations, achieving reliability pillar goals through improve controls to ensure proper
DevSecOps and other modern service automation and analytics to proactively operation of the cloud environment.
management practices. avoid disruptions.

kyndryl
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Delivering value

Our cloud capabilities summarized

Cloud Strategy and
Optimization

Align your platforms and services to
your business strategy with a
unifying Azure, hybrid, or multicloud
strategy and roadmap.

A Clarify baseline workload
requirements and modernization
options (Azure 5R’s)

A Outline organization, governance
and process alignment needs for
successful transformation

A Define the business case for cloud
according to your values.

A Optimize your Azure landscape for
performance, capacity and cost

Enterprise Transformation

Cloud and Landing Zone
Design

Design a unifying cloud solution
architecture that meets your
requirements for your target hybrid,
cloud or multicloud estate.

A Define or improve governance of
technology use and workload
deployment decisions

A Design your landing zone(s) and
establish guardrails for your
selected hybrid and hyperscaler
cloud platforms

A Address automation and
software-defined environment
gaps and opportunities; deliver
infrastructure as code

Platform and Infrastructure
Modernisation

Create the blueprint for your
platform and infrastructure
modernisation -- aligned to value
chains and transformation goals.

A Rationalize, modernize, and unify
technologies to meet digital
business need for speed

A Support engineering teams’
investment in DevSecOps
approaches and modern
architectures

A Define common target platform
and tools to bring closer
collaboration between
developers and IT operations

Modern Operations and
Management

Establish a solid foundation for
management of cloud platforms via
DevSecOps, automation and AlOps
initiatives.

A Enhance the way you operate
while introducing modern
technologies as strategic assets

A Leverage data-driven decision-
making, reducing errors and risk.

A Embrace new techniques
including automation, AlOps,
DevSecOps, and SRE to improve
operations and performance

Kyndryl consulting services are designed to be delivered in an integrated engagement to accelerate your cloud transformation. Our cloud consulting services are
frequently combined with network and resiliency consulting to drive deeper into those domains and deliver broader operational changes. Similarly, our

application and data consulting capabilities can be integrated to fully modernize your portfolio. Architecture engagements are designed for easy integration with
Kyndryl implementation services and can be supported by Kyndryl managed services.

18



Capabilities

Cloud Strategy and
Optimization (adoption)

Create a cohesive
strategy, approach, and
plan to make IT
modernization decisions
for workloads not yet
migrated to cloud.

A Make fact-based
decisions in defining
modernization initiatives.

A Embody business value
and governance in your
technology selections.

A Accelerate your journey
with an agreed path
forward.

kyndryl

Establish governance guardrails

“Lite” approach

Architecture
principles

As-is and To-bhe

Systematic workload placement

Ropecs ——————— NG
Modernizo/ Ro-design
~ T Yes
Rotactor [ .
Yo 2
o e-secttect 1 2
e e, [ 8
*  Rehost o Service. > o
+f Re-plattorm |  Lod
e . ) Moveto Yes,
+  Rets N S
e
= L
Dacommiion
existing systems Nakati

Define the target state strategy and implementation roadmap

Organization alignment

Implementation roadmap

Create the technical baseline

Trust matrix

Data sources are reviewed against
trust levels based on age of data
and data source (automated
tooling, human derived).

Where recjuired datais
standardized and cleaned to aid
our analysis. The data treatment
includes:

— Data cleaning: duplication,
erroneous line

- Dataaggregation and closing
gaps

- Site identification and
classification

D Phatorm Tt Lowed (0 Devices
AIX (HMC Scans) 9 4
LinuwOacks 08 1 7
Marmly

Data  Superisicro (Manusl) 0 "

Ccentre
Tree (Sysiem 0 [
erparty
Vhhwars (RYTocks) 9 451

Technical baseline

The technical baseline shows
application and infrastructure
relationships and to detail the as-
is, transformation
recommendations / treatments,
and the to-be that meets your
business objectives.

The technical baselines includes
fields such as applications, server
role, environment, operating
system, CPU, memory, storage,
SLA's, site, resiliency, status and
highlights technical debt risks.

Verify the financial case

A financial perspective provides
another perspective in a cohesive
cloud strategy.

ROl for tactical objectives (like
platform modernization) help define
expectations and gauge progress.

Business case

Haolistic approach with an
emphasis on strategic benefits and
cost reduction

="
== A
=

@

o = =

[ — | ==
|

== =

=

The business case (E) equals the
strategic benefits (D) plus the TCO
savings (B minus A) minus the
investment (C = sum of allinvestments)

Strategic benefits
Strategic benefits include
quantifiable benefits like
productivity gains to help

Landscape diagram

The landscape diagram lists the
supporting Infrastructure tools and
services used to support your IT
organisation and allows us to
highlight potential gaps or
transformation focus areas.

groups tools into seven pillars:
Virtualisation, External Network
Services, Internal Network
Services, Operations and
Management, Infrastructure
Services, Monitoring, Security
Management.

Cost levers

32 cost levers found in most
business cases have been
identified.

determine the overall cost-benefit

results.

We adapt these as required to
your specific strategic goals.

Cast lever classification

I

i |
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Capabilities

Cloud Strategy and
Optimization (optimization)

. Establish governance guardrails Identify opportunities to improve capacity and performance
Create a cohesive 9 9 v PP P pacity and p
Identify opportunities to tune platform for optimal performance

strategy, approach, and e and To-be

L —
plan to optimize workloads == T |
g “Lite” approach = —
a|l‘ead\/ N the CIOUd as We” Systematic workload placement — e == “ IIF—
as new workloads.. = = ;D =
A Evaluate the cloud i |- B
Iandscape to identif\/ N o > Al
opportunities to improve ==} ——
landing-zone C 5
performance
A Analyze subscriptions . . _
and tooIing output to Define the target state strategy and implementation roadmap Verify the financial case
H Business case Strategic benefits Costlevers
embody busmes;_:, value Organization alignment anotherporpacive I dcoheave  holcoppronch wilhan | Statesc bonetts e
and governance in your =y e ot e
. - 4 \ ROl for tactical objectives (like o] results. : We adapt these as required to
SeleCt|OnS. gL?;;i’{:J‘;s:i;‘gZ:;f;;g?;g:g;‘j‘e = _9 your specific strategic goals.
= me T —
A Accelerate your journey - =8
with an agreed path =i
forward. e = BE
o Rk s ) =
[ - 4 —
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Capabilities

Cloud and Landing Zone Design

Design a unifying cloud
solution architecture that
meets your requirements
for your target Azure,
hybrid, or multicloud
estate.

A Define the Azure
architecture to meet
“right fit for right
workload” needs

A Embed CAF and \WAF
requirements and tenets
into the solution
architecture.

A Develop infrastructure
as code (lIaC) designs for
build-ready
implementation.

kyndryl

Establish governance guardrails

“Lite’ governance approach

.
«®s% Roplace

Modarnizs/ Re-dosign
o Retactor .
Uso and Iearn with these materials.
bafore maifying.

+ Ro-aschitect
]
o Rehost -
Together, we'll discuss key S R—
concepts.
e

Decommission
oxdsting systoms

Systematic workload placement

ve
[

1BM Cloud Hyper Protect Services.

Create the Azure landing zone solution architecture

Design template

Business requirements

» Qutcomes and success measurements
= Governance guardrails

« Organizational alignment

Develop target
state architecture

Select service Moclern operations
layer fnel'epll:ivment = Systems management and automation

Landing zone (if applicable)

Select service Performance optimization

providers

Cost optimization

Define domain Layered security

architectures = Access and compliance

»  Governance guardrails
= Organization unit structure

Resiliency services

= Backup and restore

«  Database backup and recovery
- Disaster recovery (if applicable)

Target state architecture

Final system design

encompassing architecture,

components, modules,
interfaces and data

Design Document

«  Architecture overview

+  Networking

*  Storage

+  Compute

+  ldentity

+ Compliance and Security

+ Backup

+  Management and
Maintenance

«  Appendix

Create the Azure architecture baseline

Target state architecture vision

8] Domain components

Architecture decisions

Develop infrastructure as code (IAC) designs

Azure portal Azure PowerShell Azure CLI REST clients
SDKs
v
>0«

«—» Authentication

(%) Azure Resource Manager

[ N S
Bl - B D

Data Web App Virtual Service Other
Store Machine
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Capabilities

Platform and Infrastructure Modernization

IT platforms and
operations are
transforming through
microservices, containers,
Kubernetes, agile,
DevSecOps - hybridizing
existing VM based
workloads.

These needs can be
addressed by a single
platform and IT operations
approach.

A Consistent developer
experience across
\/Mls, containers and
serverless

A Preserve familiar
controls for
engineering and
operations teams

kyndryl

Establish governance guardrails

“Lite” governance approach

L
.....
L
e Use and learn with these materials
before modifying.
®

[ ] ¥
Receive JECIM
mhpm\rld-n-wutnl

Create the integrated platform architecture and designs

Single hybrid platform and operating model

End-to-end Business Platform team

End-to-end Business Product team u
Infrastructure as Code

= 0 e g s s
I [y

= Whanrunts ol a3

Aglle, DevSecOps, Jif Common set of
SRE practices (o services, config.,

End-to-end Technology Platform team

End-to-end Technology Product team
1288, e - et 62 Pt
Single, B comatversion 20100008
integrated Descrption Aserin EC2 e

s
Fabrie WECHrce

Trow AIEECT iatancy
& o

o v
& L e
N N
i private =~/ Public = /" Public
Traditional cloud ‘\ cloudl )\ cloud2 ;

perio
gt am om0
stwcalige Smery

Assess existing cloud services and deployments value chain

Current environmentand targeted workloads

DevSecOps and Cl / CD value chain

=

Develop your modernization roadmap

“Modernization Roadmap

Current State

o
f] Em
o ]
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Capabilities

Modern Operations and Management

Now that you have
implemented a cloud
platform, how do you
manage it to support
engineering and
operations?

Recommended use cases
bring the most value
across industries and help
you establish the
foundation to jump-start
future needs.

A Fundamentals of where
to start and how to
extend

A Focus on workflows to
support DevSecOps,
SRE, AlOps, and
CloudOps.

kyndryl

Define the team, use case, and platform environment

APPLICATION
ci/co
COMPLIANCE

INFRAAS CODE

’ CURITY
AuTomATIoN . ADOPTION CORE TEAM

‘GOVERNANCE AND ORGANIZATIONAL LEARNING

AUTOMATION
MANAGEMENT xsp i)

SERVICE : g
CATALOG . -
- LIRS
oo
: OBSERVABILITY AND
ANALYTICS

Establish your DevSecOps maturity and improvement plan

Stream-aligned teams
(tribes and squads)

SPRINT 5

Build the foundation with a minimum viable product (M\/P)

Create dashboards and AlOps use case workflows to support SRE analytics

Monitoring and Observability

Automated Environment Build

AIOps Platform

c

Monitoring (ITOM)

Act
(Automatio™

Across IT Op
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Delivering value

Our modular method allows us to address your specific needs.

Strategic approach

Enhance developer productivity while modernizing operations
and management practices.

Optimize your cloud environment to drive consistent adoption
across platforms and systems.

Modernize platforms for closer developer and operations
collaboration.

Design your landing zones, hybrid, and multicloud architectures.

kyndryl

Tactical approach
Plan and implement solutions for roadmap priorities.

Determine how to leverage cloud provider services for platform
modernization.

Assess your cloud architecture from a technical and operational
perspective.

24



04- \Nhy Kyndryl?



With proven methodologies, skills and expertise,
Kyndryl can be the trusted partner for your cloud transformation.

Kyndryl Method for Cloud Cloud by design Integrated cloud offerings
A proven framework that Ability to design hybrid cloud Pre-integrated offerings across
accelerates your cloud journey environments with cloud Kyndryl services that cover all
and digital transformation platform-native toolkits of your transformation needsod

or open platforms, or both strategy, migration, modernization

and management
40,000+ cloud consultants and

certified experts globally across
AWS, Azure and IBM competencies
and next generation technologies
(containers, microservices,
serverless, open-source platforms)

Kyndryl 6s accel er aQupows trangf@matieng e s
and platform ecosystem

. L 2700+ contracts across
Industry-specific modernization Microsoft Azure. AWS. IBM
platforms (banking, insurance, Cloud® and more ’

telco, retail, travel and

transportation) Successfully enabling our own
transformation as well as
helping clients through their
transformationsd while
embedding automation
everywhere

Accelerators, using automation
for efficiency and deeper
analytical insights, for improved
decision-making ability

kyndryl



¢Call to action

|s it time to develop a formal cloud technology
architecture and realize the benefits?

Engage us to help accelerate Mobilize the team: your
your cloud journey. \We will stakeholders plus our SMEs.
collaborate with your key
stakeholders to agree the
Designing intentionally for scope of service which
function helps you to realize addresses your requirements
business goals and is and satisfies your expected In as little as 4 weeks” receive

Organizations with a formal
plan enjoy greater success

against objectives. Complete data collection

templates. Schedule kick-off
meeting and key workshops.

critical to exploit the value outcomes. your deliverable.
of multicloud.

*dependent on scope
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Case study
A major global energy company

Multicloud migration

Kyndryl was engaged to help the client transform the IT
environment as they plan to move 80% of their workloads
across 2500+ servers to an Azure and AWS global cloud and
needed a new way to manage a multicloud ecosystem.

It was vital for Kyndryl to focus on a fully integrated offshore
global delivery model and target operating model as a part of
the migration activities along with unified global toolsets and an
effective global governance model. This strategic approach
generated 40% savings from modernizing with PaaS services in
the cloud.

A Azure awg

kyndryl

0%

Saving attributed to servers
migrated to the cloud

0%

Saving due to alleviating
financial cost pressures




Case study
A global manufacturing company

Migration of SAP to hybrid multicloud

A global manufacturing company had embarked on a company-
wide journey for unification and business processes and
transformation. As an integral part and key enabler of this
program, Kyndryl was engaged to:

A Advise on the cloud platform strategy as well as the
resiliency approach, define DR plans and conduct test

A Migrate workloads running primarily on \/M\Ware, \Windows
and RHEL to defined target hybrid multicloud environment

A Build and manage the hybrid multicloud cloud environment

AAzu re ElWSj Transformation and Unification

Target environment consisting Rationalization and
of AWS, Azure and local DC standardization process

Hyperscaler/CSP adoption Enterprise architecture
model definition and governance

Cloud data lake architecture

design and implementation
30
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