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Impact of not acting

• Security Vulnerabilities: Hackers actively 

target unsupported systems

• Data Breaches: Unpatched security flaws 

can lead to data breaches, compromising 

sensitive information. This risk is especially 

high for organizations handling customer 

data or financial records

• Compliance Issues: Regulatory compliance 

requirements often mandate using supported 

operating systems. Running an unsupported 

OS may result in legal and compliance 

challenges.

• Extended Support: ESU only extended for 3 

years post October 2025

• Underlying vendor software may not be 

supported on older platforms, or new 

features may not beavailable.

• Extended Security Updates (ESUs): To remain 

secure, users must pay for ESUs. The pricing 

starts at $61 per device for the first year, 

doubling to $122 for the second year, and 

reaching $244 for the third year

• Increased cost to each business unit per 

device for the ongoing management of ESU 

endpoints

• The cost of migration increases as time goes 

on and new software applications are built 

around an older unsupported system, moving 

quickly and evergreening means reducing the 

cost of change.

• Impact on productivity can carry significant 

financial impact as well

User Experience

Security & Risk

Financial

• Increased complexity in managing multiple 

client operating systems

• Downtime and Productivity Loss: Unsupported 

systems may experience unexpected issues, 

leading to downtime and reduced productivity

• Windows 10 22H2 is the last feature update

o No further investments in improving 

Windows 10

• Application Compatibility: As Windows 10 

becomes outdated, compatibility issues may 

arise with newer software and hardware.

• Legacy Hardware and Drivers: Unsupported 

hardware and outdated drivers can lead to 

stability and performance issues.

Failure to migrate from Windows 10 to Windows 11 by 2025 can have significant consequences
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