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Assessment de Seguranca - Azure
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Visao Geral - Assessment

Diagnodstico rapido da postura de seguranca no Azure

ldentificamos riscos, falhas de configuracao e

=l Microsoft oportunidades de melhorias
Azure
Alinhados as boas praticas Microsoft e CIS

Criamos um roadmap claro de mitigacao.
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Objetivo & Proposta de Valor

° Security posture

do 184/247

Unassigned recommendation

Secure score

43%
SECURE SCORE

Explore your security posture >

"o 156/63

Overdue recommendations

55%

31%

24%

“Exemplo ilustrativo

Visibilidade 360° do ambiente
Geramos um raio-X de todo contexto de
seguranca do ambiente em até 10 dias, sem
sobrecarregar a sua equipe interna.

Capacitacao da equipe interna: Entregamos ao
time de Tl um relatdério com dados praticos para
iniciar a remediacao do ambiente
iImediatamente.

Cultura de seguranca : O relatério de
assessment pode ser o step inicial para uma
campanha de seguranca.

Te ajudamos a reduzir riscos criticos, e melhorar
a postura de seguranca no seu ambiente.




Escopo do Assessment

Microsoft Secure Score

Overview  Improvement actions  History = Metrics & trends

Microsoft Secure Score is a representation of your organization’s security posture, and your opportunity to improve it.

Applied filters:

N Filter

‘Your secure score Include

Secure Score: 47.23%

529.43/1121 points achieved

100%

5%

Actions to review

Regressed ®

32

To address Planned Risk accepted

125 |0 0

Top improvement actions

Recently added ©

0

0

Recently updated 0]

Comparison
Your score 47.23/100}
I ——

Organizations like yours 46/100
I —

Improvement action Score impact Status Category
50% ————————__
Turn on Firewall in macOS +0.89% O To address Device
25%
F R PSR TR E SR DO NS
RIS O NN O Require MFA for administrative roles +0.89% O To address Identity
Breakdown points by: Category e Turn on Microsoft Defender Antivirus PUA protection in block m... +0.8% O To address Device
Identity 60.71%
Block process creations originating from P5Exec and WMI comm... +0.8% O To address Device
Device 45.02%
I —— Use advanced protection against ransomware +0.8% O To address Device
Apps 68.23%
T — Block Win32 API calls from Office macros +0.8% (O To address Device
W Points achieved Opportunity
Block execution of potentially obfuscated scripts +0.8% O To address Device
Block Office applications from injecting code into other processes  +0.8% O To address Device
! g View all
History Resources Messages from Microsoft

“Exemplo ilustrativo

Coletar recomendacgoes do Azure
Advisor (seguranca e confiabilidade)

Correlacionar alertas e Secure Score
do Microsoft Defender for Cloud

Cobrir VMs, redes, Storage, PaaS e
identidades (Entra ID).

Garantir avaliagdao somente leitura,
sem impacto na producao,



Metodologia Aplicada ao Negécio

Microsoft cloud security benchmark Lowest compliance regulatory standards Show all 20
Audit reparts
13 of 59 passed controls CMMC Level 3 3/55
— L Stay up to date on the latest privacy,
S0OC TSP 113 security, and compliance-related
— information for Microsoft's cloud >
AWS Foundational Security Best Practices 237120 services. . .
I ~ .
== Coletar métricas e exportacdes (Advisor,
I

Defender e Secure Score)

| Microsoft cloud security benchmark I 150 27001 PCIDS53.21  SOCTSP  HIPAA HITRUST NIST 5P 800 53 R4 SWIFT CSP CSCF v2020 Azure CI5 1.1.0 150 27001:2013  CMMC Level 3

Under each applicable compliance control is the set of assessmeants run by Defender for Cloud that are associated with that contral. If they are all green, it means those assessments are currently passing: this does not ensure you are fully compliant with that
control, Furthermore, not all controls for any particular regulation are covered by Defender for Cloud assessments, and therefore this report is only a partial view of your overall compliance status.

Classificar achados por severidade, recurso
e esforco de correcao

Microsoft cloud security benchmark is applied to the subscription ASC DEMO

[J Expand all compliance controls

/~ © NS. Network Security N\

Correlacionar recomendacgoées eliminando
redundancias entre Advisor e Defender

~ @ MN5-1, Establish network segmentation boundaries Control details El

Automated assessments - Azure Resource type Failed resources Resource compliance status
All network ports should be restricted on network security groups associated to your virtual machine n Virtual machines 1 of38 I
Adaptive network hardening recommendations should be applied on internet facing virtual machines n Virtual machines 10of38 | [
Subnets should be associated with a network security group €+> Subnets 0ofas | | M a pea r Co ntro I es a OS be n C h m a r kS C I S' N | ST
Mon-internet-facing virtual machines should be protected with network security groups u Virtual machines 0of3s | [ .
Internet-facing virtual machines should be protected with network security groups n Virtual machines Dof3g C S F e m a t r I Z M IT R E A I I &C K
Automated assessments - AWS Resource type Failed resources Resource compliance status
Security groups should not allow unrestricted access to ports with high risk B AWS EC2 security groups 266 of 454 I —— . N .
. .
EC2 instances should not have a public IP address B AWS EC2 Instances TOof 124 | Prlorlza r rlscos CO m m atr I Z I m pa Cto X
VPC's default security group should restricts all traffic &Y AWS EC2 security groups 50 0f 434 L . . ~
RDS databases and clusters should not use a database engine default port {5} AWs RDS DB Instances Sofs p r I O r I d a d e d e CO r reg a O
k Amazon EMR cluster master nodes should not have public IP addresses o AWS Emr Clusters l1eof2 I

“Exemplo ilustrativo

https://learn.microsoft.com/pt-br/security/benchmark/azure/overview



Entregaveis do Assessment

-Resumo executivo para C-level (1 pagina, infograficos claros)

-Relatério técnico detalhado, traz cada recomendacdo e passo de correcao
‘Planos de ag¢ao baseados nha matriz Impacto x Prioridade

-Debrief de 1 hora para apresentacdo do relatoério, quick wins e proximos passos

Resumo Executivo

Durante a analise do ambiente Azure, foram identificadas oportunidades relevantes de melhoria nos pilares de
seguranca e confiabilidade. A seguir, apresentamos um panorama consolidado dos achados:

Métrica Seguranga Confiabilidade Total Geral

N° de recomendacgodes
exportadas

Severidade Alta 337 423
Severidade Média 760 298 1058
Severidade Baixa 186 71 257

Top recurso impactado AKs (987) VM (640)

A maioria das recomendacdes de seguranca possuem impacto médio, as recomendacdes de alto impacto também
estao em numero significativo (26%), indicando pontos criticos de atencao para mitigagcao imediata

As recomendacdes identificadas abrangem controles essenciais como a auséncia de NSGs em sub-redes, recursos
sem backup, identidades com permissoes excessivas, € auséncia de monitoramento ativo. O relatoério propde uma

priorizacao das acdes com base na criticidade e facilidade de remediacao, oferecendo uma visao objetiva para
decisdes técnicas e de governanca

https://learn.microsoft.com/pt-br/security/benchmark/azure/overview L’




Obrigado!
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