
1

TRACER:
The AI Assurance Framework
An end - to - end automated framework for Black -
Box testing of Core and Generative AI



2

Agenda

Brief Overview of AI Assurance
Decoding AI Assurance
Genesis of TRACER
TRACER Architecture
Mapping between Responsible AI & TRACER
Overview of Evaluation Functions in TRACER
Feature 1 – Hallucination Detector
Feature 2 – Explainable Evaluation
Feature 3 – LLM Evaluation
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Decoding AI Assurance
Measure, Evaluate and Communicate the Trustworthiness of AI Systems
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Decoding AI Assurance

01
Advisory & 
Consulting
Holistic AI Assurance 
strategy ensuring 
customer adoption and 
satisfaction.

02
Agent & App 
Validation
Validating that AI 
systems function in a 
robust, secure and safe 
way — fair, transparent 
and explainable.

03
Data & Model 
Validation
Data quality checks and 
model validation for 
measurable quality, 
performance and 
scalability.

04
Security
Validating AI systems, 
models and data against 
threats, vulnerabilities 
and attacks, maintaining 
CIA (Confidentiality, 
Integrity, Availability).

05
Regulatory 
Compliance, 
Governance & 
Tokenomics
Validating compliance 
against regulations such 
as the EU AI Act and 
state/country laws, plus 
Tokenomics.

Jump-start the AI Assurance journey through TRACER
•TRACER — Trustworthy | Robustness | Accuracy | Compliance | Evaluation | and Reporting
•An end-to-end automated framework for “BLACK-BOX” testing of both Core and 
Generative AI
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Introducing TRACER
The AI Assurance Framework
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Genesis of TRACER

Track Multiple AI Projects 
across Releases

Driven thru Configurable 
YAML 

Configure Multiple 
Services

Broad Array of 
Evaluation

Metrics

Responsible AI
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It provides an end-to-end automated framework for "BLACK-BOX" testing of both Core and Generative AI 
Applications, aimed at assessing Business Outcomes while encouraging Responsible AI practices

LTIMindtree 
TRACER 

Framework

APPROACH

To set up multiple 
Projects across 

various releases

To create and 
manage ground 
truth versions

To conduct 
automated testing 
using a wide range 
of innovative pre-

built
 EVALUATION 
FUNCTIONS

To deliver 
explainable 

Reporting and 
Visualization

To provide 
Recommendations 

for identified 
issues

TRACER –  Trustworthy| Robustness| Accuracy| Compliance| Evaluation| and Reporting
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TRACER Architecture

Orchestration Layer

API RouterScheduler

Presentation Layer

Project Configuration TRACER: Result Dashboard

Evaluation Layer 
(Evaluation Micro Services) Embedding 

Model

LangGraph, LangChain, 
RAGAS, DeepEval, 

FastAPI

Llm_sure

External Libraries

Internal Libraries LLM

Data Layer

Database

Logging Layer

Application Monitoring Log
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Mapping between 
Responsible AI & TRACER
How each TRACER capability maps to Responsible AI dimensions
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Mapping between Responsible AI & TRACER

TRACER Feature Responsible AI Dimension

LLM Evaluation, Vulnerability and Red Teaming Ethical

Hallucination Detector, Explainable Evaluation of RAG based 
Application, LLM Evaluation, Vulnerability and Red Teaming, 
Benchmark Dataset Generation, RAG Component Level Testing

Explainable, Ethical, Efficient, 
Comprehensive

Hallucination Detector Explainable

LLM Evaluation, Compliance Checker Ethical, Efficient

LLM Evaluation Efficient
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Overview of Evaluation 
Functions in TRACER
Seven evaluation capabilities spanning Core and Generative AI
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Feature 1: Hallucination Detector
Measuring hallucination across common and hallucination -
specific metrics
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Feature 1 —  Measuring Hallucination using Hallucination Detector

A standardized framework that holistically evaluates application performance and detects the hallucination probability present in the system, so the application can be 
fine-tuned and used accordingly. It stands out by incorporating a wide range of metrics — both common measurements and those specifically designed to address 
hallucinations. Its true innovation lies in these hallucination-specific metrics, which perform a deep dive into identifying the root causes of such issues.

Measuring Hallucination: Common Metrics for Hallucination

BLEU Score ROUGE-2 Score ROUGE-L Score Answer Relevancy Answer 
Correctness Answer Similarity Response 

Relevancy

Faithfulness Noise Sensitivity Context Precision Context Recall Context Entity 
Recall

Measuring Hallucination: Hallucination-Specific Metrics

Claims Similarity Truthful Claims Relevant Claims Claims Gap False Claims Irrelevant Claims
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Feature 1 —  Hallucination Detector –  Proposed Output

Output Metrics:
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Feature 2: Explainable 
Evaluation
Measuring explainability by tracking the intermediate evaluation steps
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The tool evaluates any prompt and completion for RAG - based applications in an explainable manner. Users can visualize all 
intermediate steps of the evaluation —  enhancing trust and confidence and driving adoption of RAG - based architectures.

Feature 2 —  Measuring Explainability using Explainable Evaluation

Measuring explainability by tracking the intermediate steps:

Answer Relevance
Display similar questions from the LLM 
response
Show similarity score between user query 
and generated questions

Faithfulness
Derive the maximum possible unique claims 
from the LLM response
Inference score — whether generated claims 
can be inferred from the retrieved context

Contextual Relevancy
Derive the maximum possible unique claims 
from the context
Inference score — whether the user query is 
relevant to the statements
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Feature 2 –  Measuring Explainability using Explainable Evaluation

Objective: The application/tool can be utilized to evaluate any prompt and completion for RAG-based applications in an explainable manner. Users can visualize all intermediate steps 
of the evaluation, enhancing trust and confidence and driving adoption of RAG-based architectures.

Measuring Explainability by Tracking Intermediate Steps

Completion

Answer Relevance

Faithfulness

Contextual Relevancy

Measures how directly the completion addresses the user's actual question and intent.

Checks that the answer is grounded in the retrieved context, with no hallucinated claims.

Evaluates how relevant the retrieved context is to the input query.
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Feature 2 —  Explainable Evaluation –  Proposed Output
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Feature 3: LLM 
Evaluation
Measuring Honesty, Harmfulness and Helpfulness of LLM applications
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Feature 3 –  Measuring Honesty/Harmfulness/Helpfulness using LLM Evaluation

• LLM Evaluation is an innovative framework proposed for holistic evaluation of the model across both qualitative and quantitative aspects — spanning accuracy, 
robustness, ethical considerations, efficiency and resource utilization, user experience, interpretability, hallucination, toxicity, and real-world impact.

• Its uniqueness lies in considering both input prompt and output response for evaluation, assessing irrespective of actual output or ground truth, using task-specific 
benchmark datasets and corresponding metrics, introducing new metrics for a better view of hallucination, and finally generating a comprehensive health score of the 
model.

Measuring Honesty/Harmfulness/Helpfulness

Harmlessness

Security, Toxicity, and Biasness

Honesty

Relevance, BLEU score and ROUGE score

Helpfulness

Negative-sentiment presence, Coherence, 
Conciseness, Relevance, and Hallucination
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Feature 3 —  LLM Evaluation –  Proposed Output
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Feature 4: Vulnerability 
& Red Teaming
Measuring robustness through a vulnerability detection framework
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Feature 4 –  Measuring Robustness using the Vulnerability Detection Framework

Measuring the robustness ultimately determines the end success. We are proposing a vulnerable detection framework which 
can be used to measure various vulnerabilities like jailbreak, prompt injection, biasness, data leakage and sensitive 
information disclosure through red teaming technique and ultimately publish a de-tailed report so that appropriate measures 
can be taken to address the same. The following Figure presents the approach.

Red Teaming Prompt Generation

Red Teaming Prompt Generation by LLM

Prompt Fine-tuning by Users

Save Final Red Teaming Prompts in Database

1

Attack Large Language Models

Attack LLM based on Red Teaming Prompts

Save the LLM Responses in the Database

2

LLM Response Evaluation: Vulnerability 
Detection

Bias & Stereotypes

Sensitive Information Disclosure

Prompt Injection

Jailbreak

3
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Feature 4 —  Vulnerability Detection Framework –  Proposed Output
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Feature 5: Machine 
Learning Lifecycle Testing
Agent - driven testing across the traditional ML 
lifecycle
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Objective:  
An agent - driven approach to test the stages of the traditional ML lifecycle. Whether regression 
or classification, the system walks each stage’s key inputs, finds possible issues, and 
generates corrective resolutions.

Feature 5 —  Machine Learning Lifecycle Testing

Machine learning lifecycle:

Problem Definition

Data Collection

Data Cleaning & Preprocessing Model Training & Selection

Feature Engineering & Selection

Model Evaluation & Tuning How Assurance AI extends this lifecycle
An Assurance AI agent sits across every stage—validating 
inputs, flagging bias, drift, and data leakage, then auto-
generating corrective fixes—so models are tested and 
trustworthy before they ship.
Example: on the loan-default model above, it detects that 
“income” leaked from the repayment outcome, warns of 
overstated recall, and recommends dropping the field before 
release.
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Feature 6: Benchmark 
Dataset Creation
Automated generation of comprehensive 
benchmark datasets



28

It is an end - to - end framework designed to automatically generate benchmark dataset comprising question and 
answer pairs from input documents for RAG - based applications. The framework ensures that the generated 
dataset or questionnaire is:

Feature 6 —  Comprehensive Benchmark Dataset Creation

Diverse
Covers a wide variety of question types and content

Comprehensive
Maximizes coverage across the entire document

Balanced
Even distribution of content representation

Domain-Specific
Aligned with the target domain and its terminology

Evaluation-Ready
Tailored to application evaluation objectives

Robust
Includes both positive and negative cases

Versatile
Supports different question formats / complexity

Resilient
Handles ambiguity and minimizes hallucination

Critical
Emphasizes important, high-impact aspects of the 
content
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Feature 6 —  Benchmark Dataset Creation –  Proposed Output
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Feature 7: RAG-CLEF
RAG Component Level Evaluation Framework



31

Enables targeted optimization of RAG systems by identifying strengths and 
weaknesses at the component level.

RAG - CLEF: Component - Level Evaluation Framework

Phase 1 — 
Knowledge Ingestion
• Knowledge database 

health check
• Chunk size validation
• Chunking strategy 

validation
• Embedding details

Phase 2 — Retrieval
• User query validation: 

presence of harmful or 
malicious content

• Analysing clarity, 
ambiguity, missing 
information and 
vagueness

• Recommends an 
enhanced query

Phase 3 — Generation
• LLM response validation: 

presence of harmful or 
malicious content

• Analyzing hallucination : 
checking system 
behaviour
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TRACER: Business 
Benefits
Key takeaways and the value TRACER delivers
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The  advantages  of  the  proposed  solution  can  be  measured  from  three  different  dimensions  
which  are  presented  here . The  figure  depicts  various  factors  behind  the  improvement  for  each  
dimension .

Key Takeaways from TRACER

Enhancing Trust & Assurance among 
Business Users towards Adoption

Explainability in the Metrics

Deep Dive on Hallucinated Cases

Using Multi-Stage Prompting in Engineering Drawing 
Analysis - Achieve Better Accuracy

Unique Set of Metrics towards Engineering Drawing 
Evaluation

Time and Effort Savings

Automated Framework - Supports Multimodality

Minimum Human Interaction

User Friendly: Ease of Use

End-to-end automated framework for "BLACK-BOX" 
testing of both Core and Generative AI Applications
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It’s time to
Outcreate
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