LI1LUCIDUM

Getting Started with

Lucidum

Lucidum Release 3.2.0

10/04/2022



© Copyright 2022, Lucidum, Inc.
All rights reserved.
LIMITATION OF LIABILITY AND GENERAL DISCLAIMER

ALL INFORMATION AVAILABLE IN THIS GUIDE IS PROVIDED "AS IS," WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED. LUCIDUM™ AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT.

Although Lucidum™ has attempted to provide accurate information on this Site, information on
this Site may contain inadvertent technical inaccuracies or typographical errors, and Lucidum™
assumes no responsibility for the accuracy of the information. Information may be changed or
updated without notice. Lucidum™ may also make improvements and / or changes in the
products or services described in this Site at any time without notice.

Copyrights and Trademarks

Lucidum and the Lucidum logo are trademarks of Lucidum, Inc. in the United States, other
countries, or both.

Below is a list of trademarks and service marks that should be credited to Lucidum, Inc. The ®
and ™ symbols reflect the trademark registration status in the U.S. Patent and Trademark Office
and may not be appropriate for materials to be distributed outside the United States.

o Lucidum™

The absence of a product or service name, slogan or logo from this list does not constitute a
waiver of Lucidum’s trademark or other intellectual property rights concerning that name,
slogan, or logo. Please note that laws concerning use of trademarks or product names vary by
country. Always consult a local attorney for additional guidance.

Other

If any provision of this agreement shall be unlawful, void, or for any reason unenforceable, then
that provision shall be deemed severable from this agreement and shall not affect the validity
and enforceability of any remaining provisions. This is the entire agreement between the parties
relating to the matters contained herein. In the U.S. and other jurisdictions, trademark owners
have a duty to police the use of their marks. Therefore, if you become aware of any improper use
of Lucidum Trademarks, including infringement or counterfeiting by third parties, report them
to Lucidum’s legal department immediately. Report as much detail as possible about the
misuse, including the name of the party, contact information, and copies or photographs of the
potential misuse to: legal@lucidum.io



Getting Started with Lucidum

Table of Contents

INEFOAUCTION ettt ettt ettt s b s sbeesaeesnesane 4
First Step: User AcCounts and ProXy SEIVET......ueivieeieeecieinieecieesceeesveeseeeessnesens 5
USEI ACCOUNTS.c..eiiiiiiitiiittccte ettt abr e s ba e e s sbaae s sebaaesssnnne 5
PIOXY SEIVEY ettt ettt ettt s ette e s st e e s sste e e sasaeessnseeessnsaeesssssaessssssaeessasnaesssssseesssssneennnnne 6
SeCONd STEP: CONNECTONS ..cuvviieiieciieeiteestt et ettt e sre e et essaee e sbe e s vaessaseasssaesnseaans 7
LUCidum HOME PAZE......coiruiiiiiiiiiiiiiiitcrccicc e 9
PIE Charts ..o s 10
USEI PIE CRAIT ..ttt ettt ettt b et bt et b e bt e b et bt s et s e st s bt b et s e ea et nens 11
ASSET PIE CRAIT ..ottt ettt ettt b et h et et e et h et et na et e s e b neae e 12
DAt PI@ Chalt. . ettt ettt ettt et b et bbbt s e st b e s e e a et nenes 13
Y PPN 14
RISK SCOTE ..ttt ettt b et bt b et a et e st es e b et e b et e b et et e st s e st s es et b e e s eneenesenens 14
NEW USEE FOUNG ..ttt ettt ettt ettt b e bbb et s st e s eae b e e benesaenenens 14
NEW ASSEE FOUNT ... ettt ettt ettt ettt a et et s s b e b et b et b e s et e st s s eanesenessenessenesens 16
NEW DA FOUNG ..eeiiiiieieieiciectnt ettt ettt ettt s e bbbt s et s e st e s et be e s e e snenenenis 18
Data INGESTION FLOW ..ttt ettt sttt sb et sbe et s b e tesbeenesaeens 19
INtroduction tO REPOIT CONTEN ....ccviiiiieeieeceecte ettt sae e s aeeeas 20
UILELEMENTS iN REPOIT CONEET ..ciuiiiiiiiieeieete ettt ettt s ettt s st e e te s sasesabesbesstaesssasssesnsaessnanns 20
VIeWiNg DAashDO@rds .......coeoueeiiiiieeeeeee ettt sttt et sb et b et s b e saeen 21
UL ELEMENTS IN CRarS. ..ottt ettt ettt ettt s b e sesaeens 22
Use Cases fOr REPOIt CENTET .....ccuvieieeieeiecte ettt et re e e e e aeeaeereens 25
ALLASSEES AN ALLUSELS ..ttt ettt et et ettt e sbe et e s b e et e sbeenesaeens 25
Assets Not Managed in Active DireCtory O LDAP .......ooiiiriiririeneeteteetesee et 26
Assets without an ENAPOINT AZENT .....eoiiiiiieieieeee ettt ettt s ee e 27
AsSEtS WItNOUL ENCIYPLION ..ciiiiiiiieiiectececeestese ettt r e st ste e be e st e st e e be e saesssasaaenes 28
Assets with End-of-Life Operating SYSteMS.......ccuevvivieriiriinienierieeriesiesiesieseesie ettt sae s 28
DR o] (=T VA=Y G oY 1 0] oYL= ISR 29
Viewing Details iN @ Chart ..o ottt ettt et sae e sae e 30



Getting Started with Lucidum

Introduction

This Getting Started document includes information about the first few days with Lucidum and

some examples of the type of information and insights you can expect.
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First Step: User Accounts and Proxy Server

On day-one, the first steps to get up and running with Lucidum include:

« Creating user accounts.
+ If you want Lucidum to ingest data from on-premises hardware and software, you must
configure a proxy server.

Your Lucidum Account Representative will guide you through these tasks.

User Accounts
Lucidum includes role-based accounts, out of the box.
INew User] X
i @
Email:
550 user:
Password: -
Confirm Password: - e
Time Zone: (UTC-08:00) Pacific Time (US & Canada)
Roles: v Sitems  Available v 0 item Selected
IT_Operation
Admin
Api_Users
Lucidum_Support
m Cancel

To define accounts in Lucidum, you provide:

« User Name

« Email address
« Password

« Time Zone

+ Role

First Step: User Accounts and Proxy Server 5
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Lucidum integrates with most SSO providers. If your organization uses SSO, you need only
specify the correct user name, email address, and toggle the SSO button.

New User X

Name: -]

Email:

S5O user: ()

Time Zone: (UTC-08:00) Pacific Time (US 8 Canada)

Roles: v 5items  Available v 0 item Selected
IT_Operation
Admin
Api_Users
Lucidum_Support

seca -

Proxy Server

A proxy server allows Lucidum running on your Saa$S account to fetch data securely from your
on-premises assets.

For details, contact your Lucidum Account Representative and see the online documentation for
Proxy Server (https://docs.lucidum.io/lucidum-help-center/Working-version/website/proxy-
server).

First Step: User Accounts and Proxy Server 6
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Second Step: Connectors

To start using your Lucidum system and gaining insights into the security of your environment,
you must first allow Lucidum to learn about your environment. To do this, Lucidum uses
connectors.

Connectors enable Lucidum to ingest data from your environment and discover, identify, and
classify assets, data, and users.

Data Ingestion Flow

I
g

AWS CloudFront Distribution

AWS Certificate Manager a—

AWS Lambda

AWS Elastic Kubemetes Service s—w

AWS ldentity and Access Management e—
AWS Elastic Load Balancing

AWS Machine Images s——

Errar,Ovestime

g
g
B

T

AWS Elastic IP e——_

) —_—
AWS Elastlc Compute Cloud e——m—__
AWS Security Group e— =
AWS Elastlc Network Interface e——mo—wo ""‘—»__‘_‘_

AWS Simple Cloud Storage
AWS Route 53 e———————

AWS Aulo Scaling /
AWS ElastiCache ——" _—
AWS DynamoDB Database @————

AWS Redshift Data Wareh
AWS Relational Database Service a——
AWS CodeCommit e—

AWS Elastic Container Service g————"
AWS Flastic Container Registry -—

58 e——
-

nfoblox Dhep e— v
Google Drive e—
Riverbed Network Flow .—.__,_:_'““'
Sclenceloglc Devices e———
Sciencelogic Users s———
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Active Directory Users .———_:_:_‘:_—h_______
Intune Devices ——

" . E——
SharePoint Audit Logs e———————— —— =
—— —
Okta User ._-______,.___-—_::”/'//’:’
Sepm Protection e—— — —

Sentinelone Agent e———
Intune Users g———
Micrasoft Defender Machines a———

-
Tenable Vuln Scan e———

Lucldum

—

Viware Data Center e——
VMware Distributed Switch @——
Whware Cluster .—_.__:_:"‘H—
VMware Virtual Machines e————ou
Viware Networking e——————

——

Whiware Hosts #——————

VMware venter e———"_ __—
VMware Datastores e——

——

GCP Cloud Storage
GCP ldentity and Access Management g——0m—m——————
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Pan Vpn

AWS INVENTOrY Sm——
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Azure Active Directory e— ——7Ho
Azure Cosmos DB e— 77—
Azure Blob Storage e———
Azure Virtual Machines e————
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Lucidum includes pre-built connectors for the most commonly used solutions for security,
vulnerability scanning, cloud, data warehouse, identity management, logs, network, endpoint
management, IP management, file sharing, and devops. For details on connectors, see the
online documentation for Connectors (https://docs.lucidum.io/lucidum-help-center/Working-
version/website/using-connectors ).

To configure a connector, you provide credentials that allow Lucidum secure, read-only access
to a deployed solution.

During deployment, your Lucidum Account Representative will work with you to determine
which solutions to ingest data from and help you set up connectors.

After ingesting data from connectors, Lucidum displays data on the home page and in
dashboards.

Second Step: Connectors

8
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Lucidum Home Page

After you have configured connectors, Lucidum can start ingesting data and displaying
information about your environment. By default, Lucidum ingests data every 24 hours. After 24
hours, information appears on the Home page.

B [Ifyouwant to startingesting data immediately, you can go to Monitoring > Data
Ingestion Trigger and click Ingest Data to immediately start ingesting data.

The Home page is a convenient way to see what data Lucidum has ingested and check for any
previously unknown users or assets.

OLucIibum a oL .

Data Ingestion Flow

By default, the home page displays three types of graphics:

+ Pie-charts about Users, Assets, and Data
o Lists of:
« users found and their associated risk scores
« assets found and their associated risk scores
« data found and their associated risk scores
+ Data Ingestion Flow that shows incoming data sources and the status of the connection to
those data sources

Lucidum Home Page 9



Pie Charts

The default pie charts are for User, Asset, and Data.

Getting Started with Lucidum

Without As:
36.4%

Without Asset Found

data: 36.4%

Other Asset
31.0%

Cloud Asset
69.0%

User Asset

Total: 1479 Total: 7571

Finance
9.4%
Legal
9.7%
Human Resource
9.9%
Sales
10.6%
Facility
11.4%
Data
Total: 2048

Product
7.8%

Security
0.5%
IT/Security
0.3%
Information
Technology
20.5%

Marketing
11.5%

+ Clicking on a slice of any of the pie charts displays a detailed list of users, assets, or data.
+ Forexample, in the User pie chart, clicking on the slice for with Asset Found displays this

list of details:

< Query Result

Result Count : 941
Filters

Lucid User Name
AABRAMS
AADAMS
AAGGAS
AALEGRE
AALEXANDER
AARON
ABABB
ABARRETT
ABRASHER
ABROCK
ABROGDON
ACASTRO
ACOLLEY
ACOLON

ACOISON

< Related to Asset (yes/no) == yes

Lucid Asset Name

AABRAMS-UOMKUR2,1-G7I1GI42GXIDXU3HQ2

AADAMS-ITMPQBO,1-HEUS52LAGE2BTGMWQLI-RTERYSBITO16IHLE,I-T1D3AFXEWTDAPR24B, - Y2XLKESYSFDUUUQBI

AAGGAS-MFKKU31,1-0LXFDBOYZ1VFZUPXQ

AALEGRE-MEJKVDA,|-99AG5651025G05KRS,I-MBJILONDXYDWOTOYI

I-G3KX900OXXZJSTIQSR

1-04C2AAAB390TACBEC,1-078F2B215D4A55DA0,1-0AT724D13819E79D4A MACBOOK-PRO-(3)

ABABB-07GB6UO

ABARRETT-NM53FMP,I-2UXLWQF1NFLSEOPGL.I-FLFRIQZZTSMMU1X1S

ABRASHER-WKG1CEF,I-08K7CHTV1YUFMGLLS,I-MVNEYTIKILYFL7ZEO

ABROCK-LB7AT70O,I-6USFITEXZTLOBY3D6

ABROGDON-10J4VFC I-7TGNU3KEOKCUCS4XG3.I-TTAX3X56LU2THSRAT

ACASTRO-GXXCN48,1-HQ2GKEBFGN2J23K94,1-TQ5YLBTMS3PDB63KE

ACOLLEY-YIVTPYI

ACOLON-OZBNWZH,I-M31ZZOO0EISYALSIYU

ACOI SON-ISRZ7GR1-4I03LIROFPOIWO9FN

Data Category

Sales

Marketing

Information Technology

Information Technology

Human Resource

Information Technology

Finance

Information Technology

Sales

Marketing

Product

Marketing

Finance

Customer Support

Infarmation Technolooy

First Time Seen

2022-03-18 07:58:15

2022-04-23 05:22:15

2022-06-09 05:38:17

2022-05-17 05:40:15

2022-05-21 05:52:17

2021-10-12 20:08:40

2022-07-28 07:52:17

2022-07-13 07:22:16

2022-07-06 07:58:14

2022-07-05 07:52:17

2022-07-05 08:10:14

2022-03-3107:16:16

2022-05-08 07:58:19

2022-06-28 05:58:18

2022-05-29 N7:78:19

Last Time Seen

2022-09-21 05:41:09

2022-09-21 05:41:09

2022-09-2105:41:09

2022-09-2105:41:09

2022-09-21 05:41:09

2022-09-2108:09:53

2022-09-21 05:41:09

2022-09-21 05:41:09

2022-09-21 05:41:09

2022-09-21 05:41:09

2022-09-2105:41:09

2022-09-2105:41:09

2022-09-21 05:41:09

2022-09-2105:41:09

2022-08-21 05:41:09

Edit Column

Lucidum Home Page
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User Pie Chart

Without Asset Found
36.4%

With Asset Found
63.6%

User
Total: 1479

Lucidum uses machine learning to verify and de-duplicate all the users in your environment.
Lucidum then aligns users with assets.

By default, the User Pie Chart displays:

+ Users for whom Lucidum cannot find linked assets
+ Users for whom Lucidum has found linked asset
+ Clicking on a slice displays details about the users in the slice.

Lucidum Home Page 11
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Asset Pie Chart

Other Asset

31.4%
Other Asset
data: 31.4%

Cloud Asset
68.6%
Asset
Total: 7743

Lucidum uses multiple data sources and machine learning to discover all the assets in your
environment.

By default, the Asset Pie Chart displays:

+ Cloud assets
+ Non-cloud assets
+ Clicking on a slice displays details about the assets in the slice.

Lucidum Home Page 12
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Data Pie Chart

Product
Finance 7.9%
9.5%
Security
Legal Customer Support 0.6%
9.7% data: 8.3%
IT/Security
Human Resource 0.3%
9.9% )
Information
Sales Technology
10.5% 20.6%
Marketing Facility
11.4% 11.4%
Data
Total: 2049

Lucidum uses machine learning to determine the types of data in your environment. Lucidum
then aligns that data with assets and users.

By default, the Data Pie Chart displays all the types of data in your environment.

Clicking on a slice displays details about the data in the slice.

Lucidum Home Page 13
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Lists

The Home page includes lists of most recently found Users, most recently found Assets, and
most recently found data. These lists include a Risk Score.

Risk Score

Lucidum calculates Risk Score using proprietary rule-based algorithms and machine learning
algorithms. The risk score comprises information that Lucidum has discovered about the asset
or user combined with the security risk for the data associated with the asset or user.

The lowest possible risk score is “1”. The highest possible score is unbounded; there is no
defined highest possible value for risk score.

Risk score changes only if you mitigate the risks that Lucidum has discovered about the asset or
user. For example, if Lucidum determines that an asset does not include endpoint protection,
you can reduce the risk score for that asset by installing endpoint protection.

New User Found

The New User Found list displays the last ten users found by Lucidum.

Lucidum Home Page 14
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User Name Risk Score
CYOUNG an
CWILSOM an
ECORDOVA 86
JLEE &
MGRIFFIM 62
SW 57
KMNICOLAS 57
MWHITE 52
CENSMINGER 52
kY 49
1 2 3 4 5 >

+ The list displays the user name and the risk score associated with that user. The user with
the highest risk is listed first.
+ Clicking on a user name displays the Details page for that user.

Lucidum Home Page 15
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< Details

SCYOUNG

Data Source

Age

Applications

Asset

Data

Data Source

Extra Fields

Location

Risk

User

Graph (Usen)

Lucidum Data Group

Field

Lucid User Name

User IDs

Source User Name

Person Full Name

Email

Department

lJob Title

User Disabled (yes/nc)

Manager

User Status

Source Source User

Content

CYOUNG

735305

CYOUNG,CYOUNG@LUCIDUM.IO

Cheryl Young

CYOUNG@LUCIDUM.IO

MARKETING

MARKETING ENGINEER

no

&, Katrina Oneal

Status

Last Time Seen

Show Empty Data

The Details page includes two tabs: Data Source and Lucidum Data Group.

+ The Lucidum Data Group tab is the deduplicated and extrapolated information derived
from ingested information and machine learning. From this tab, you can view details
about the user in multiple categories. For example, if you click Data, you will see the type
of data accessed by this user account.

« The Data Source tab displays the raw data ingested from hardware and software in your
environment.

New Asset Found

The New Asset Found list displays the last ten assets found by Lucidum.

Lucidum Home Page 16
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Asset Name Risk Score
TLAPERLE-CI1A970C 65
MHASKELL-TOWERSL 64
[-BXMITSDROXCICOE5L 62
[-STNEPVUAAACQAIPMO a0
[-RAT2MUXMNCI0XOMRSR a0
[-40UZHMEMNDYISDS55L &0
[-Z100ZT2ITVIBHS2U4 &0
[-GY3000DISYMPCYFRIS &0
I-IEDRISX34T5BIPPGO a0
[-P1CNYAZ IBY MWMEKIEE a0
1T 2 3 4 5 >

+ The list displays the asset name and the risk score associated with that asset. The asset
with the highest risk is listed first.
+ Clicking on an asset name displays the Details page for that asset.

The Details page includes two tabs: Data Source and Lucidum Data Group.

« The Lucidum Data Group tab is the deduplicated and extrapolated data derived from
ingested data and machine learning. From this tab, you can view details about the asset in
multiple categories. For example, if you click Applications, you will see the applications
associated with the asset.

+ The Data Source tab displays the raw data ingested from hardware and software in your
environment.

Lucidum Home Page 17
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New Data Found

The New Data Found list displays the last ten data stores found by Lucidum.

Asset Name Risk Score
TLAPERLE-CIASZ0C 65
MHASKELL-TOWERSL 64
[-BXMNITSDROXCICOE5L 62
[-ANSIVEOCEETATTZK) 57
[-SLIZDUMIDPESIOZUR 57
[-MGPECKSKMESOT00UH 57
[-0136057DF3020AF10 57
[-0D723D332B819ETAD 52
KMARTINEZ-CWATWDH 52
[-075FD31409198EBT 44
1T 2 3 4 5 >

« The list displays the data store name and the risk score associated with that asset. The
data store with the highest risk is listed first.
+ Clicking on a data store displays the Details page for that data store.

The Details page includes two tabs: Data Source and Lucidum Data Group.

yyyyyyyy

vvvvv

Lenovo

on-prew
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« The Lucidum Data Group tab is the deduplicated and extrapolated information derived
from ingested information and machine learning. From this tab, you can view details
about the data store in multiple categories. For example, if you click Asset, you will see
details about the asset where the data store resides.

« The Data Source tab displays the raw data ingested from hardware and software in your
environment.

Data Ingestion Flow

The Data Ingestion Flow chart shows all the sources of data and if the last ingestion by Lucidum
was successful or timed out.

Mousing over the solid circle next to a data source displays information about the last time
Lucidum ingested data from that data source.

Data Ingestion Flow

enab \
. \
AWS ElastiCache e— \
AWS Redshift Data Warehouse »,,\ \

AWS WorkSpaces e—_ \
AWS Complian \ \
AWS Elastic Kubs

Lucidum Home Page 19
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Introduction to Report Center

After Lucidum has ingested data, you can view dashboards and charts in Report Center. These
dashboards and Charts provide insights into your environment.

This chapter provides an overview of Report Center, charts, and dashboards to help you
navigate the user interface.

Ul Elements in Report Center

To view Report Center:

1. Login to your Lucidum system.
2. Inthe left menu, click Home > Report Center.

The Report Center page includes the following elements:

LILucibumMm a o
@ Report Center

Home
@ estash

Fo Add Global Fiter ﬂ °' + < 8o
Action Center d |
: &

Settings

Introduction to Report Center 20
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. Add Global Filter. Opens the Query Builder, where you can define a parent query that

affects all queries and all charts in the dashboard.

. Add New Chart to Your Dashboard. Opens the New Chart dialog, where you can select

the filters, Summary, and Chart Settings.
Create Dashboard. Opens the Create Dashboard dialog, where you can define the basic
properties of a new dashboard (Name, Folder, Set as default dashboard) and import data
from an existing dashboard.
Manage Folder. Opens the Manage Folder dialog, where you can create new folders, edit
existing folders, copy existing folders, and delete folders. Lucidum requires that each
Dashboard be stored in a folder. Lucidum provides a default folder, called Default.
Add New Chart. Opens the New Chart dialog, where you can select the filters, Summary,
and Chart Settings.
Forward Dashboard. Displays the Forward Dashboard dialog, where you can share a
dashboard with other Lucidum users.
Unlock Dashboard. Allows you to toggle on and off a lock for the dashboard. When
unlocked, you can edit the layout of a dashboard.
Export Layout/Export JSON File.
+ Export Layout allows you to print a dashboard or save it to PDF.
« Export JSON File exports the current dashboard to a JSON file and downloads the
file. The JSON file can then be imported into another user’s Lucidum instance, via
the Create Dashboard dialog.

Viewing Dashboards

A dashboard is a page that displays one or more graphical charts. Each chart appears in its own
pane and displays graphs, tables, and text. Each dashboard provides at-a-glance visibility into
the assets, users, and data in your environment and the policies or compliance that matters
most to you.

Before you can display data in dashboards and charts, you must configure Lucidum to ingest
data from your environment and then trigger data ingestion.

To view a dashboard:

1.

»w N

Log in to your Lucidum system.
In the left menu, click Home > Report Center.

. Click Manage Folder.

From the Manage Folder dialog, choose an existing Dashboard.

Introduction to Report Center 21
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Manage Folder

@ Automox
4 Automox Action
Default

¢ Default

% Asset Taxonomy

@ Kate Test folder

4 Kate Test Dashboard
Shared By siem_api
< Demo dashboard (Current)

¢ zbs

© test

4 test_dash_import

+ Create anew folder

5. When you click on a dashboard name, that dashboard is loaded into the Report Center.
6. Inthe Manage Folders dialog, the selected dashboard is marked with “(Current)”.
7. Toview another dashboard, repeat steps 3-4.

Ul Elements in Charts

Each chart includes the following elements:

Introduction to Report Center 22
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1. Type of entity represented in the chart. Choices are:

+ Asset. An entity that stores, transmits, or processes data. Assets include laptops,
workstations, servers, virtual machines, cloud instances, and docker containers.
Lucidum uses connectors to ingest data from assets.

+ User. An entity that uses authentication and is associated with assets. Lucidum uses
connectors (for example, for Microsoft Active Directory, Okta, cloud IAM account, HR
software) to ingest data about users. Lucidum uses Al algorithms to de-duplicate
users and align users with assets.

address.

associated IP addresses.

+ Asset-IP Mapping. Output from Lucidum Al algorithms that maps each asset to its IP
+ User-IP Mapping. Output from Lucidum Al algorithms that maps each user to its
The Chart Title, Chart Type, and data for the chart. The data in the chart is defined by the

query and the Summary for the chart.
Query Result. Displays a table populated with the results of the query for the chart. You

can also click through to view additional details about the data for each chart.

Copy. Allows you to copy the chart to an existing dashboard.
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5. Edit. Displays the Edit Chart dialog, where you can edit the query, Chart Title, Chart Type,
Subtitle, and X Axis Title for the chart.
6. Delete. Removes the chart from the current dashboard.
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Use Cases for Report Center

After Lucidum has ingested data, you can view dashboards and charts in Report Center. These
dashboards and charts provide insights into your environment.

This chapter will show some common use cases for dashboards.

All Assets and All Users

Lucidum finds uses connected data sources and machine learning to find all devices, all users,
all data and correlates them.

This dashboard provides an overview of the assets and users in your environment. You can drill
down in this dashboard to see details about assets and users.

CLucioum .
= Report Centar

o

R— o Assil Ovarviaw

Al Asssts by Type

Contsiners & Mcrasersicn

16,909 3,355 72 3

Users by Lozation Users by Mansger

Auuets by Data Source |

This dashboard displays:

+ All assets by type

« List of all servers and VMs
« List of all workstations

« List of mobile devices
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« List of containers and microservices
« All assets by data source

All users by department

All users by location

+ All users by manager

B Youcanclick on any chart to drill down for more information(see page 30).

Assets Not Managed in Active Directory or LDAP

This dashboard displays assets that have been found by Lucidum yet are not managed by Active
Directory. In this dashboard, assets that are not in Active Directory are considered “unknown”.

Unknown Assets
Aod Global Fiter + < A o

Unknown Assets Unknown Assets and Their Risks Unknown Assets w/o Endpoint Protection Unknown Assets w/Critical Vulnerabilities

619

543

szt
Unknown Assats w/Hi Vulnerabilities

Unknown Assets by Listening Service Unknown Assets w/File Access

2
E 0
3

e e

Unknown Workstations w/a VPN Unknown Asset by Type Unknown Asset by Department

36

»

o Asset Asset

The dashboard displaysg

+ Count of all unknown assets.

+ Unknown assets and their known risks

« Unknown assets without endpoint protection

+ Unknown assets with critical vulnerabilities

« Unknown assets with high vulnerabilities

+ Unknown assets with critical CVEs

« Unknown assets and the services that are listening on those assets
+ Unknown assets that are accessing files in the environment

« Unknown workstations without VPN
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+ Unknown assets by type
« Unknown assets by department

@ Youcanclick on any chart to drill down for more information(see page 25)..

Assets without an Endpoint Agent

Here is a dashboard for a customer who uses Crowdstrike Falcon for endpoint management and
security. This dashboard shows all assets where Crowdstrike Falcon is not installed.

QLucipum P | e

=l B 949

The dashboard includes charts for:

« Assets without Crowdstrike by function (endpoint or network)

« Assets without Crowdstrike by type (server, workstations, firewall, etc.)
« Workstations without Crowdstrike

+ Assets without Crowdstrike by department

+ Assets without Crowdstrike by operating system

@ Youcanclick on any chart to drill down for more information(see page 25).
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Assets without Encryption

Here is a dashboard about all assets with unencrypted data storage. This is especially useful for
organizations working on SOC-2 compliance.

QLucipum P e

&

Raport Center

Asset Encryption Tracking
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The dashboard includes charts for:

+ Unencrypted assets by type

+ Encrypted assets by type

+ Unencrypted assets by location

+ Unencrypted assets by manager

+ Users whose assets are not encrypted

@ Youcanclick on any chart to drill down for more information(see page 25).

Assets with End-of-Life Operating Systems

This dashboard displays information about assets running operating systems that are no longer
supported by the operating system vendor. Therefore, the vendor no longer releases security
patches for these operating systems.
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This dashboard includes charts for:

+ All Windows assets, sorted by OS version

+ Windows assets using EOL operating systems

« All Macintosh assets, sorted by OS version

+ Macintosh assets using EOL operating systems

+ Windows assets using EOL operating systems, by owner

+ Windows assets using EOL operating systems, by manager
+ Windows assets using EOL operating systems, by owner

+ Windows assets using EOL operating systems, by manager
+ Macintosh assets using EOL operating systems, by owner

+ Macintosh assets using EOL operating systems, by manager

B Youcanclick on any chart to drill down for more information(see page 25).

Disabled Users (Zombies)

Here’s a dashboard about users who have been disabled in Active Directory but still appear
active in the environment. These accounts are known as zombie accounts and create a security
risk.
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This dashboard includes charts for:

+ All users who have been disabled in Active Directory
« All users who have been disabled in Active Directory yet have been seen in the

environment in the last 5 days

+ All users who have been disabled in Active Directory yet have accessed files in the

environment in the last 5 days

+ All users who have been disabled yet have logged in to the VPN in the last 5 days
« All users who have been disabled in Active Directory and whose accounts allow access to

secure assets

+ All users who have been disabled yet have logged in to the VPN in the last 5 days and
whose accounts have access to secure assets

B Youcanclick on any chart to drill down for more information(see page 25).

Viewing Details in a Chart

You can click on a chart and get details about the data in the chart.

1. For example, suppose a dashboard includes this chart:

Use Cases for Report Center 30



Getting Started with Lucidum

All Assets by Type B IO #& X

@ CONTAINER
@ VMV _IMAGE
- v

DNS

@ \WORKSTATION
0 STORAGE
) INTERFACE

\'
B V:lue not exist

@) MICRO_SERVICE

- DATABASE
Azzet

2. Clicking on the slice “Value not exist” drills down and provides more details about that

w

slice.

Edit Chart X

Start from here Chart Overview

Filter Asset / Current by

© | Lucidum Asset Name exists

All Assets by Type

ang

o | Asset Type empty

+ Summary 26 1

count | Lucidum Asset by

Asset Type. . Value not evist

Chart Satting

* Chart Tite

Al Assets by Type

* Chart Typas

We can now see that there are 26 assets without a value for “asset type”.

Clicking on Edit filters and then Show Result displays the details about all the assets with
no value for “asset type”. You can click the Edit Column button to display more columns
or a different set of columns.
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¢ Query Result X
Result Count : 26
Filters
& Lucidum Asset Name exists | ¢ Asset Type empty
Lucidum User Name Lucidum Asset Name Data Category First Time Seen Last Time Seen Asset Type Risk Level
10.150.0.1 2022-07-19 08:52:12 1-low >
192.168.200.106 2022-07-20 06:09:20 1-low >
192.168.200.108 2022-07-20 06:07:39 2022-09-23 12:33:13 1-low >
192.168.200.112 2022-07-17 11:42:11 2022-07-20 06:09:20 1-low >
EIPALLOC-01491E64044E563B9 2022-05-04 08:02:40 2022-09-26 00:06:38 1-low >
EIPALLOC-0217DCESDCB5F9114 2022-05-04 08:02:40 2022-09-26 00:06:38 1-low >
EIPALLOC-029ACSAEAAF2TBEAS 2022-09-26 00:06:38 1-low >
EIPALLOC-045B4D649664A5658 2022-05-04 08:02:40 2022-09-26 00:06:38 1-low >
EIPALLOC-060CAEEB61A90C58B 2022-05-04 08:02:41 2022-09-26 00:06:42 1-low >
EIPALLOC-08C7446F3D5SAFDCCT 2022-05-04 08:02:40 2022-09-26 00:06:38 1-low >
EIPALLOC-09774; B701E31 2022-09-26 00:06:38 1-low >
EIPALLOC-0AT0B2AT9A49EF182 2022-09-13 00:06:33 2022-09-26 00:06:38 1-low >
EIPALLOC-0B2BAS5945F1864B28 2022-05-04 08:02:40 2022-09-26 00:06:38 1-low ?
EIPALLOC-0BDF907DFAGDFD3DO 2022-05-04 08:02:41 2022-09-26 00:06:42 1-low >
FIPAII OC-DCRFAFNTFORSAASF 2027-05-04 08:07:41 2022-09-26 0N:NA:42 1-low >
Edit Column

5. Clicking the blue > leads to the Details page, where you can view more information about
a specific asset:

< Details X

LJEIPALLOC-0217DCESDCB5F9114

Data Source Lucidum Data Group
Age
Field Content
Asset
Country Code us
Data Source
Lat / Long 37.44368, -122.153664
Dynamic Fields
Location CALIFORNIA
Extra Fields
Country Name United States
Location
Network
Risk
Threat
User
Graph

6. Clicking on alink on the left displays a different category of information about the asset.
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You can also drill down into charts about users.

1. For example, suppose a dashboard includes this chart

Count of Lucid User Name by Departr= [} / x
< 300+
@ 250
g ]
= 200
=
lg 15']_
3 100+
S 50 4
£ O 5 A & A A &
- L o
\}Ea @‘?"
NG
Department
User

2. Clicking on the bar “Security” drills down and provides details about that bar.
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Edit Chart X

Chart Overview

Start from here

Filter User / Current by

e Count of Lucid User Name by Department

and

<? Department == SECURITY x

Edit filters

User

211 96

* Summary

count  Lucid User Name by

Department 100

804
Chart Setting
604
* Chart Title
404
Count of Lucid User Name by Depar

204

Count of Lucid User Name

# Chart Types

0
¢ ~ H
Fie | Line | Table

Department

v More Settings

3. We can now see that there are 96 users in the security department.

4. Clicking on Edit filters and then Show Result displays the details about all the users in
the security department. You can click the Edit Column button to display more columns
or a different set of columns.

o
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< Query Result

Result Count : 96
Filters
@ Lucid User Name exists

Lucid User
Name

AAGGAS

ABARRETT

ADAVIS

AFALLON

AFELDER

AHUFFMAN

ALANGSTON

APATTON

ASLEVIN

AWYATT

<9 Department == SEGURITY

Lucid Asset Name

AAGGAS-MFKKU31,1-0LXFDBOYZ 1WFZUPXQ

ABARRETT-NMS53FMP,GOOGLE_DRIVE|GDRIVE-ENGINEERING-DEV.I-2UXIWQF 1 NFLSEOPSLI-

FLFPIQZZTSMMU1X1S

ADAVIS-G1IHNOM.GOOGLE_DRIVE|GDRIVE-SALES-BILLING

AFALLON-G8FPAQO.I-4GMXLCAGBTINO4PAG

AHUFFMAN-PHIBDHS,|-OFBW35345VNS7J44F,|-RUN3X4Q230MTS0IKA

ALANGSTON-28PVU41,I-ZNT19A0FS28NT7ZBTF

APATTON-DR5G1T9

ASLEVIN-E9ZJCS).I-QOE386CQDBU3RRRXN,I-ULQIGFESALVIZTBIP

I-R4YABJIHXTTZTPQQLI-SXYC3UWPFFXFYDWS6

Data Category

Information
Technology

Information
Technology

Information
Technology

Information
Technology

Information
Technelogy

Information
Technelogy

Information
Technology

Information
Technology

Information
Technology

Information

Technology

Information

First Time Seen

2022-06-09
05:58:17

2022-07-13
07:22:16

2022-04-12
07:16:19

2022-07-12
07:48:18

2022-07-11
071019

2022-02-25
05:22:14

2022-03-13
05:34:18

2022-07-18
05:16:18

2022-08-03
07:34:20

2022-02-28
07:22:21

2022-08-05

Last Time Seen

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27
05:17:08

2022-09-27

X
Department
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
SECURITY >
S

5. Clicking the blue > leads to the Details page, where you can view more information about
a specific user:

< Details

& ABARRETT

Data Source

Age

Applications

Asset

Data

Data Source

Extra Fields

Location

Risk.

User

Graph (User)

Lucidum Data Group

Field

Lucid User Name

User IDs

Source User Name

Person Full Name

Email

Department

Job Title

User Disabled (yes/no)

Manager

User Status

Source Source User

Content

ABARRETT

173422

ABARRETT.ABARRETT@LUCIDUM.IO

Althea Barrett

ABARRETT@LUCIDUM.IO

SECURITY

SECURITY ANALYST

no

& Tammi Laperle

Status

Last Time Seen
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6. Clicking on a link on the left displays a different category of information about the user.
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