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What is Network Access Control (NAC)?
Concepts

on Client Posture Zero Trust Client
AAA) Profiling Compliance Network Access Onboarding

802.1X/ MAB Passive * Determine endpoint * End-Point agent App-based on Portal
Fingerprinting health and tunnels user traffic based end-user
compliancy to the Cloud device provisioning
(antivirus, firewall, « Cloud POPs classify with 802.1X
patches/updates etc) end-user traffic and (certificate) or MPSK

credentials
. OS version Agent-based or enforce network
Assign VLAN / Agent-less policies Built-in PKI (cert)

Policy based visibility | ;
Uiéi)lldei,sﬁtyon Using device « Leverage Posture Today ZTNA exists infrastructure
fingerprint during compliance status in outside of traditional
AAA AAA NAC as a standalone

concept

Identify a User or a
Device Device Type /
Determine Manufacturer
User/Device Role visibility
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What's Wrong with NAC Solutions Today?

Current NAC Customer Responsibility

Cisco ISE, Aruba Clearpass, Forescout 1) Design for service redundancy
NAC require professional services or a 2) Design for high availability
dedicated NAC IT expert 3) Design for scale

4) Manually scale up or down
5) Maintain server hardware / VM servers

Solutions are Impossible to manage 6) Perform upgrades / security patches
complex and brittle without breaking

| Typical NAC S s ;
Cumbersome | Deployment NACMgnt - ooty L. Backup Mgt
troubleshooting and } No end-to-end visibility : M E et Fo

lack insights
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Lack agility and Legacy LDAP and ; I ST TR e

scale on-prem directories | Customer ey

Managed Balancer Primary AAA connection
IEEEE > Logging Connection

Maintenance, feature

Requires downtime updates & security patches

NAS Clients
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Juniper Mist Access Assurance © Microservices-based Cloud NAC
MOV[ng tO the [ntegr(]ted ClOUd service natively integrated into

network operations.

@ IT-friendly Day 0-2 operations
fully integrated into the network,
continuously validating end-user
experience.

{\b @ Al-driven network operations
.1.' extended to network access

. control.
Juniper

Mist Cloud
@ Periodic hitless feature updates

security patches and vulnerability
fixes without downtime planning.

@ Geo-awareness, high-availability
Intrinsically available with the
Juniper Mist Cloud.
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High availability, High Reliability & Site Survivability

* All previously known clients (regardless of the auth method) get authenticated and
full policy gets applied (VLANs, GBP tags, Roles, etc)

* New clients are authenticated and applied default critical service policy

Why does it matter? % Cloud

&

Cloud Microservices are used for the heavy Mist Edge
lifting of authentication and authorization
services.

Unreachable

00:9@0
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o

Mist Edge provides a local on-premises point of
presence for site survivability functions.

Wired/wireless infrastructure

Lean operations on the Mist Edge side.

Critical Site

JUnIper
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Access Assurance Insights in Premium A

nalytics

Access Assurance Insights
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Access Assurance Insights in Premium Analytics

Access Assurance Insights
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Education Use Cases
for loT Assurance
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Challenges of Today’s loT/BYOD Solutions

Lack of Central Management g
Difficult to monitor and manage D o Pre-Shared Keys
thousand devices SR -

APDRaNES

fullnetacoess
e n

Limited Visibility -
Limited visibility of user activities

Weak Password Policy

Use of easily guessable or shared
passwords makes devices vulnerable to
attacks

No Automation for Access Codes

Generation et ot

Manual generation of access codes need | CooshaOCTOR o, 2021 1TO0IEA Mo 2202 10032 e SI— o
huge IT resources |

Juniper
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Juniper’s loT Assurance Solution

Us‘er authent:cates_ : PSK gets
using Corp credentials onelogin
via SSO

: Feature:
automatically

& Suite @ @ generated using SSO  Self Provisioning MPSK Portal for BYOD
Email as PSK Name: Functi
unction:

9 User Directory

» Self-Provisioning Portal for the end users
to get Personal PSK via Single Sign-On

Outcome:

* Complete BYOD package with seamless
end user onboarding (no certificates, no
3rd party apps, zero complexity)

Native Integration into any User
Directory using SAML

o Corporate Email = PSK Name

Flexible Onboarding Workflows based on
) desired use-case (Employees vs
User navigates to SPP Contractors vs Sponsored Guests vs

URL, i.e. Event visitors)
getmypsk.company.com

Juniper
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Demo 1 - loT Assurance

’ STAGING-LAS THU, 12:36 Pl ?

Client Onboarding

5 PSK Portails)

.| PSK PORTAL NAME v ssio AUTHORIZATION URL DATE CREATED
test-byod ppsk-doud SSO hips//pskportal mistsys com/#Fbyod/812e31f-53¢f-4264-8b%¢-8b152eddbab? Mar 15 2022 08:47:10 PM
psk-admin? ppsk-cloud 5§50 https.//pskportal. mistsys com/#ladmin/39ab0fee-137¢4d434-84b4-660079621 602 Mar 15, 2022 10:21:11 AM
PhaniTest ppsk-cloud 5SSO https//pskportal. mistsys.com/#byod/4d0B054b-b01 7-42d5-a5c3-9350a076e172 Apr 26, 2022 D6:57:16 AM
Switches x
NWS50-8YOD _ResNet SSO hitps//pskportal.mistsys. com/#ibyod/1 70fn3d5-de 1 0-4chs-bbec-bSadh 7151906 May 24,2022 10:57:04 AM
WAN Edges ] get-wifi-byod1 ppsk-cloud SS0 https//pskportal. mistsys com/#!byod/e20fR7c4-6ba2 4430-a26a-Th2 70f065c4f Mar 15, 2022 095436 AM

Location

Analytics

°4
Juniper
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Education Use Cases
for NAC Assurance
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Challenges of Today’'s NAC

Functional & Architectural Complexity
NAC: Logical Functions NAC: Physical Architecture

NAC Mgmt (7o Backup Mgmt \
/ \ / Nods ]

. cep e Typical NAC =
Guest Portals Logging Visibility D‘;r:)'lf;me T%/ ’ \\
= 2 "””” -7

. . . - . Policy/Auth
AAA Services IDP connectors Policy Engine =, = " ode

I =) — Replication
T A T A T A T Balancer » Primary AAA connection

User & Device

D b Tvpical AAA Cluster mg » Logging Connection
atabases ypica pa
\_ AN 0 Y,

& Solutions are complex, brittle, lack scale

& Cumbersome troubleshooting and lacking insights

& Requires downtime planning

Juniper
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Juniper Mist Access Assurance Solution

l W | IT-friendly day 0-2 operations

Micro-Services based
Cloud NAC Offering

Industry-first Al powered

operations

© 2024 Juniper Networks
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Mist Access Assurance = Cloud NAC Servic
IT-friendly yet flexible Auth Policy configuration

Auth Policy Labels

Name Tyws

VLAN with Web Fiterng AAA Attnbute
DAroctory Arribute
AMA Attnbute
AAA, ALTrbute VLAN! 750

Shava's cent Ceniticate Att Common Name (CNx 53

Prircer Client MAT: D0astx*

B Users AAS Antribue fimalm: Siab misof camr

Msin LAB
AAA Attribate Ueer Name

Maching Authentcatior

10T Tunnel VLAN AAA ATTre e VLAN

Empioyees in Azure AD Drrectory Attribute Group: Lr

Policy

Org Policies

Each usSer/resources Sesson s evaluated accarding to the st of Policy rnules, The palicy for tha first matching rnuse s appliea
Add Ruke Croate Labe! AAA Attribute

VLAN: 750
-

" . .l
s s s | v s v sie s IO
Nevwnrk Access Alkwed +
INOWO Ik ACCIN Allowed +

Name Mateh Criteris (et o lncabios, S8IL ' .

or Groun eic
Cort s by LAB CA
.
Cert tssumc by LAB CA

Wireless Cert Auth

TTLS auth against.,

Wired Cert Auth
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emo 2 - NAC Assurance
ient State Machine Extended to NAC

o STAGING-LAS
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Mobile User


emo 2 - NAC Assurance

ient State Machine Extended to NAC - Failure case
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Mobile User
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