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What is Network Access Control (NAC)?
Concepts
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What's Wrong with NAC Solutions Today?

Current NAC Customer Responsibility

Cisco ISE, Aruba Clearpass, Forescout 1) Design for service redundancy
NAC require professional services or a 2) Design for high availability
dedicated NAC IT expert 3) Design for scale

4) Manually scale up or down
5) Maintain server hardware / VM servers

Solutions are Impossible to manage 6) Perform upgrades / security patches
complex and brittle without breaking
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Maintenance, feature

Requires downtime updates & security patches

NAS Clients
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Juniper Mist Access Assurance © Microservices-based Cloud NAC
MOV[ng tO the [ntegr(]ted ClOUd service natively integrated into

network operations.

@ IT-friendly Day 0-2 operations
fully integrated into the network,
continuously validating end-user
experience.

{\b @ Al-driven network operations
.1.' extended to network access

. control.
Juniper

Mist Cloud
@ Periodic hitless feature updates

security patches and vulnerability
fixes without downtime planning.

@ Geo-awareness, high-availability
Intrinsically available with the
Juniper Mist Cloud.
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High availability, High Reliability & Site Survivability

* All previously known clients (regardless of the auth method) get authenticated and
full policy gets applied (VLANs, GBP tags, Roles, etc)

* New clients are authenticated and applied default critical service policy

Why does it matter? % Cloud

&

Cloud Microservices are used for the heavy Mist Edge
lifting of authentication and authorization
services.
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Mist Edge provides a local on-premises point of
presence for site survivability functions.

Wired/wireless infrastructure

Lean operations on the Mist Edge side.

Critical Site
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Access Assurance Insights in Premium A

nalytics

Access Assurance Insights
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Access Assurance Insights in Premium Analytics

Access Assurance Insights

Hogan Fus =vine Vtm St Type Uz

& i th last 20 cormaiets dags & ety wahie " Ay walis o arry veken i atry eaben

Top Falures

Top Access Points with Fallures
AP e AP MAC re Masas
M i |
LD St f sy L Ul it
LD Shcve DR/ MITeAN
[SiNe ] “riem e
stnar Ateeand W st sfan LLLGE L ARE A
LD TebaSomree hlarmee
L0 MO 22 | Giniied

LA
Leedern
Lve S
LveSwre
Db T
LreJers

Law Jeve

Chew MAC e
O S SO
TN (482 2L LSRN
Mol TP | b . MM R4
[T Lo
AT LN
N
41300
M R
wle 7000807 6

e Mane
shme adweanl S

EX3A0000 KT 1008

e e tpeee AL T M
masaman
masners»s
AL I R
728 01140
AN U

eat | ATy
BT JeA et

e T e,
e i
e o 1pene
ttwwn bt v

T ]

DO
TR 2
M1dcacucact
TR0
Hictacee

e P40 00 1215
stawn rmtrvee FIASEIN 1 12840

.o w1 e

MR
Szttt
MAIT MY
SIdctOm et e 4EBL 1201

o et apene

o Bvwnt Type Sl 1 spobestiie cosly for Bvent List’ widget

et MAL

5wy vabew

bttt

SURME_CHNT | XD 98 s

R e Y]

AL DOKP B

SO WALIDATION Sl s

NAC Byt Trpwe

NAL CLENY
LAWY
ciAw!
LUENT
clewt

iEREREREREREERER

AN

Pev
P
el
reman
rein
Ll
remart
reman
remat
Feswant
revsan
ressat
e
refwant
ressart

i ety valen

Chert

4 ot gl
(eerahdivin
O
12000

Event List

o
st
]
P e
e st
[l
]
[T
gy e
]
ey v

et Hwee

Ll

—-vest!

oy VeI (T
s g

St Tgwany 1482 yx et

g
g pes s s

Top Chents with Failures

Tae Heve

s an_deme Jeweahe
Lo Lweve
R A
Love Derme

ataen sifurasd bd
R ]

1 A Nt

Top Switches with Falures
A Heve

Tt MAS
Leo¥aobass
A ]
testeness
TETV NN
10T
TETRAN
TUY SR
[LEETEERNTS
Lotutrteed
LeThafhaea
10ty
[ Lt
182 twiiests
tedveh =ad
VLD hwidcebtn

b Nare
S b R
WL temans el el )
ML, Nt
TR e T R
e Swrde_vad_ ae22 |
WL R s |
WL bt e ey |
wetwe Samess yal bl |
shwan, richrond I sl s
e L
et e St ywdwell |
A rictmond Il s
R
e forti vw) 41 24
wan_wntowms awd ) |

© 2024 Juniper Networks

Juniper Business Use Only

Jun

IPEl

NETWORKS




JUﬂ”:)er Driven by

NETWORKS Experience-



	Access Assurance
	Slide 88
	Slide 89: What is Network Access Control (NAC)? Concepts
	Slide 90: What's Wrong with NAC Solutions Today?
	Slide 91: Juniper Mist Access Assurance Moving to the integrated cloud
	Slide 92: High availability, High Reliability & Site Survivability 
	Slide 93: Access Assurance Insights in Premium Analytics
	Slide 94: Access Assurance Insights in Premium Analytics

	WAN Assurance
	Slide 102


