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Microsoft Defender

Azure AD IDAM / Identity Protection
+« MFA / Conditional Access for Cloud & On-prem Apps

« Detect Block & Remediate Risky Sign-Ins & Users M'UOSOH Cloud APP Secumy (CASB)
« Privileged Identity & Access Management for Cloud Anomaly Detection & DLP
Defender for Office 365 Workloads * Shadow IT Management
(Old Name: 0365 ATP) ® -® * Reverse Proxy Based Restricted App
Email / Office 365 Zero Day Threat Protection ; N Experience & Session Control

= File Sandboxing, URL Protection, Advance Anti-Phishing -
Emails, SharePoint. OneDrive & Teams & Office Apps

= Missed / Post-Delivery weaponized Email Threat Investigation

= Automated Investigation & Rapid Response
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* NextGen Antivirus & Host Intrusion Prevention Microsoft Defender for Identity o
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/ compromised endpoints « Cloud Intelligence Powered Identity UEBA
* Threat & Vulnerability Management = Advanced Attack Detection for AD Based Network
* Managed Hunting & Incident Assistance with = AD Identity Security Posture Assessments
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Microsoft Defender for Endpoint

Endpoint detection

& response

Detect. Investigate.

Respond to advanced attacks.
Client 22 Cloud O

Deep OS recording sensor Machine learning, behavioral
& anomaly detection

Response and containment
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Rich investigation across machines,
files, users, IPs, URLs

Realtime and historical
threat hunting
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