
STRATEGIC IT SERVICES 

ACTIVE
DIRECTORY
REVIEW
Enhance Security and Efficiency with ADDS Insights



AD HARDENING REVIEW
Disabling unnecessary services
Enforcing strong password policies
Limiting administrative privileges to reduce the attack surface

OPERATIONAL PROCESSES REVIEW
Review the effectiveness of current operational procedures & ensuring they align with security best practices

PRIVILEGED ACCOUNTS/GROUPS MEMBERSHIP REVIEW
Regularly checking the membership of privileged accounts and groups to ensure proper account hygiene
Service account review
Review of stale accounts

FOREST AND DOMAIN TRUSTS REVIEW
Evaluating the trust relationships between forests and domains to prevent authorised access

OPERATING SYSTEM CONFIGURATION REVIEW
Ensuring that security patches and updates are applied, and configurations align with Microsoft’s
recommended guidance

DOMAIN AND DOMAIN CONTROLLER CONFIGURATION REVIEW
Comparing the current domain and domain controller configurations against best practices and
recommended guidelines

ACTIVE DIRECTORY OBJECT PERMISSION DELEGATION REVIEW
Examining the permissions delegated to Active Directory objects to prevent excessive privileges

AD MONITORING TOOL/METHODS REVIEW
Check the implementation and configuration of monitoring tool/methods and ensuring they align with best
practices

SECURITY AUDIT
Audit user activities: Track changes to AD objects, user logins, and account lockouts.
Review permissions: Ensure that permissions are correctly set and follow the principle of least privilege.
Review Audit Policies to check critical changes are being monitored

Active Directory Review:
Gap Analysis

SECURITY REVIEW



CAPACITY PLANNING REVIEW
Review hardware and resources capacity considering current and future load.
Review Domain Controllers redundancy and reliability

MONITORING AND LOGGING
Review performance metric to monitor CPU, memory, and network usage.
Review logs for unusual activities or errors.

SITE AND SERVICES CONFIGURATION AND REPLICATION REVIEW
Number of Sites, domain controller placement, and subnet binding
Inter-site and intra-site replication configuration review
DC Replication health review 

DOMAIN CONTROLLER HEALTH 
Check the health of domain controllers and identify issues.
Verify dependency services
Detect unsecure LDAP binds

PERFORMANCE TUNING
Fine tune settings for domain controllers to handle the load efficiently.
Update software: Ensure that all AD-related software is up to date to benefit from the latest
performance improvements.

BACKUP AND RECOVERY
Review AD backup solution and recovery procedures.
Review periodically tests of recovery plans to ensure they work as expected.

FSMO ROLE REVIEW
FSMO Roles health and placement review

REVIEW DNS CONFIGURATION
Review DNS settings and name resolution
Review DNS forwarders and root hints are set up correctly
Review Aging and Scavenging settings

GROUP POLICY MANAGEMENT
Review Group Policy Objects (GPOs) to ensure they are applied correctly and do not conflict.
Review GPO performance impact on login times and system performance.

DOCUMENTATION REVIEW
Review Active Directory implementation documentation, Standard Operating Procedure (SOP)
documents records

PERFORMANCE REVIEW



PREPARATION AND PLANNING
Clearly outline the goals of the upgrade or migration, such as consolidating domains, improving security, or
upgrading to a newer version of Windows Server.
Define a high-level project plan that includes timelines, milestones, and resource allocation

CURRENT ENVIRONMENT ASSESSMENT
Document the existing AD infrastructure, including domain controllers, sites, Organisational Units (OUs),
Group Policies, and trust relationships.
Evaluate the health of your current AD environment. Ensure there are no replication issues, DNS problems,
or other errors.

COMPATIBILITY AND REQUIREMENTS
Verify the current hardware and software are compatible with the new AD version.
Check if the current AD schema and functional levels meet the requirements for the upgrade.

RISK ASSESSMENT AND MITIGATION
Conduct a risk assessment to identify potential issues that could arise during the upgrade.

DEPENDENCY ANALYSIS
Identify applications and services that depend on AD and ensure they are compatible with the new version.
Map out interdependencies within your AD environment to understand the impact of the upgrade.

Deliverable:  Gap Analysis & Recommendation Report 

Duration: 2 Weeks

BACKUP AND RECOVERY
Review AD backup solution and recovery procedures.
Review periodically tests of recovery plans to ensure they work as expected.

TESTING AND VALIDATION
Set up a test environment that mirrors your production environment to validate the upgrade process.

UPGRADE READINESS REVIEW



Active Directory Audit 
and Gap Analysis Report 

REPORT: KNOW WHAT’S INCLUDED:



Active Directory Audit 
and Gap Analysis Report 

REPORT: KNOW WHAT’S INCLUDED:
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