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|
g}a SECURITY REVIEW

AD HARDENING REVIEW

« Disabling unnecessary services
o Enforcing strong password policies
o Limiting administrative privileges to reduce the attack surface

OPERATIONAL PROCESSES REVIEW

« Review the effectiveness of current operational procedures & ensuring they align with security best practices

PRIVILEGED ACCOUNTS/GROUPS MEMBERSHIP REVIEW

o Regularly checking the membership of privileged accounts and groups to ensure proper account hygiene
e Service account review
o Review of stale accounts

FOREST AND DOMAIN TRUSTS REVIEW

o Evaluating the trust relationships between forests and domains to prevent authorised access

OPERATING SYSTEM CONFIGURATION REVIEW

e Ensuring that security patches and updates are applied, and configurations align with Microsoft's
recommended guidance

DOMAIN AND DOMAIN CONTROLLER CONFIGURATION REVIEW

e Comparing the current domain and domain controller configurations against best practices and
recommended guidelines

ACTIVE DIRECTORY OBJECT PERMISSION DELEGATION REVIEW

« Examining the permissions delegated to Active Directory objects to prevent excessive privileges

AD MONITORING TOOL/METHODS REVIEW

o Check the implementation and configuration of monitoring tool/methods and ensuring they align with best
practices

SECURITY AUDIT

« Audit user activities: Track changes to AD objects, user logins, and account lockouts.
o Review permissions: Ensure that permissions are correctly set and follow the principle of least privilege.
o Review Audit Policies to check critical changes are being monitored
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i ' PERFORMANCE REVIEW

CAPACITY PLANNING REVIEW

« Review hardware and resources capacity considering current and future load.
« Review Domain Controllers redundancy and reliability

MONITORING AND LOGGING

o Review performance metric to monitor CPU, memory, and network usage.
o Review logs for unusual activities or errors.

SITE AND SERVICES CONFIGURATION AND REPLICATION REVIEW

o Number of Sites, domain controller placement, and subnet binding
« Inter-site and intra-site replication configuration review
o DC Replication health review

DOMAIN CONTROLLER HEALTH

e Check the health of domain controllers and identify issues.
« Verify dependency services
o Detect unsecure LDAP binds

PERFORMANCE TUNING

o Fine tune settings for domain controllers to handle the load efficiently.

o Update software: Ensure that all AD-related software is up to date to benefit from the latest
performance improvements.

BACKUP AND RECOVERY

e Review AD backup solution and recovery procedures.
o Review periodically tests of recovery plans to ensure they work as expected.

FSMO ROLE REVIEW

e FSMO Roles health and placement review

REVIEW DNS CONFIGURATION

« Review DNS settings and name resolution
« Review DNS forwarders and root hints are set up correctly
« Review Aging and Scavenging settings

GROUP POLICY MANAGEMENT

« Review Group Policy Objects (GPOs) to ensure they are applied correctly and do not conflict.
« Review GPO performance impact on login times and system performance.

DOCUMENTATION REVIEW

o Review Active Directory implementation documentation, Standard Operating Procedure (SOP)
documents records



O UPGRADE READINESS REVIEW

°o

PREPARATION AND PLANNING

o Clearly outline the goals of the upgrade or migration, such as consolidating domains, improving security, or
upgrading to a newer version of Windows Server.

o Define a high-level project plan that includes timelines, milestones, and resource allocation

CURRENT ENVIRONMENT ASSESSMENT

o Document the existing AD infrastructure, including domain controllers, sites, Organisational Units (OUs),
Group Policies, and trust relationships.

« Evaluate the health of your current AD environment. Ensure there are no replication issues, DNS problems,
or other errors.

COMPATIBILITY AND REQUIREMENTS

« Verify the current hardware and software are compatible with the new AD version.
o Check if the current AD schema and functional levels meet the requirements for the upgrade.

RISK ASSESSMENT AND MITIGATION

« Conduct a risk assessment to identify potential issues that could arise during the upgrade.

DEPENDENCY ANALYSIS

« Identify applications and services that depend on AD and ensure they are compatible with the new version.
« Map out interdependencies within your AD environment to understand the impact of the upgrade.

BACKUP AND RECOVERY

« Review AD backup solution and recovery procedures.
« Review periodically tests of recovery plans to ensure they work as expected.

TESTING AND VALIDATION

o Set up a test environment that mirrors your production environment to validate the upgrade process.

Deliverable: Gap Analysis & Recommendation Report

Duration: 2 Weeks
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INTRODUCTION

<Customer> has  engag
comprehensive review of th

Mismo  Systems to  undertake a
r Active Directory (AD) environment. This
initiative aims to assess the health, performance, and security of the AD
= infrastrueture, and lo identify any exsting gaps of areas for
o e mprovement.

ent: The review will include a thorough examination of the AD ervironment to identify
any existing issues or |\orpnt|al areas of concern, This involves checking the overall health of domain controllers, replication
status, and the integrity of AD objects,

ory F sment: Mismo Systems will analyze the performance of the AD infrastructure to
ensure it meets the o genmnrun 3 nu\ds This includes assessing response times, query performance, and the efficiency of

AD operations, Recommendations will be provided to optimize performance where necessary

= A critical component of the review is the security assessment. This involves
and potential threats within the AD environment. The goal is to fortify the AD
i \Imslluclurc against both internal and external security risks.
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ACTIVE DIRECTORY
INFRASTRUCTURE
OVERVIEW

fActi'.'e Directory | Current State

—

*  <Customers operates from five locations: Chennal, Chandigarh, Mumbai, Kolkata, and Gurugram, all interconnected via IPsec

tuninels. An Active Directory is created for each of these locations, and each site has 2 domain controllers.

Windows server 2012 R2 is the OF of the Damain Controllers,

Gurden1 Domain Control

located in Gurugram is holding all FSMO roles

Bath Forest and Domain functional levels are set to dows Server 2008,

All defauht sesvices are enabled and running on Domain Controllers.

FRS service is used for Sysvol replication

Mers are Global Catalog (GC) servers.

s ot ensbled

Some OUs are not protected from accidental deletion.

VM level backup for Domain Controllers is configured.

The Directary Se

e Restare Mode ([DSRM) password is not known.

Internet browsing is enabled on both Domain Controllers.

/" Active Directory | Current State

* A workflow exists for user creation. IT team recedves user creation forms from HR team,

*  When users leave the organization, the 1T team disables th

if wser accounts but never delete them,

adn

ssing their reqular accounts 1o perfo

ativee tasks on ain Contrallers

+  There are many privileged users in the Domain Admins and Erterprise Admins growps

+ are many service acco use, however there s no proper list svadable with <Customer> team, except for those used in
applications.
. UPN sul  <list of UPM suffives >

& There i no external time server source configured on PDC: instead, it relies on the local hardware clock to maintain system time.
+  Delegatians are configured on OUs

#  The “Defaul Domain Policy™ is unlinked from the domain and not in use. Instead, a new policy has been created to configure

password and sccount lackout settings
+  Group Palicies are nat properly managed.

*  DNS scavenging is not configured properly, There ane many old static reconds exists, and no cleanup was performed for a long time.

The G5 wil o kanger receive secursty updaties, non-security vpdates, bus fies, echrical support.
The Damai Conuoles e rening o s technicalcodan: s
2Rz, wheh
High Hgh
react W R i highly %0 upgrade 3 the domain conrolers. bo Windows. Server 2022 or > .
. Viecioves Saevac 2008 fos tehanced perlcemance, Stibat, impisved pocunty, ded 5245 10 the
atest AD features.
115 ecommended L racss DOt Forest 303 DOMEn FUnConal s 15 B LTest avadabie aner
" ¥ .
both Doman and fosest Iunctiondd  prading the 05, for enhanced performance, stabiiy, improved decarity, and accets 10 the  hledeem Megim
el e - 2008 PO
it AD features
= [ s ="
125 s bein s 5 10 DFSR. FAS 3 egacy sevice e g
- s harden the AD DS ermiromment, disable the wnnecessary senices runving on al the Domain
£ detu et e anttind wd Contoer xm; ‘it e 30 gty applcation Senioes, whech are ot needed 1 be imtaled o8 Mgdium Low
[ o el
* The "Detartt Demai Poky” & not i use
] e s i e e [ Megm
best peactces Maximum Password age 5t fo ] ;x
. i amond ot s vl e £ e, & ok b et 1 charsciars
184 recommended 10 enabis AD Racycle Bin. It helps recover accdentally deleted obpects quiily
R T and easdy, mininizing dawntime and data los. o Low
AR OUs 30 1ot prnacd from .t e " - "
L Al the D4 in The domain should be protected from sccidental deletion High Low

ACTIVE DIRECTORY
GAPS & RECOMMENDATION

(" Active Directory | Gaps & Recommendations )

—

" be block: aroter 1o imy ay mirimice: - .
Draerun Coniroliers smach susfach, peeveeting Unbored chiges and comphare. gk o

Syt State backp forDamain

s recommended to take  dadly system state backup of one of the Domain Controbers . o
e sy ih -

preceally, take 1 t Backoup of the DE holding all the FEO0 roles.

per ol the dapik Iamlq.mmm i 30 b2 0 s,
offbcarding proces, they oy diable

e e U o
the user account and keep it forever.

period,
8 hesrepyeainng OUL Thit wil remeve e bty decoust fom Aure AD

[ Meiam
the account from the deleted users' section, which will comvert i into

Note: You can resioee the delesed user's madbax wibin 30 days, emuring thes madbax

data b retained.
Manny sk a0 obncleti cbatcts wnt,  Review ol the 12l objects and! periorm the chan up 31 ro cledrvop hag been parformed =

ox the emvircnenect. Ao, make it 3 practice o Searps eveey 36 menths M -
<Cuitomer> team doei not have e The Directory Service Restore Made [D5AM) pastward it esentisl for pevfoeming Acive
Do ey s i (058 ey o S o oo . 1 Dy vl pasmwoed and store High Low
] 1t securely in passwond management ol
e W A and| ders secure woristaticn.  Miedhm Mg

(EAW) to sdminister Domain Comrobers
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(" Active Directory | Gaps & Recommendations

—

E adkmin grovps memberihics.
oo many users ane part of Domain - Onky e obectsshoid b ackled 10 hes grups. e -
ks - Sarvice B3 part of e grups.
o s masst harve two AD . A reular oot fo ooy ks
bt el uknthﬂhq—r‘nkb-:nz‘?u-:::& ekt syvteen st aecl ADLI decuest e Low
the labegt y every
40 12 manths, kabtot passwonds, 30 is % reset the
Mo reguia passwoed eset forirbege PSSR Ewice ater an imerval of 12-24 hours. i
Lt ¢ . Befoe reseting rtege sccouet
porsaan 2 .
Aepicancn s Rapperng pripert
There might be some crused UPN saffies = P - e
creaned
Site and Senvices are not peogely Covane AD site for sach bocation wheve kocal Domain Contoer s requited with respectie A
configured sboet Meachum u

(" Active Directory | Gaps & Recommendations

‘Only specific security patches are being
installed on Domain Controlers.

Mcrosoft. recomemends indudng securfty patches, on doman
controllers. This encures that your systems we protected against vuineratiities and
enefifrom improvements instabdity and periormance. Here are some key points:

o your domain consobers, i Mgk =
«  Subility and Performance Updates: These updates help improve the cveral
pieformance an rekabiity o yeur Tyieen
Microsoft advises testing updates in a controied emvirsnment before depiaying them to
peodhuction to avoid potential denupticns.
‘Server Message Elock v1 (SMBwT) b SMBA g
cumently enabled. : " 1 and wie lates
SMBVL which and. fe-sharing
e Medum Low
Hote: & e gL st them
o mallnction
Thee i o el ot st soeve. SOSI0G Mebwork Tima Prosocel VTP on the Domsin, Controlle bolding the P0C — -
configured on POC I Sl
Remive the deegations that se no longer in use. Reist all the delegations from the
g and delegations. vigh Medum

\.

—
= Raiew all the Service Jccounts 3ndl thesr g mwm Sarvich pecnnts shersd
P ¥ ot 3 desived
tak.
- Pace. anapemen y conaissens
Service cCount management is Paunmh‘rj v e 10 e K PO oA Medum Medium
° Br 3
e carry cut ot
- ki state the purpose
T which the service soount i crested.
et Seammmging it configuend st Do B sarvers 1o s th ENS
properly and there are many static ok database by remowing cutdated recoeds that aee o longer valid Alio, manualy delste  Medium Low
Tecceds S reCons 1 konger needed
DHGS roke & coniign g  rec 07um any additional s on your domain controber
Domain Controtiers ot than DNS. Thés helgs to  purtace and Medum Mecum
a Evai Mcrosoft d g 1ot Domain Conarolers
Extind Active Direcoary on Cloud o MKEOIOR AU anch JRORect, 1uTe 2N Monitor ning MECTOS0R Adine HERVOES e =
Domain Controdiers afe not properly Domain Controllers Tollowing 5
Parcreng Wendows Seever iy i
L]
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" Active Directory | General Recommendations

I

= Educate users 1o use long
together,

# IT administrators must have two AD accounts. A regular account for day-to-day tasks such as checking email,

and

are simply two or more random words put

browsing the internet, ticket system etc., and ADM account for carrying out Active Directory administrative tasks.

* |

s recommended to assign resource access to groups rather than individual accounts, as this simplifies resource
management.

+ Do not name your security groups with generic names, Instead, use descriptive names that state the purpose of the

security group.

Active Directory Auditing and Log management (SIEM) solution should be implemented,

MFA should be configured to RDP on all Domain Controllers

.

.

+ When privileged accounts, such as Domain Admin access, are needed, temporarily place the account in the necessary
Administrator Groups and remove it after the work is completed.

#  Active Directory events should be monitored to detect compromising and abnormal behaviour on the network.

#  Patch management and vulnerability scanning should be regularly performed.

" Active Directory | General Recommendations

+  Fallow Microsaft's recommended naming comventians for creating abjects in Active Directory.
*  Monitor DHCP logs for connected devices.
+ Monitor DNS logs for mali

+  Canfigure the fallowing au

ous netwark activity.

it podicies:
o Audit computer account management (success/faiture)

& Audit Security group managemen

s faikine)

o Audit sevsitive privilege use (secoessTailure).

5 Audit audit policy changes (suco
Hudit auth

ess/failure]

hanges [

*  Use descriptive GPO names 1o quickdy identify the GPO by name and make group policy management casier.

+ Do not modify the default domain and default domain controller palicies.

+  Speed up GO processing by disabling unused computer and user configurations. For example, i a GPO has computer settings
configured but no user settings, disable the wser configuration for that GPO to speed up group policy processing

*  Use small GPOs to simplify Small GPOs make

+  Regulary review the GPOs and disable the group policies that are not in use.

. managing, designing. and implementing much easier

©
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NEXT STEPS

—

+ Prepare a roadmap for remediating all the
identified gaps

Mmismas

CONTACT US

L] Co 25 UK | London Office
> d £ Floos, TH




SECURING YOUR TOMORROW, TODAY.

STAYINTO
WITH US!

@ Website

WWw.mismosystems.com

@ India | Corporate Office
A-35, Second Floor, Sector 2,

Gautam Buddha Nagar, Noida,

Uttar Pradesh- 201301

{, Phone
+911204978056 | +44 (0) 74354 25313

@ India| R&D Center

2043, Ground Floor, Doon Express
Business Park, Subhash Nagar,
Dehradun, Uttarakhand - 248002

|Z| E-mail

connect@mismosystems.com

(© UK|London Office

First Floor, The Urban Building,
3-9 Albert Street, Slough,
United Kingdom, SL1 2BE
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