BYOD 365 balances
security and privacy for
BYOD users on Office 365

’I : ‘ : I\ “We get 320,000 attacks every day, mostly by email

Endpoint Employee . "
SecFiJri’ry Expgneﬁce and many of those come through BYO devices.

u . u g J.Britton Tabor, Executive Vice President-Erlanger Health Systems

Without an appropriate policy and fechnical controls in place, your data is exposed
when employees use unmanaged office 365 apps on their personal device.

BYOD 365 balances security for your organization with privacy for your employees.

Step 1: BYOD Policy Document
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consensus on security and privacy.
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An example of a Tiered Trust Model

Step 2: Tiered Trust Model No Risk Medium Risk High Risk

A Tiered Trust Model defines the security requirements eﬁ‘m"“w" M e(;m

for each persona based on their risk profile. We then

design the appropriate security model for each g (@\\ %@
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Azure Active Dlrecory Identity

Step 3: Implement in Intune test environment 2
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Outcome

BYOD employees will be more productive and feel assured their privacy is protected. Your data will
be secure with appropriate controls applied to each employee.
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