Basis op Orde

Setting a secure baseline voor Microsoft 365

One of the main characteristics for any Microsoft 365 environment is

the amount of information which can be stored, shared, and managed

using the relevant platforms. This information can be easily accessed ;

and shared from any location and at any given time. The right measures C|OUd S@CU rlty Ca i
need to ensure that the Confidentiality, Integrity and Availablity (CIA)

levels for the information are guarenteed and we can comply with

iInternal and external compliance rules and regulations.

Securing Microsoft 365 Basis op Orde program
Using platforms like Microsoft Teams, SharePoint Online, The program is based around several workshops/sessions and has a
OneDrive for Business and Yammer, employees and partners normal duration of three weeks. These sessions include:

can use Microsoft 365 to collaborate and share information.

Securing this process does offer some challenges: During an inspiration session we take a journey through the

®* How to manage the access to information and the partners world of threats and opportunties.

we collaborate with?

* How to manage and protect our identitief? During the Secure Score and Threats workshop, Microsoft

365 Secure Score and Azure AD Identitfy Protection are used to

® How to identitfy our (most) sensitive information and how to D OELUTE . .
gain insight into the current maturity of your security.

protect this?

The so-called “Basis op Orde” (= Setting up the Basics)
program is aimed to set a secure baseline for Microsoft

365. Working with the organization, all necessary measures
are identified. These measures are required to protect your
information and identities, identify any anomalies or incidents
and to act on these. The Protect, Detect, Investigate and
Respond model.

The workshops Identity, Information, Device Management en
Azure discuss these specific components.

The program delivers a made to measure roadmap with
short-term, middle-term and long-term recommendations for
enhancing your Microsoft 365 security posture.

®® © ©

The secure baseline contains all measures which can be set
on the short-term. These are needed to work securely with
Microsoft 365. Additional measures and processes for the

long term are also identified. The main focus for these are Target audience
identity & information protection, mobile device or application . . . .
management and migitating advanced internal and external e Chief Information Security Officer (CISO)
threats. e Chief Information Officer (CIO)

e Security Officer

At the end of the Basis op Orde program you can be ensured
of a secure Microsoft 365 environment on the short-term and e IT Manager
a roadmap for future enhancements. All measures which van IT Security
be addressed on the short-term and which are based on your .
license agremeent, are implemented. IT Compliance

Want to get started right away?

Would you like to know more about what the Basis op Orde program can deliver to your organization or a tailor-made offer?
Please contact your Motion10 Account Manager or Albert Hoitingh, Modern Work & Security Lead at Motion10.

o
M otienN10 info@motion10.com &  www.motion10.nl & 0102351035 .J
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