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Cybersecurity has
become a vital
element In business.

MTN Business Cybersecurity Assessment will

helps customers by identifying vulnerabilities,
evaluating current defenses, and providing actionable
recommendations to enhance their security posture
and resilience against threats. This assessment offers a
clear view of your current security status and a
customized plan to address vulnerabilities.
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MTN has a free two week assessment.

What to Expect:

Insights into Threats: Understand common threats and their impact on
operations.

Alignment Analysis: Assess how well your current security measures meet
cybersecurity goals and get recommendations to counter ransomware and
insider threats.

Endpoint Health Visibility: Gain insights into endpoint health and Microsoft
365 data through Microsoft Security scans.

Long-Term Recommendations: Receive guidance from Microsoft experts on
key initiatives and tactical steps for ongoing security enhancement.
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Microsoft Partner

End to End Security

o Threat Environment
Ransomware / Extortion, Data Theft, and more

o People
Roles and Risk Management

Operational Technology
Industrial Control Systems

Microsoft
Security
Capabilities

Infrastructure
—O  Multi-cloud, cross-platform, and native controls

Security Operations
SecOps / SOC

o Development / DevSecOps
Enabling Security & Business Goals

Zero Trust Adaptive Access
Security Service Edge (SSE)
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MTN Business Cybersecurity Assessment can provide you with a comprehensive
overview of your current security posture, helping you understand how well your
existing security measures align with your cybersecurity goals.

Enhanced Security Posture: Identify and address vulnerabilities to
strengthen your overall security.

Risk Reduction: Minimize potential risks by implementing
recommended security measures.

Regulatory Compliance: Ensure compliance with industry regulations
and standards.

Improved Incident Response: Develop better strategies and
capabilities for responding to security incidents.

Operational Efficiency: Streamline security operations and improve
efficiency.

Expert Guidance: Gain insights and recommendations from Microsoft
cybersecurity experts.

Customized Solutions: Receive tailored security solutions based on
your specific organizational needs.

Increased Awareness: Enhance awareness and understanding of
cybersecurity threats and best practices among your team.

Confidence and Trust: Build confidence among stakeholders by
demonstrating a proactive approach to cybersecurity.
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MTN Business Cybersecurty Assessment can cover the below

products and services:

M365 Security Assessment

- Evaluation of Microsoft 365
security controls.

* Analysis of compliance
with security policies.

< Recommendations for
enhancing security posture

Compliance Assessment

* Review of compliance with
industry regulations

e Analysis of data protection
and privacy measures

« Recommendations for
achieving compliance

Azure Security Assessment

* Review of Azure security
configurations

e Analysis of threat
protection and monitoring

* Recommendations for
improving cloud security

Endpoint Security Assessment

* Analysis of endpoint
protection solutions

« Review of security policies
and configurations

< Recommendations for
securing endpoints against
threats

Identity and Access Management Assessment

* Review of Azure Active Directory setup
« Evaluation of user access controls and policies
« Recommendations for improving identity security

Business Cybersecurity Assessment

A tailored
roadmap can
be developed
based on the
assessment
results, outlining
steps and
strategies for
enhancing
security and
compliance
over time.



We provide detailed and
customized reports on the
security assessment findings,
Including actionable insights
and recommendations for
Improvement, help with
understanding and achieving
compliance with industry
standards and regulations
relevant to the customer’s
business, support for developing
and refining incident response
plans with guidance on
handling potential security
Incidents effectively, and a
tailored roadmap based on the
assessment.
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Given the complexity of the cybersecurity environment and unique requirements
of each business, Business Security-as-a-Service portfolio can offer the
following additional services to holistically cover your security needs:
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Managed Firewall

Whether you’re looking for a dedicated firewall, or hosted virtual firewall, we
provide an end-to-end service consisting of pre-implementation consultancy,
design of connectivity, security policy, deployment, and device management.
This includes 24x7 monitoring and support.

Email Security and Archiving

Our email security solution inspects all your inbound and outbound email and
ensures they’re free from all sorts of threats such as phishing, spam, viruses
and threats posed by email. Not only does the solution manage these threats
butit's also a centralised email content archiving solution.

Mobile Device Management

Enhancing the security of corporate data by monitoring, managing and
securing mobile devices like smartphones and tablets that are used for
corporate purposes.

Managed Detection & Response (MDR)

SIEM and SOC service that provides threat visibility, detect compliance
deviations and anomalies. Reduce Mean time to detect and respond
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Email us at
Securityproducts.za@ mtn.com or
speak to your Account Manager for
more.
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