Governanca de Dados & Analytics
Visao Executiva



transformacdes atuais



aceleracao tecnologica

maior capacidade + baixo custo
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Mais dados
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F com menor custo...
average HDD & SSD prices in USD per gigabyte
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Maior poder computacional




Disponibilidade da tecnologia como servico

aceleracao para um
mundo de tecnologias
COMO Servicos

Infra > eletricidade> telefonia > IT > sist. especialistas > IA

g

menor custo para inovar
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"Digital transtformation is when
companies use technology to
radically change the
performance or reach of an
enterprise’

George Westerman — Principal Research Scientist — MIT Sloan



Dados => Informacao



Dados x Informacoes

= Data (Latin datum) are a set of qualitative or quantitative values and variables about a person, an object, or a location at a given time or
across a period of time.

= Data does not depend on information. However, information cannot exist without data

= Information (Latin ‘Informatio /informare’) is described as that form of data which is processed, organised, specific and structured,
which is presented in the given setting.

= |t assigns meaning and improves the reliability of the data, thus ensuring understandability and reduces uncertainty.

BASIS FOR COMPARISON DATA INFORMATION
Data means raw facts gathered about Facts, concerning a particular event or

Meaning someone or something, which is bare and subject, which are refined by processing
random. is called information.

What is it? It is just text and numbers. It is refined data.

Based on Records and Observations Analysis

Form Unorganized Organized

Useful May or may not be useful. Always

Specific No Yes

Without data, information cannot be

Dependency Does not depend on information. orocessed



Data Information

each individual homework and test grade

i h nt’s aver rade for each cl
of a student in one class the student’s average grade for each class

the list of search results that includes a
variety of cat videos on the internet
(output)

55112377988 a person’s phone number 55(11)237-7988

typing the words “cat videos” in your
computer search engine (input)

the freezing and boiling points of water in

100, 212, 0, 32 Fahrenheit and Celsius




~ = Data typically comes before information, but it’s
hard to say which is more useful.

= For example, if the information was processed
or organized in a biased manner or incorrectly,
it’s not useful, but the data still is.

OPOPI-HOWP
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Dados => Informacao => Insights






How can we
make it happen?

What will
happen?

vAg
_ Analytics

Why did

it happen?

Analytics
What
happened?
Descriptive
Analytics

W Traditional Bl | Advanced Analytics




Inteligéncia Artificial (Al)

"Ability of a machine to
b 21y | perform cognitive

S+x+k+2a+21] F gk
=il

functions we associate
with human minds, such
as perceiving,
reasoning, learning,
interacting with the
environment,
problem solving, anc
even exercising
creativity’




machine learning

"Field of study that
gives computers the
ability to learn

without being
explicitly
programmed.’

Arthur Samuel (MIT engineer) - 1959




Agents that mimics human minds:
perceive and interact with environmt,
Problem Solving, Learning, Reasoning,
Creativity, etc..

Learn trends, insights from
data without programming

Machine Learning



machine learning

aprender com os dados



machine learning

aprender com os dados historicos
a fim de identificar tendéncias



As maquinas deixarao de ser
programadas e passarao a ser
treinadas



Al is the new electricity

"About 100 years ago,
electricity transtformed
every major industry. Al
has advanced to the point
where it has the power to
transform” every major
sector In coming years'

Andrew Ng — Stanford Professor



Dados sao ativos



Crunch time in France

= AtIVO é um recurso econdémico que detém ou produz The Ton yosrs on: banking afte the crisis
valor E CONomis t South Korea's unfinished revolution

Biology, but without the cells

MAY 6TH-12TH 2017

= Sao vistos como propriedade e que podem ser

convertidos em valor financeiro The WOI'Id'S most
= QOs dados nao sao apenas necessarios para as valuable resource

operacdes de negocio, mas também podem fornecer
informacdes sobre usuarios, produtos e servicos e

criar vantagem competitiva.

= Gerenciamento de dados € permite que as
organizaces obtenham valor com seus

dados, assim como o gerenciamento eficaz de ativos
financeiros e fisicos permite que as organizagoes
obtenham valor com esses ativos.




Crunch time in France

= Pesquisas mostram que Ppoucas organizagées The

Ten years on: banking after the crisis

tl"atam seus dados como um ativo S para Economist South Korea's unfinished revolution
muitas eles podem até ser um passivo Biology, but without the cells

= A falha no gerenciamento de dados é The world's most
valuable resource

semelhante a falha no gerenciamento

o [ capital: desperdicio e em oportunidades
perdidas. Além do mais, dados mal gerenciados
apresentam riscos éticos e de seguranca

= A obtencéo de valor dos dados NAO Oocorre no

vacuo ou por acidente, pois além de
gerenciamento, ela requer compromisso organizacional
e lideranca
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Dar

a is key

INnNovate

The 5 Essential Components of a Digital Transformation

Mapping the journey to becoming a data-centric organization.

DIGITIZATION OPERATIONS
A

( Al - \ (

PROCESS. NEW WAYS OF
TECHNOLOGY DATA SCIENCE PEOPLE, CULTURE DOING THINGS

|
| | |
s y "\

ANALYTICS

A
AN

5. Results

Quantifying
the ROI,
impact, and
utility of 4

4. Action
Changes
in behaviors,
decisions, and
strategy based
on3

(S

3. Insights
Meaningful
interpretations

evaluated of 2
results of 5

2. Data

Digital records
of 1 and

1. People

Consumers,
employees,
clients



Ciclos rapidos de inovacao: vantagem estratégica

data + analytics + people] @ speed



The inhibitors of digital transformation

are unable to
on

common data

more out
than of

require

to compete




/ business

!/ must read

It's that time: Here's every
major retailer's return
policy

Read now >

Home / Business / Big Data

Workers waste half their time as they
struggle with data

As data grows in complexity, data workers waste time
searching for and preparing data instead of gaining insights
according to a new report.

Written by Eileen Brown, Contributor on July 8, 2019

/ related

Qualcomm readies Wi-Fi

X 7 platform for your home
Data is becoming increasingly important to success in the digital economy Lo mesh networking needs

and data workers spend the majority of their work week on data activities.



Data Sources
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Too much time spent in data preparation

Slow response time to requests
Lack of collaboration
Too many versions of analytic models

Lack of clarity in requirements

Analytic tools are too complicated/lack
of training

Lack of the knowledge of data sources

Lack of understanding of analytics
and data science

33%
29%
28%
28%
25%
25%
22%




Tipos de dados



Tipos de dados

DATA TYPE

DEFINITIONS

IMPORTANCE AND SIGNIFICANCE

RISK

Personal Also known as Personally Identifiable Pil collected from consumers and end Without proper data governance, personal data
Information (PIl). According to the users of a product and service have @n be used by malicious actors for unlawful
government of the United States, PII become a valuable asset for technology impersonation, micro-targeted advertising, and
is information which can be used to vendors focusing on Al. It reveals the to potentially manipulate individual preferences.
distinguish or trace an individual's identity | external behavior and tendency, as well Sensitive Pl collected from citizens in one
when used alone, such as name, social a inner preference and biases of an country may be shared or sold to a company
security number, and biometric records, individual, a community, or a certain in a different country. This grants permission
or when combined with other personal or | population demographic during all to foreign entities to access valuable political,
identifying information linked to a spedific | decision-making processes. economic, social, and geographical data,
individual, such as date and place of opening doors for foreign entities to identify,
birth, and mother’s maiden name. exploit, and expose the weak links in

the country.

Machine Any data generated automatically by a As the Internet of Things (loT) market When not appropriately managed, sensitive or

Generated sensor, device, or equipment connected continues to grow, the large-scale confidential operational data can be exposed,
to a local server, cloud service, or other. communications between machines resulting in the loss of valuable patents, trade
The data can exist as time series, image, provide deep operational insight into secrets, blueprints, or even contracts.
video, and audio. the status of a machine, a production

line, and sometimes the entire workflow. Also, if this data falls into the hands of malicious
These loT communication data can be actors, it could be tweaked to create false

used for conditional-based monitoring, outcomes or representations, negatively
predictive maintenance, and overall interfering with the overall business and
efficiency enhancement of industrial and industrial/manufacturing processes and put the
manufacturing processes. entire business at severe risk

Geospatial Any data related to both space and time, Aside from machine-generated data, Geospatial data can be extremely sensitive as it
that provides information on specific geospatial data is seeing massive growth contains information on reak-time traffic, high-
regions or events. A key feature of due to the rise of autonomous mobile definition landscape maps, strategic premises,
geospatial data is that they are not static. vehicles, robots, and drones. One infrastructure, etc. The collection, storage, and
Instead, these data are constantly being autonomous vehicle can generate up to transfer of these data create concerns around
updated and change over time. four terabytes of data per day through proprietary data operation for mission-critical

various sensors, such as high-resolution data, data sovereignty, and cybersecurity
cameras, radar, LiDAR, and GPS. concerns.

Metadata Any data that provides information about Companies are major consumers Similar to machine-generated data, sensitive or
other data. This includes information on of metadata. The proliferation of Al confidential operational data can be exposed.
the purpose of the data, time, date, and models witnesses the boom in metadata This could cost the loss of valuable patents, trade
location of creation, creator of the data, generated by Al during the data analytics secrets, blueprints, or even contracts.
standards, the process used, and data process. When going through a large
trends. amount of data, Al generates metadata Also, if metadata are tempered with maliciously,

that informs end-users on the patterns they can create serious bias, which could

and trends observed from the data. seriously affect the prediction outcomes and
lead to compromises and vulnerabilities in the
business decision-making process.

Synthetic Any high-quality data generated For specific ML applications, it's easier Al algorithmic bias can be introduced through

programmatically for data science and
machine learning training and testing.

to create synthetic data than to collect
and annotate actual data. Developers
can generate as much synthetic data as
needed to develop the models with the
desired accuracy.

unvalidated or low-quality synthetic data. This
will result in Al algorithms being prone to error
with the biased outcome, causing disastrous
events for mission and business-critical
applications.
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Informacao direta e indireta

= Ainformacao direta é aguela que permite a imediata individualizacao da pessoa.

= Ainformacao indireta permite por meio da reuniao de informacoes, chegar a identificacao do sujeito.
Exemplos

= jdentificacao direta: um cliente, ao fazer uma compra online, informa seu nome completo e CPF, ou seja, a loja
virtual com essas informacdes consegue identificar o individuo que realizou a compra.

= jdentificacao indireta: uma empresa nao cadastrou o nome completo ou o CPF de um cliente, a principio, a
companhia nao teria como identifica-lo. Porém, utilizando outras informacdes que possui, € possivel descobrir
sua identidade. Tais como: profissao, endereco, género, ou qualquer outro dado que ajude a identifica-lo.

= Em outras palavras, a identificacao indireta ocorre quando associamos informacgoes, que isoladamente nao
conseguem identificar um individuo, para descobrimos a identidade de uma pessoa.
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PlI- Personally identifiable Information

termo usado em segurancga da informacd@o, referem-se a informagbes que podem ser usadas para identificar, contactar ou
localizar uma unica pessoa. Também podem ser usadas com outras fontes para identificar um unico individuo.

*‘Nome completo (se n&o for comum)
*Numero da Cédula de identidade

*Numero do Cadastro de Pessoas Fisicas
*Numero do Titulo eleitoral

*Endereco IP (em alguns casos)

*Numero de Placa de identificacdo de veiculos
Numero da Carteira Nacional de Habilitacao
*Rosto, Impressodes digitais, ou manuscritos
*Numero do Cartao de crédito

*Numero do celular

*Data de Nascimento

‘Nome da mae

*Local de Nascimento

sInformacdes Genéticas

EU directive 95/46/EC

Article 2a: 'personal data' shall mean any information
relating to an identified or identifiable natural person
('data subject'); an identifiable person is one who can be
identified, directly or indirectly, in particular by
reference to an identification number or to one or more
factors specific to his physical, physiological, mental,
economic, cultural or social identity
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Informacoes Indiretas & Privacidade



Exemplo: PlI- User data

Mouse movements reveal your behavior

Browser tracking ( Direct and meta information)

« Browsing history

 Geo-Location

 Hardware and Software Information
» Social Media Log-ins

* Image data (metafinformation)

In two recently published research papers, computer scientists from the University of e Fonts & Lan gua ge

Luxembourg and international partners show how mouse movements can be used to gain

additional knowledge about the user behavior. While this has many interesting applications, H 11 n M

mouse movements can also reveal sensitive information about the users such as their age or L M O u S e Cl I C kS a n d h Ove rS ( h e a t I I I a p S fo r Sa | e S a n a |yt| CS)
gender. Scientists want to raise awareness about these potential privacy issues and have

proposed measures to mitigate them.

Credit: Pixabay/CC0 Public Domain

Prof. Luis Leiva from the University of
Luxembourg and corresponding author of the two
papers explains in more details the key findings.

My mouse, my rules

"We have demonstrated how straightforward it is
to capture behavioral data about the users at
scale, by unobtrusively tracking their mouse

cursor movements, and predict user's
demographics information with reasonable
accuracy using five lines of code. For years,
recording mouse movements on websites has been easy, however to analyze them one
would need advanced expertise in computer science and machine learning. Today, there are
many libraries and frameworks that allows anyone with a minimum of programming
knowledge to create rather sophisticated classifiers. This raises new privacy issues and users
do not have an easy opt -out mechanism.” 59
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Eye Tracking

Data commonly captured
by eye trackers

eye opening and closure

(e.g., blink duration and frequency,
avg. distance between eyelids)

eye movements

P W W W W W W W W oW o oW oW ow

(e.g., gaze fixations, saccades,
smooth pursuit, ocular tremor)

eye status

(e.g., reddened,
watery, dry)

pupil properties

(e.g., pupil size,
pupil reactivity)

iris characteristics

(e.g., eye color,
iris texture)

facial attributes

(e.g., wrinkles, eye shape,
skin color, facial expressions)

\

concussion
gender [geographlcal ] / dhvoioipmin
origin Z o

disorders
obesity

Parkinson's
disease

biometric

i

depression
PTSD

possible

inference
of personal
=4 information

autism

eating
disorders

extroversion

rsonality — neuroticism
traits curiosity chemistry

skills and

abilities

math
mental languages
workload
) alcohol
expectations
tobacco
memories >
cocaine
internal
reasoning MDMA
mental computation oY cannabis

Source: Kroger et al. (2020) ,What Does Your Gaze Reveal About You? On the Privacy Implications of Eye Tracking®

In: Privacy and Identity Management. Springer Nature - hitps:/doi.org/10,1007/978-3-030-42504-3 15
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Regulamentacdes



Regulations

Data Protection Map

National Standard of
Information Security
Technology - Personal
Information Security
Specification (PIS
Specification)
China

The General
Data Protection
Regulation
(GDPR) EU

Personal
Information
Protection Act
(PIPA) - pending
South Korea

Payment Card
Industry Data
Security Standard
(PCI DSS)

DIFC Data
4 Protection law
2020 Dubai,
UAE

California
Consumer
Privacy Act
(CCPA)
CA, US

! Personal Data
Protection Act
(PDPA)

Thailand

Personal Data
Protection Bill
2018 (PDPB)
India

Privacy Act
1988
Australia

Lei Geral de
Protecao de

Dados (LGPD)
Brazil
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Regulations

Sarbanes Oxley Act

The Sarbanes—Oxley Act of 2002 is a United States federal law that mandates certain practices in financial
record keeping and reporting for corporations.

Basel |

Basel | is the round of deliberations by central bankers from around the world, and in 1988, the Basel
Committee on Banking Supervision (BCBS) in Basel, Switzerland, published a set of minimum capital
requirements for banks.

Basel Il

Basel Il is the second of the Basel Accords, (now extended and partially superseded by Basel Ill), which are
recommendations on banking laws and regulations issued by the Basel Committee on Banking Supervision.

HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA or the Kennedy—Kassebaum Act[1][2]) is
a United States federal statute enacted by the 104th United States Congress and signed into law by President
Bill Clinton on August 21, 1996. It modernized the flow of healthcare information, stipulates how personally
identifiable information maintained by the healthcare and healthcare insurance industries should be protected
from fraud and theft, and addressed some limitations on healthcare insurance coverage.

GDPR

The General Data Protection Regulation (EU) 2016/679 (GDPR) is a regulation in EU law on data protection and
privacy in the European Union (EU) and the European Economic Area (EEA). The GDPR is an important
component of EU privacy law and of human rights law, in particular Article 8(1) of the Charter of Fundamental
Rights of the European Union.

cGMP

Good manufacturing practices (GMP) are the practices required in order to conform to the guidelines
recommended by agencies that control the authorization and licensing of the manufacture and sale of food and

beverages,[1] cosmetics,[2] pharmaceutical products,[3] dietary supplements,[4] and medical devices.[5] These
guidelines provide minimum requirements that a manufacturer must meet to assure that their products are

consistently high in quality, from batch to batch, for their intended use.

LGPD

The General Personal Data Protection Law (Brazil) 13709/2018 (Portuguese: Lei Geral de Protecdo de Dados
Pessoais, or LGPD), is a statutory law on data protection and privacy in the Federative Republic of Brazil. The
law's primary aim is to unify 40 different Brazilian laws that regulate the processing of personal data.[1] The
LGPD contains provisions and requirements related to the processing of personal data of individuals, where the
data is of individuals located in Brazil, where the data is collected or processed in Brazil, or where the data is
used to offer goods or services to individuals in Brazil.[2]
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Lei Geral de Protecao de Dados Pessoais (LGPDP)

Fornece as diretrizes de como os dados pessoais dos

cidadaos podem ser coletados e tratados e altera a Lei
12.965/14 (Marco Civil da Internet).

CICLO DE VIDA DOS DADOS

Fase do Ciclo

Antes da LGPD

Com a LGPD

Coleta

Os dados pessoais sao coletados
indiscriminadamente.

Os dados pessoais coletados
devem obedecer ao principio da
necessidade e da finalidade.

Processamento

Os dados podem ser processados
sem um tratamento especifico.

O processamento de dados
sé podera ser realizado se o
tratamento estiver enquadrado
no Art. 72 da LGPD.

Anilise

A andlise de dados é feita para
entender o mercado, conhecer
o perfil das pessoas e definir
estratégias para oferecer bens e
servigos para o publico-alvo.

A andlise dos dados deve levar
em consideragdo a finalidade da
coleta. Devem ser obedecidos
os principios de tratamento com
propésito legitimo especifico e
explicito.

Compartilhamento

Os dados pessoais sao
compartilhados sem a necessidade
do consentimento de seus titulares.

O compartilhamento de dados
deve ser consentido pelos seus
titulares*

*Ver Inciso Il do Art. 32 do Decreto
n2 10.046/2019.

Armazenamento

Os dados pessoais sao
reutilizados sem a necessidade de
consentimento de seus titulares.

Os dados pessoais devem ser
armazenados e mantidos por
prazos definidos, ou seja, até
que a finalidade seja alcancada
ou deixem de ser necessdrios
ou pertinentes ao alcance da
finalidade.

Reutilizacdo

Os dados pessoais sao
reutilizados sem a necessidade de
consentimento de seus titulares.

Um novo consentimento deve
ser solicitado sempre que houver
mudanca de finalidade.

Eliminacdo

Os dados pessoais sao mantidos
sem a obrigatoriedade de serem
eliminados.

Os dados pessoais devem ser
eliminados apds o término de seu
tratamento.
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Governanca de Dados



Objectives

ENSURE
COMPLIANCE

Modern data governance
has three core objectives
%

DRIVE
INNOVATION

e

1 To advance data-driven decision
making in an organization through
trusted insights

IMPROVE
EFFICIENCY

2To ensure data compliance
across various data privacy laws and
internal data policies

3 To improve the efficiency and
productivity of IT and data teams
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Gestao Ativa dos dados

Governance

Strategies
Polices Monitoring
Culture
Identify
Analyse
Control

Regulations

Controls
Activities

Processes
69




Data Governance

Data governance encompasses Availability

the people, processes, and information Usability
technology required to create a consistent Consistency

and proper handling of an organization's Integrity

data across the business enterprise. Security and Privacy
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DAMA Framework : data wheel

Data Quality

Management Data

Architecture
Management

- Specification

- Analisys - Enterprise Data Modeling

- Measurement -Value Chain Analysis
Meta-data - Improvement - Releated Data

Management Architecture Data
Development
- Architecture -
- Integration - Analysis
- Control D ata - Data Modeling

- Delivery - Database Design

Document & G Ove rn a n Ce - Implementation

Content Management - Strategy
Roih g - Organization & Roles Database
- Acquisition & Storage

_ Backup & Recovery - Policies & Standards Operations Management
- Content Mgmt. - Projects & Services - Acquisition
L EGEEL - Issues - Recovery

- Retention -Valuation - Tuning
- Retention
Data

DWH & Bl _ e
Management Security
- Architecture Reference & Management
- Implementation Master Data

- Training & Support Management
- Monitoring & Tuning

- Standards

- Classification

- Administration
- External Codes - Authentication
- Internal Codes - Auditing

- Customer Data

- Product Data

- Dimension Mgmt




DAMA DMBOK

DAMA -
DMBOK

DATA MANAGEMENT BODY OF KNOWLEDGE

2ND EDITION
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Visao Integrada



Governanca de Dados

Business
Management

Data
Risk Mgmt

Arquitetura Negocios

direciona

Governanga Corporativa

¢ Metas, Projetos, Drivers, KPls

desenha

Risco &
Compliance

~

/

implementa

Arquitetura & Modelagem

Desenha fluxos i Modela dados Controla

: N\

Catalogo & Documentagao

DADOS

Dados Dados

Gerencia, Implementa e suporta

k[ estruturados N3ao estruturados ]/

/

Coleta, Armazenagem, Distribuicao e Integragao

N

~

)

Business
Governance

Data
Governance

Data
Assets

Data
Management
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Data Governance
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Armazenagem, Conteudo e Integracao
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a) Gestao de Armazenagem e operacoes

Objetivo

= Visa a melhoria dos processos de gestdao de armazenamento de dados, tais como planejamento,
desenho, implementacao e suporte de storages (SQL, No-SQL, datalakes,etc)

= Também inclui os servicos e processos de manutencao dos aplicativos, backups e implementacao
dos requisitos de seguranca, privacidade e controle necessarios durante todo o ciclo de vida

= O objetivo sera prover a disponibilidade dos dados e garantir a integridade, confiabilidade e
performance.

Plano de atuacao

= Levantamento de indicadores e inventario interno atuais

= Elaborar roadmap de a¢des para implantacao dos projetos de melhorias definidos no relatdrio de
O melhorias (“gaps”) tais como disponibilidade, monitoramento, governanca, backup e auditoria para
atendimento dos requisitos de qualidade e gestao de risco.

= |Implementar o roadmap de acdes e monitorar indicadores
O Resultados

= Definicao dos processos de governanca

= Definicdo dos papéis e custodiantes (Data Stewardship)

® = Execucdo do plano de melhorias
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b) Gestao de Documentos e Conteudo

Objetivo

= Visa a melhoria dos processos de gestdao dos dados nao estruturados (documentos, imagens, videos
etc.) durante todo o ciclo de vida

= Dentre estes servicos destacam-se o controle, armazenagem e suporte. Também inclui os servigos
de gestao de “Content Management”, backups e implementacao dos requisitos de seguranca,
privacidade necessarios.

Plano de atuacao

= Definicao das métricas de inventario e performance tais como numero de documentos, classificacao,
taxonomia, estatisticas transacionais, capacidade, performance, niumero de requisicdes e outros
indicadores acordados. Caso existente, utilizar referéncias de SLA ja definidos.

= |Implementar a estratégia de gestao de conteudo: definir a estratégia de gestao dos contéudos e

% documentos tais como ciclo de vida, pesquisa, versionamento, retencao e descarte. Caso aplicavel,

incluir estratégia para midias sociais
Resultados
= |nventario de Documentos/Conteudo e ferramentas
= Documento de Estratégia de Gestdo de Conteudo
/ = Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)
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c) Gestao de Integracao & Interoperabilidade

Objetivo

= Visa a melhoria dos processos de gestao de servigcos responsaveis pela captura, distribuicao,
tratamento e consolidacao dos dados entre os sistemas de armazenagem, aplicacdes e areas
internas . Sua missao é prover dados de forma segura, performatica e escalavel para todos os
sistemas e usuarios

Plano de atuacao

= Definicao das métricas de inventdrio e performance tais como numero de sistemas, classificacao,
taxonomia, estatisticas transacionais, capacidade, performance, niumero de requisicdes e outros
indicadores acordados. Caso existente, utilizar referéncias de SLA ja definidos.

Arquitetura de integracao - definir, a partir da arquitetura de dados e modelagem, a arquitetura de
integracao dos dados e ciclo de vida

Linhagem de dados (Data Lineage) - Gerenciar o ciclo de transformacdo dos dados linhagem de dados.
Levantar e documentar como os dados trafegam, sao transformados e se interligam nos processos
internos

Resultados
Arquitetura de integracao (l6gica e técnica)
= Linhagem de Dados (Data Lineage)

= Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)
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Horizontal / Vertical Data Lineage

Business Glossary

Data Dictionary

L
O
<
i
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T
>

Master/Reference Data

Data Quality

\

HORIZONTAL LINEAGE

How legal entities used/transformed
in our business processes?

* What is the definition of
legal entity?

» How (and where) was legal

entity implemented?

* What are our legal entities

(golden records)?

* What is our standard

reference data?

Nearly everyone is familiar
with horizontal lineage, or how
data elements are used and
evolve, across system-to-
system interactions within
organizational business
process.

For their project, the bank
created a new kind of lineage:
vertical lineage.

Vertical lineage is how
conceptual, business
definitions map to system
implementations, and data
values.

From a governance
perspective, vertical lineage
answers several key questions.
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d) Gestao de Big Data & Analytics

Objetivo

= Visa a melhoria dos processos de gestdao dos grandes volumes de dados disponibilizados para
consumo interno na forma de datawarehouses e cubos bem como os processos de elaboracao,
construcao e distribuicdo de painéis e relatdrios Bl e modelos preditivos (Data Science).

Plano de atuagao

= Inventario de Big Data & Analytics - conduzir o inventario dos cubos, painéis, modelos

= Plano Estratégico de Big Data & Analytics - Definir a estratégia de gestao de Bl e os processos de
melhorias necessarios

= Arquitetura de servicos Big Data & Analytics - Definicao dos requerimentos e arquitetura de producao
e consumo de dados, relatérios Bl e modelos

Resultados

= |nventario de Big Data & Analytics
= Plano Estratégico de Big Data & Analytics
= Arquitetura de servicos Big Data & Analytics

= Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)
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Objetivo

Visa a melhoria dos processos de gestao dos grandes volumes de dados disponibilizados para
consumo interno na forma de datawarehouses e cubos bem como os processos de elaboracao,
construcao e distribuicdo de painéis e relatdrios Bl e modelos preditivos (Data Science).

Plano de atuagao

DataOps é uma metodologia automatizada, orientada a processos, usada por equipes analiticas e de
dados, para melhorar a qualidade e reduzir o tempo de ciclo da andlise de dados.

Aplica a todo o ciclo de vida dos dados, da preparacao dos dados aos relatérios, e reconhece a
natureza interconectada da equipe de anadlise de dados e das operacdes de tecnologia da informacao

DataOps se inspirou no DevOps, que se concentra na entrega continua, aproveitando os recursos de
Tl sob demanda e automatizando o teste e a implantacao de analises. Essa fusdao do desenvolvimento
de software e das operacdes de Tl melhorou a velocidade, a qualidade, a previsibilidade e a escala da
engenharia e implantacdo de software.

DataOps utiliza o controle estatistico do processo (CEP) para monitorar e controlar o pipeline de
analise de dados. Com o SPC instalado, os dados que fluem através de um sistema operacional sao
constantemente monitorados e verificados como funcionando. Se ocorrer uma anomalia, a equipe de
analise de dados podera ser notificada por meio de um alerta automatizado
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Catalogo & Documentacao

Arquitetura Negécios Governancga Corporativa
# Metas, Projetos, Drivers, KPls
direciona 4
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desenha
o
f \ Desenha fluxos i Modela dados Controla
/ [ Metadados ]—\
[ Dados J [ Dados J [ Dados ]
i Referencia Mestres Transacionais
C(Fr:\sci?agce Catalogo &
P Documentagio
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K estruturados Nao estruturados /
\ / Gerencia, Implementa e suporta
| Gestdo Integragéo & Interoperabilidade |
implementa Arqu:‘etura 4 ) Armaz’enagem,
Aplicacdes Gestao Gestao Gestao Conteudo e
TI Armaz. & Docum & Big Data & Integracao
Operagoes Conteudo Analytics
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a)Gestao de Dados Mestres, Referéncia, Metadata

Objetivo

= Visa a melhoria dos processos de gestdo de servicos responsaveis pelo inventario, conceituacao e
ajuste dos dados cadastrais, referéncia e metadata visando a melhoria e consumo destes dados.

= Como sao dados muito utilizados internamente em sistemas e relatérios, possuem grande impacto
na performance e qualidade final nos clientes internos e externos

Plano de atuacao

= Data Profiling- Definicao das categorias de classificacao dos dados, eventos e tipos

= Data Models: desenho e elaboracao da arquitetura de dados bem como modelos de dados (Data
Models) conceituais e légicos.

= Geragdo e Gestdao dos Catdlogos de dados (Data Catalog) e Glossario de dados (Data Glossary)

= Linhagem de dados (Data Lineage) - Gerenciar o ciclo de transformacdo dos dados linhagem de dados.
Levantar e documentar como os dados trafegam, sao transformados e se interligam nos processos
internos

Resultados

= Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)

= Definicao dos padroes, metodologias e ferramentas (MDM) de criacdo e manutengao do catalogo
de dados a serem utilizadas no processoLinhagem de Dados (Data Lineage)
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Gestao de Arquitetura & Modelagem

Arquitetura Negécios Governancga Corporativa

# Metas, Projetos, Drivers, KPls
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a) Gestao de Arquitetura & Modelagem de Dados

Objetivo

= Visa a melhoria dos processos de criacao, evolucao e gestao do ciclo de vida dos dados e
informac0es estratégicas.

= Como sao dados muito utilizados internamente em sistemas e relatérios, possuem grande impacto
na performance e qualidade final nos clientes internos e externos

Plano de atuacao
= Enterprise Data Model (EDM) — visdo légica dos dados relevantes ao negdcio.
= Data Architecture Design- documentacao e visualizacdo da visdo geral conceitual e funcional do ciclo

de vida dos dados prioritarios de negdcios entre as principais entidades envolvidas (clientes, areas e
etc.).

= Data Plan - Elaborar e implementar o roadmap de iniciativa de melhoria da arquitetura atual (“as-is”)
para a arquitetura futura desejada(“to-be”)

Resultados
O = Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)
O = Definicao dos padroes, metodologias e ferramentas de criacao, gestao e evolugao da arquitetura
O de Dados, Modelagem e Linhagem de Dados (Data Lineage)
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b) Gestao de Qualidade de Dados

Objetivo

= Visa a melhoria dos processos de gestdao e manutencao da qualidade e alinhamento dos dados as
necessidades de negdcio, de acordo com os padrdes estipulados entre areas.

= Como sao dados muito utilizados internamente em sistemas e relatérios, possuem grande impacto
na performance e qualidade final nos clientes internos e externos

Plano de atuacao

= Data Quality Assessment: efetuar levantamento interno dos pontos criticos de qualidade nas areas
envolvidas e expectativas de padrdes esperados.

= Data Quality Plan: Definicao das métricas de qualidade, priorizacao e planejamento das acdes
necessarias para melhoria da qualidade.

= |mplementar iniciativas estruturadas de melhoria continua da qualidade e monitorar resultados

Resultados

= Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)

= Definicao dos padroes, metodologias e ferramentas de criacao, gestao e evolucao da gestao da
gualidade de dados
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Consistency

Accuracy

Completeness

Auditability

Orderliness

Uniqueness

Timeliness

Data quality attributes

Attribute What it means Example of Example of Metrics
good practice bad practice

No matter
where you look
in the database,
you won't find
any
contradictions in
your data.

The information
your data
contains
corresponds to

reality.

All available
elements of the
data have found
their way to the
database.

Data is accessible
and it’s possible
to trace
introduced
changes.

The data entered
has the required
format and
structure.

A data record
with specific
details appears
only once in the
database.

Data represents
reality within a
reasonable
period of time or
in accordance
with corporate
standards.

Your payment system
shows that Jane
Brown has made 5
purchases this month,
and CRM system
contains the same
information.

Your customer’s name
is Jane Brown. And
this is exactly how it’s
reflected in your CRM.

You know that Jane
Brown is born on
11/04/1975.

You can track down
the changes made in
Jane’s data record. For
example, on
12/5/2018, her
phone number was
changed.

The entry for
December 11, 2018 is
in the format
12/11/2018.

You have only one
record for Jane
Brown, born on
11/04/1975, who
lives in Seattle.

On 02/15/2018, the
customer informed
you that her name is
misspelled in the
emails you send her.
The customer’s name
was corrected the
next day.

Your payment system
shows that Jane
Brown has made 5
purchases this month,
while CRM system
shows she has made
only 4.

In your CRM, the
customer’s name is
spelled Jane Brawn,
though her actual
name is Jane Brown.

You have no idea how
old Jane Brown is, as
the date of birth cell is

empty.

It's impossible to trace
down the changes in
Jane’s record.

The entry for
December 11, 2018 is
in the format
12/11/18,
12/11/2018 and even
11/12/18 (in your
European stores).

You have multiple
duplicate records for
Jane Brown.

On 02/15/2018, the
customer informed
you that her name is
misspelled in the
emails you send her.
Her name was
corrected only in a
month.

The number of
inconsistencies.

The ratio of data
to errors.

The number of
missing values.

% of cells
where the
metadata about
introduced
changes is not
accessible.

The ratio of data
of inappropriate
format.

The number of
duplicates
revealed.

Number of
records with

delayed changes.
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Erros Digitagdo

THE SIXSIGMA DMAIC IMPROVEMENT PROCESS

D: Define the project goals and customer A 7 M: Measure the process to determine current
< { ;)] 4

(internal and external) deliverables.

e
DMAIC
CYCLE

R

performance and quantify the problem.

C: Control future process performance so ANALYZE A: Analyze and determine the root

improved process doesn't degrade.

I: Improve the process by eliminating defects.

Problemas identificados
100%

90%
80%
70%
60%
50%
40%

30%

20%
10%
[~

Dados Duplicados  Erros do sistema  Formatac¢do dados Valor Invélido Outros

cause(s) of the defects.

a) Medir e Identificar causas raiz
= “5 Why”, “Causa & Efeito”, etc

b) Priorizar causa raiz

= Pareto

c) Atacar o problema

= Implantar melhoria

d) Medir o resultado
e) Atacar préxima causa...
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Gestao de Risco & Compliance
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a) Gestao de Risco & Compliance

Objetivo

= Visa a melhoria dos processos dos processos de gestao de Risco dos dados corporativos.

= Esta gestdo inclui as etapas de planejamento, desenvolvimento e execucao de politicas e
regulamentos definidos na Arquitetura de Dados (Data Architecture) definida nos mdodulos
anteriores.

Plano de atuacao

= Data Risk Requirements - definir, a partir da arquitetura de dados e modelagem e regulamentacdes,
os requerimentos de gestdo de risco. Caso aplicavel adotar a regulamentacao de seguranca indicada.

= Data Risk Plan — plano de mapeamento, melhoria e monitoramento do risco
= Data Security Plan — plano de mapeamento, melhoria e monitoramento da seguranca
= Data Privacy Plan — plano de mapeamento, melhoria e monitoramento de privacidade

= Data Audit Plan — plano de auditoria e performance

Resultados
Definicao dos processos de governanca, definicdo dos papéis e custodiantes (Data Stewardship)

Definicao dos padrdes, metodologias e ferramentas de criacao, gestao do risco & compliance
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Governanca & arquitetura de negocios
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Data Strategy
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Data Strategy

Driver

Goal

Documented Objectives

Initiatives

Business Data Mgmt
Needs

Possible DG Capabilities

Growth in operating
margins

Increase Revenue

Increase nonenergy product revenue 15%

Increase sales of existing products and services

Introduce programs to encourage efficient consumption of electricity

Reduce Costs

Reduce tool and material redundancy 25%

Minimizing the tools & equipment needed to
operate our business

Tool and equipment
data management

Data lineage, data
quality

Improve power output 5% in existing plants

Minimize production costs through improved plant capacity

Improve “capital efficiency” (getting the most out of every capital dollar
spent)

Maximize return on assels
(plant, people, processes)

Improve power output 5% in existing plants

Improve availability of information to facilitate efficient operations

Increase load factor on system

Effectively evaluate business opportunities in approval process

Reduce new transformer installation cycles by one
week

Attain more efficiency in asset set-up and
management

Tool and equipment
data management

Data standards

Position for Growth

Improve engineering project results-80% on time
and budget

Plan, acquire, and position new and existing assets and resources
(distribution, transmission, coal, wind, distributed generation, etc.)

Effective Regulatory)|
Position

Improved image with regulators

Reduce customer complaints 25%

Monitor customer privacy

Provide strong analytical and fact-based, well-documented positions

Establish strong support of and representation in community

Meet reliability targets

Meet compliance standards (e.g., reliability standards, call center
responsiveness mandates, environmental mandates)

Analyze and communicate action steps necessary to minimize reported
customer complaints

Customer
Satsfaction

Increase Value to Customer

Reduce new connection time to one week

Improve responsiveness (cycle time, on time,
information, etc.)

Increase customer satisfaction on new service to
90%

Deliver service to expectation levels

New service
appointments,
scheduling and asset
availability data

Item, Inventory accuracy,
data quality

Increase system reliability

Increase options to customers

Limit price increases

Increase value of offerings (maximize service received for each dollar
spent by customer)

Improve Ability to Anticipate/React to System Swings

Ensure customer data is used appropriately and as specified

Reduce Interface Cycle Times

Operational
Excellence

Improve process efficiency
(cost, cycle time) and
effectiveness

Reduce cycle times and costs

Identify and define (map) processes to be able to effectively execute
business strategies

Define process metrics with appropriate goals/targets and control limits

Provide tools/technology to effectively enable our processes

Risk Management

Improve regulatory risk
management skills

Reduce risk exposures by 8%

Ensure customer data privacy compliance

Meet compliance standards (e.g., SOX, Environmental, Employment, etc.
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Data-driven culture

WHAT DOES A DATA-DRIVEN

CULTURE LOOK LIKE?

8 common traits of organizations powered by data.

01 02
Everyone Data uncovers
embraces data, opportunities to
starting at the drive
executive suite. improvements.

05 06
Datais Dataisa
accessible and business asset,
consistent, delivering
eliminating competitive

silos. advantages.

03

Data
encourages
innovation, and
new ideas are
tested.

07

Datais a
core business
strategy critical
to business
success.

04
Employees’
data skills are
prioritized and
developed.

Ethics and
privacy are
central tenets
of data use.

Sources: CIO, Forbes, Gartner, Towards Data Science
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Data Literacy

Objetivo

Evangelizar sobre o valor, relevancia e importancia estratégica dos dados
Capacitar habilidades de leitura, analise e comunicacao com dados
Habilidades para gerar valor através dos dados e informacdes

Entendimento da relacdo entre dados, transformacao digital e inovacao

Plano de atuacao

Habilidades de processos de negdcios para entender e planejar a criacao de dados confiaveis.
Habilidades de design para planejar sistemas nos quais os dados serdao armazenados ou usados.
Habilidades altamente técnicas para administrar hardware e criar software onde os dados sao mantidos.
Habilidades de andlise de dados para entender questdes e problemas descobertos nos dados.
Habilidades analiticas para interpretar dados e aplica-los a novos problemas.

Habilidades linguisticas para trazer consenso as definicdes e modelos para que as pessoas possam
entender dados.

Pensamento estratégico para visualizar oportunidades de uso de dados para atender
usuarios/consumidores e atingir metas.
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2) Estagios

Nivel 5

Otimizavel
-
Nivel 4 -8 | ieti
e Gerenciavel : -Aorganizagio | Obje.t“’OS i ’
LA intermalizaos | = Ajuda na compreensao de como é atualmente a sua
Nivel 3 ’ I principios de |
: { | i XA i
Y Definico | -Cothecimento | | Joenciamento gestdo interna dos dados
- | gerenciado dos | I . . .
etz [ T principiosde - Principios I = O modelo define um caminho para evoluir de
Repetive | BB i impulsionam | . ;s -
! ?o?r?nh;é?:mo : | dedados. : : :nggorliasdr;o . acordo com as necessidades e estratégias
Ini /A : : [ : pzpé?:gil:rsng:to | ! -Osprincipiossio | ! gerenciamento : =  Ajud di lhori
nicial/Ad Hoc ! .mh._.c.megm || I v dep,%.ed%dee Y | juda a medir a melhoria e comparar-se ao
t | rtic l .
| Sﬁ‘&?&ﬁ:«“ : ! L Ds prinokios : o : ———————— - mercado (benchmarks) , concorrentes e parceiros

: *Pouco ou nenhum : | grggg:fsmento | : se tornam B « Os principios sio |
| conhecimento dos | I . i facilitadores | usaxlos par I
: principios de ' B Alguns principios | organizacionais, | | garantira |

enclamento | = P p | tornando os | fiabilidad I
| dedados || shosplicados®m || | pocesciemain || || gomrocessod
| : |, maisdeumadrea | gonﬁéveis | doprocessode |
| +0s individuos I daorganizagao. | : . 3ermmento I
| seguemalguns | | | Sm—————- o '\ 2 3 J
I pnncl'p_iosdet b Ybies ol s teememeea- "
| grenccamen (O

dados a partir
I | o

dosensocomum, ,  DMMA (Data Management Maturity Assessment)

: mas com total : ’ . ]
, dusenciade = Nivel 0 : Auséncia de capacidade
I consolidados ' ; Lot . A TR
| sobreotema. | Nivel 1 : Inicial ou ad hoc: o sucesso depende da competéncia dos individuos
\ 7/

= Nivel 2 : Repetivel: a disciplina minima do processo esta em vigor
= Nivel 3 : Definido: os padrdes sao definidos e usados
= Nivel 4 : Gerenciavel: os processos sao quantificados e controlados

= Nivel 5 : Otimizavel: as metas de melhoria de processo sao quantificadas. 112



Outros Modelos

¢ Data Governance Maturity Model - Gartner

o Level 0: Unaware
o Level 1: Aware

o Level 2: Reactive
o Level 3: Proactive
o Level 4: Managed
o Level 5: Effective

o Data Governance Maturity Model - IBM

o Level 1;: Initial

o

Level 2: Managed

Level 3: Defined

Level 4: Quantitatively Managed
Level 5: Optimizing

s}

o

s}

Data Governance
Maturity Model -Gartner

4: Managed

03 Level 3: Proactive

The organization has reached its
goal in terms of information
management.

EIM standards & policies are well understood &
implemented.

Information management system is accepted & adopted.
Data governance becomes a part of every project.

of adherence to the information management system is low.

Sharing of information takes place between the teams. The level
WPl L evel 2: Reactive . P
Business and IT leaders start to understand and acknowledge
01 Level 1: Aware
the value of information and EIM.

There is no ownership, security, or any system defined for

data in the organization.

Data Governance
Maturity Model - IBM

Level 5: Optimizing

Data governance becomes an enterprise-wide
effort that improves productivity and efficacy.

Level 4: Quantitatively managed
‘ Measurable quality goals are set for each project, data

int

pr and

. e Level 3: Defined

Data regulation and m

1Ce.

Aali

are defined

+
o L

better and are integrated with the company processes.

. Level 2: Managed
The importance of data in the organization Is realized.

Level 1: Initial

There is little to no awareness of the importance of data and 1 13

there are no set standards for managing data.



Visao por competencias

Data Governance Maturity Curve

Master Data < Continual

Strategy
implemented
Define and a i Data is Trusted, Data-
document k€Y| o;emarr:.:e Based Decisions
organizationa eporting Required
metrics

improvement
Regular Data

. Cross-functional Data value represented
Departmental Define and Assign Execution of Data on corp. balance sheet
Management of Initial Data

Proactive and Governance
Data Siloes Owners/Stewards | ¢ naborative Data Smart (Al)

Quality Efforts Metadata and
Data Governance Data Catalog Lineage

vata n:;t acknowledged as a information Actively Used
bvinbemsgruas need and defined Data Privacy and @
corporate asset Privacy Efforts )

Measurable Risk managed @
Data Governance

Data Policies/ ()
Committee Procedures 9
Established

Questionable or
“Data Myopia® Unknown

Data Quality

/.
@
O

.Q“‘"'

MATURITY =)
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Visao por processos

Business
Strategy

Data

Culture

Architecture

Data

Governance

Procurement
& Onboarding

Explorer

Data is used solely for
reporting purposes

The organization solely uses
its own internal data

The use of data and analysis
is left up to the individual

The business lacks a
cohesive and coherent data
architecture

Governance is largely
manual and lacks
consistency

No datasets have been
onboarded to the
organization

User

Data insights are used to inform
business decisions

The organization uses data
providers to enrich & supplement
its own data

Data is a part of measuring results
but not planning

Some architecture exists to
automate and analyze data flow

Process is in place to protect data
quality across the organization

Individual teams are responsible
for procuring and onboarding their
own data

Leader

Competitive business strategy is
built off of data

Third party data is used as a
differentiator

Decision makers are enabled
with the results of data analysis
to maximize business outcomes

The architecture enables all
members of the organization to
be data driven

There's universal confidence in
the data and resulting insights

There's a streamlined process
for data procurement, but
onboarding isn't universal

Innovator

Data informs a continuous evolution
of business strategy

The organization is constantly
looking to leverage new datasets
from non-obvious sources

The organization has built true
Al/ML algorithms that adapt and
improve business objectives

The architecture is built for speed,
market distribution and large
volumes of data

Data governance is integrated into
all business processes

The organization has a data
procurement team that sources and
onboards new data
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1) Objetivos

Driver

Goal

Documented Objectives

Initiatives

Business Data Mgmt
Needs

Possible DG Capabilities

Growth in operating
margins

Increase Revenue

Increase nonenergy product revenue 15%

Increase sales of existing products and services

Introduce programs to encourage efficient consumption of electricity

Reduce Costs

Reduce tool and material redundancy 25%

Minimizing the tools & equipment needed to
operate our business

Tool and equipment
data management

Data lineage, data
quality

Improve power output 5% in existing plants

Minimize production costs through improved plant capacity

Improve “capital efficiency” (getting the most out of every capital dollar
spent)

Maximize return on assels
(plant, people, processes)

Improve power output 5% in existing plants

Improve availability of information to facilitate efficient operations

Increase load factor on system

Effectively evaluate business opportunities in approval process

Reduce new transformer installation cycles by one
week

Attain more efficiency in asset set-up and
management

Tool and equipment
data management

Data standards

Position for Growth

Improve engineering project results-80% on time
and budget

Plan, acquire, and position new and existing assets and resources
(distribution, transmission, coal, wind, distributed generation, etc.)

Effective Regulatory)|
Position

Improved image with regulators

Reduce customer complaints 25%

Monitor customer privacy

Provide strong analytical and fact-based, well-documented positions

Establish strong support of and representation in community

Meet reliability targets

Meet compliance standards (e.g., reliability standards, call center
responsiveness mandates, environmental mandates)

Analyze and communicate action steps necessary to minimize reported
customer complaints

Customer
Satsfaction

Increase Value to Customer

Reduce new connection time to one week

Improve responsiveness (cycle time, on time,
information, etc.)

Increase customer satisfaction on new service to
90%

Deliver service to expectation levels

New service
appointments,
scheduling and asset
availability data

Item, Inventory accuracy,
data quality

Increase system reliability

Increase options to customers

Limit price increases

Increase value of offerings (maximize service received for each dollar
spent by customer)

Improve Ability to Anticipate/React to System Swings

Ensure customer data is used appropriately and as specified

Reduce Interface Cycle Times

Operational
Excellence

Improve process efficiency
(cost, cycle time) and
effectiveness

Reduce cycle times and costs

Identify and define (map) processes to be able to effectively execute
business strategies

Define process metrics with appropriate goals/targets and control limits

Provide tools/technology to effectively enable our processes

Risk Management

Improve regulatory risk
management skills

Reduce risk exposures by 8%

Ensure customer data privacy compliance

Meet compliance standards (e.g., SOX, Environmental, Employment, etc.
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Maturity Assessment

DATA GOVERNANCE MATURITY MODEL QUESTIONNAIRE

Data Access Management Questionnaire

Is a process in place for people to request data?

Are data access requests completed in a timely manner?

Is the data access request process efficient?

Are there designated data owners in your organization?

Are there designated data stewards in your organization?

Is data discoverable and searchable?

Is data universally accessable, not siloed, and easy for other teams to request access?

Is risk management and regulatory compliance important to every user in your organization?
Are there policies in place about who can access what data?

Is compliance and risk management an inegral part of your organization's data management?
Does your organization identify and communicate to the users of your data assets?

Do you have policies in place that address sharing Pl outside your organization?

Is data encrypted at rest?

Does your organization have the ability to identify sensitive data in your ecosystem?

Does access to data change when a person is moved to another position in the company?
Is access reqgularly reviewed and adjusted for appropriateness?

Answer

No
No
No
No
No
No
No
No
No
No
No
No
No
No

No
No

ANSWER LEVELS

Level 1: No

Issues are dealt with as they appear.

Level 2: Beginning

The importance is becoming apparent and
commonly accepted. Efforts are beginning as the
organization determines what is needed.

Level 3: In Progress

Policies and documentation are being created to
implement a solution. Actions are being taken
such as appointing people to positions or
installing a tool.

Level 4: Yes

The organization is now enforcing policies and
procedures for data governance. There is an
implemented solution being monitored for
success.

@ Level 5: Absolutely

The implemented solution is working and only
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Maturity Assessment

DATA GOVERNANCE MATURITY MODEL QUESTIONNAIRE

Data Quality Program Questionnaire

Are data quality standards defined across your organization?

Can users easily report a data quality issue in your organization?

Does data undergo the data quality improvement lifecycle process (define, collect, prioritize, analyze, improve, control)?
Is a prevention system in place for future data quality issues?

Are processes in place for performing root-cause-analysis to discover where data quality issues are occurring?

Are data quality rules made to fix previously found problems?

Do you profile and review data quality when creating Data Assets as part of the delivery process?

Is data classified and tagged for easy searchability?

Is data lineage tracked as data is moved and transformed?

Do you review data quality issues monthly to adress trends and global process improvements?

Does your organization proactively communicate to impacted users when quality issues arise?

Are ETL and Data Transformation errors logged as data quality issues?

Can you report all data quality issues as they apply to a specific asset in your organization?

Do you identify and track root cause, remediation, and long term solutions for your data quality issues?

Are there master data and reference master data policies in place so no duplicate data is made?

Overall Data Quality Program Level

ANSWER LEVELS
Answer ‘ Q Level 1: No
No Issues are dealt with as they appear.
No
No @ Level 2: Beginning

The importance is becoming apparent and
No commonly accepted. Efforts are beginning as the
organization determines what is needed.

No
. 8
No Level 3: In Progress
Policies and documentation are being created to
No implement a solution. Actions are being taken
No such as appointing people to positions or
installing a tool.
No
No g
Level 4: Yes
No The organization is now enforcing policies and
No procedures for data governance. There is an
implemented solution being monitored for
No success.
No

@ Level 5: Absolutely

The implemented solution is working and only
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Maturity Assessment

General Governenance

IT Data Management
Program

Overall
5

4 o

3

Data Quality Program

Data Governance Maturity Assessment

Data Access Management
Program

Data Literacy Program
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2) Priorizar iniciativas

We recommend to prioritize the initiatives with high impact and low
effort

Initiative Prioritization Matrix

High ° ‘

" © @
Impact Effort

An initiative with a high impact The “Effort” criteria is
) would mean one of the assessed based on the
ow followings: followings:

* The initiative needs to happen + Ease of implementation
in order to achieve the desired S Tita 8 A
fikiro stolo ime frame required

+ The initiative will significantly *Resources required (Namber of
reduce our cost or increase our people, capital investment, etc.)
revenue

High Low
Effort
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3) Planejar tarefas

1.Identify owners or custodians

2. Maturity Assessment

3.Managing roles and responsibilities
4.Data Access management
5.Business Glossary

6.Data Mapping & Classification
7.Data Quality Improvement Program
8.Data Literacy Program

O 00N WNE

Ownership and process defined and controlled

a clear process for resolving disputes

detailed documentation of business processes
regular data quality audits

a risk register that lists data-related business risks
data models for key business data domains; and
policies to limit access to critical and sensitive data
Audits process implemented

Metrics and analytics
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4) Fasear

2020 2021 2022 2023

>
Data discovery

Common sources of truth —
Data glossary roll out
ad analytics 9 Item and Customer
Operational reporting

Report request : :
management Compliance DG

Use data
correctly

Data governance (DG) team
Oversee data

Legend
()
= Leadership
o Data debt and cost of ownershi
§ preparation = of p orientation | Planned I
[ )
L Anticipated
:E Data strategy training Data strategy communications & nticipate
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Pontos importantes

1. Cenario atual : motivo e razdes (“as is” -> “to be”)
2. Segmento: qual vertical de atuacao
3. Regulamentagao: existe alguma implantada ou com prioridade (ex: LGPD)
4. Maturidade atual: Mapeamento da maturidade atual e a esperada.
* Existe diagndstico efetuado?
5. Abrangéncia do escopo: institucional, area ou projeto POV?
6. Nivel de engajamento da BU: area de negdcios/usuaria
7. Estrutura do projeto esperado — expertise local, time local, recursos locais
8. Subprojetos - serao conduzidos internamentes ou por terceiros?
9. Ferramentas atuais: MDM, Cloud, Data Lake, Big Data, etc

10. Métricas e expectativas de sucesso: KPI (atual e esperada)

11. Timeframe esperado
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Papeis & Responsabilidades

Executive Sponsor

Data governance lead

Data Owner

Data Steward

Data Custodian

Data Stakeholder

coordinates data governance activities and programs
make decisions and take actions. Solve conflicts
Assign the Data Lead (ex: CDO/CIO/CFO, etc)

responsible forimplementing the datagovernance program vision, promoting the role of governance
and enforcing policy, while following data governance best practices

A data ownerisa person within yourorganization that has the authority to make decisions about
business term definitions, data quality, accessibility and retention requirements as they tie to the
business needs

people with aworking knowledge of the dataand understand how itis used by the business onaday-
to-day basis

sitsundera data ownerand is generally appointed by the data ownertowork withthem or act as their
representative in data stewardship domain group meetings

Responsible for maintaining data on your systemsin accordance with the businesses requirements
Data custodians are typically part of IT departments.

They are usually divided in theirareas of expertise: datamodeling, data architecture, database
administration, etc.

They are mainly responsible for maintaining,archiving, recovering, backing up data, preventing data
loss/ corruption, etc

individual or group that could affect, or be affected by data governance decisions, processes, policies,
standards, etc.
Examples:institutional researchers,data managers, dataarchitects, and business intelligence staff

works with the data governance team and taking
responsibility forthe implementation and ongoing
data governance processes

provide leadership, support, sponsorship, and
understanding of datagovernance to other
departments.

providesanin-depth knowledge and asound business
understanding of the datathey own

The data ownerremains accountable, but they will
delegate the day-to-day responsibility to a data
steward.

Data stewards oftentend to be the subject matter
experts butare still reasonably seniorbecausethey
must be trusted by theirdata owner

Possesses the necessary technical knowledge, skilland
experience

Follows good data management best practices

Is aware of regulations, policies, and standards
governingthe datatheyinteract with

Understandsthe importance of dataand itsimpacts
Is collaborative and wants to be engaged
Is a championintheirareaof expertise
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Data Map & Catalog

On-prem | |
Data Producers and Consumers RN m
D Data Catalog i | .‘
Enable effortless discovery A - N I
Cloud of trusted data i

\ ._ Data Map ' T &
m 7 Automate and manage metadata at scale

SaaS =.
Applications |

Description

Makes your data meaningful by graphing your data assets, and their relationships, across your data estate.

Data Map The data map used to discover data and manage access to that data.

Finds trusted data sources by browsing and searching your data assets.

Data Catalog The data catalog aligns your assets with friendly business terms and data classification to identify data sources.

Data Estate Insights Gives you an overview of your data estate to help you discover what kinds of data you have and where.
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.-’ Customers
SQL
[ Azure SQL Table

& edit () Refresh [i] Delete

Overview  Properties  Schema Lineage Contacts Related

Asset description

No description for this asset.

Classifications (1)

" & Canada Social Insurance Number |

Schema classifications (4)

" & email Address Franmer SIN ) | & Japan Passport Number £ person's Name

Fully qualified name

mssql://minjasgl database windows.net/TicketReservation/dbo/Customers

Provides the foundation for data discovery and effective data governance.
Service that captures metadata about enterprise data present in analytics and operation systems on-premises

and cloud.

Automatically kept up to date with built-in automated scanning and classification system.

Collection path
(5 Contoso Purview Catalog

ninjasql.database.windows.net

TicketReservation

Azure SQL Schema

Glossary terms (1)



Data Health

Stewardship insights

View information about the health and performance of your data estate Report generated on May 16, 2022 a1 1220 A O

Asset curation O Asset data ownership © Catalog usage and adoption O

Monthly active users
W Futy curated =o .
Owner assign.
W Partially curated
4.1 K 1 00% W No owner l'l'
B Not curated
Total assets No owrer

Show data for :é, Data estate O Catalog adoption
* The chief data officers (CDOs) and other
governance stakeholders can get a bird's

eye view of their data estate and can

Collection Assets With sensitive classifications Fully curated Owner assigned No classafications Net new . . bl .ns i hts into the

MasterCollection 4036 A % © 100% © 100% A 8% Q = galn aCtlona €l g

R X 0 O« o o 0o governance gaps that can be resolved

i A Ars, A NS el from the experience itself.

Data estate health

Collection : (Root) Contoso

Asset curation ©

. Collection : (Root) Contoso )

100
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Data Inventory

Data asset insights

View informaticn about the assets within your top source types, such as the status of the assets, whether they're associated with resource sets, and Report generated on May 16

the data size of the assets within a source type

I lassified] assets

arme B g N\
Contoso 100% 41H ) 100% _‘

2 1K ol  This area focuses on summarizing data
estate inventory for data quality and

Al data assets  Netnew  Deleted management focused users, like data
stewards and data curators.

Data assets by collection Data assets by source type

| Collection : (Root) Contoso Classification category : All Classification ; All Data owner : All

» These dashboards provide key metrics and
overviews to give users the ability to find
and resolve gaps in their assets, all from
within the data estate insights application.

MasterCollection entitytestmove2
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Data Glossary

o=

Glossary insights
View information about the status of your glossary terms,

Contact type : Steward Contact : All

Total terms Approved terms without assets Expired terms with assets

121 102 0

Term status

Snapshot of terms Incomplete terms

P~ 2 :
(@) Terms with assets O Terms without assets

W Approved M Expired M Draft W Alert W Missing definition Ml Missing expert Ml Missing steward Il Mizsing multiple

Glossary insights > Terms with assets

Terms with assets

Filter Ly name. | Termstatus: Al | | Contact type : Steward Comtact: All

Showing 1-2 of 2 resuls
Name Status Experts Stewards Asset count | Last updated

Adminstrative and Support and Waste Management O Approved 9

Advisory Services (AS) © Approved

w

12/03/,2020
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Data Catalog

« Business and technical users can quickly and easily find relevant data using a search experience with
filters based on lenses such as glossary terms, classifications, sensitivity labels and more.

» For subject matter experts, data stewards and officers, Data Catalog provides data curation features
such as business glossary management and the ability to automate tagging of data assets with glossary

terms.

« Data consumers and producers can also visually trace the lineage of data assets: for example, starting
from operational systems on-premises, through movement, transformation & enrichment with various
data storage and processing systems in the cloud, to consumption in an analytics system.
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Data policies

Governance Portal *» ContosoPurview

i ] This PREVIEW feature is licensed to you as part of your Azure subscription [2. By proceeding you acknowledge the
Policies (preview) Preview Terms [2 and Privacy Statement. (2
Marketing-access

& edit [l Delete .T. Publish
E-le Data p0'|CIeS Description

access to marketing assets

Policies (preview) B Data policies
Data catalog P

Data map

Last updated
01/27/22 04:07 PM by Diego Siciliani
I"Slghts Policy version

v2

Owner

G Diego Siciliani =

Policy statements

Policy management

Allow Read on Data contained in "marketinglake1” To Group "Contoso Team”
Azure_Purview_Policy_Demo2 > marketing-rg > marketinglake

Resources published to

Data source Type Published on |

W marketinglake1 AdlsGen2 01/27/22 04:07 PM [
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Classification rules

New classification rule Edit "Password_Style_A"

Create patterns as regular expressions. Upload a file or type your own patterns. Use JSON, XML, PSV,

Name *
TSV, CSV, or SSV files and limit file size to 80KB.

| Password_Style_A

Upload file

Description

Classification rule for Contoso.IT.PasswordStyleA

Select a file B

Data pattern ©

Classification name * A(2=[0-9))(2=."[a-2]))(?="[A-Z]) (?=."[@%$% " 8-+ =(])(?=\\S+9).{8, 20}$ l -+
I Password Style A X v ] —
Minimum match threshold © 0% O~ 100%
State *
| Q Enabled v |
Column pattern ©
Selectatype™ & I Password | G B
Regular expression Dictionary @ IF the data matches [(2=."[0-9))(?=."[a-2))(?=."[A-Z))(?=. [@#$% A &-+=(])(2=\\S+$).{8,
Upload a file to generate an expression or Upload a file that contains all possible values 20}$] AND the column name matches [Password], THEN apply the classification.
type a pattern. for the classification you're creating in a
single column.
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Classification

« Data estate insights > Classification insights >
Health
All classifications Report generated on 5/15/2022 at 09:00:00 PM,
EL Data stewardship
Inventory and ownership == Edit columns
Bl Assets o i —
| ¥ Filter by keyword . Category : All_) ( Classification : Al ) { Sourcetype: Al ) 52 Clear all fitters
Curation and governance
Showing 1-25 of 425 results
[ Glossary
R Classifications Classification | Category Subscriptions Sources Files
[ sensitivity labels EU Passport Number Government 9 29 106
German Driver's License Number Government 1 2 5
Argentina National Identity (DNI) .. Government 9 29 67
SRP20.ZIPCODE Custom 0 1 3
Belgium National Number Government 7 20 39
VISAS.SSV Custom 0 1 2
SRP15.MASTER Custom 0 1 3
Slovakia Personal Number Government 1 B 8
Australia Tax File Number Government 9 28 62
Russian Passport Number Internati... Government 9 28 59
U.S. Driver's License Number Government 9 29 61
Lithuania Passport Number Government 1 1 4
Ireland Passport Number Covernment B 28 79
Latvia Driver's License Number Government 2 3 1
<« 4
< Previous Page |1 v l of 17 | Next »
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Data Labelling

7 Detect content that matches these conditions

~\ Content contains ®

Default I Any of these ~ (I [§]
Sensitive info types

Credit Card Number High confidence v | © Instance count | 1 w|500 O @

EU Debit Card Number High confidence v i® Instance count | 1 to | 500 OB

EU National Identification Number Medium confidence v | ® Instance count | 1 w|500 |© M

Add v
Create group
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Data Lineage

LoadCustomer Activity
T Azure Data Factory ExecuteSsisPackage Activity

/ Edit O Refresh

Overview Lineage Contacts Related

I L Search for assets or processes

I:% SSIS Package

M Customers{N}.txt LoadCustomer.dtsx Customers
See details
LoadCustomer.dtsx details X
‘ L Search
48 Customers{N}... & Customers
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Data Stewardship report

Stewardship insights

View information about the health and performance of your data estate.

Asset curation © Asset data ownership ©

W Fulty curated ,
B W Owner assigned
Partially curated
1 00% B No owner
W Not curared
No owrer

Show data for :é, Data estate O Catalog adoption

Data estate health

Collection : (Root) Contoso

Collection Assets With sensitive classifications Fully curated Owner assigned No classifications
MasterCollection 4,036 A 5% © w00 @ 100% A 38%
entitytestmove? 1 © 0% Q Q Q 0%
entitytestmove? < . 25% A 5% A 5% ° 75%

Asset curation

_ Collection : (Root) Contoso )

Report generated on May 16, 2022 a1 1220 AM ©

Catalog usage and adoption ©

Monghly active users

19 b

Net new Deleted
Q

© o«

© 5%

« the KPIs tell what percentage of the data
estate does not have assigned data owners

and how many assets are fully, partially, and
not “curated”.

* The KPIs also help with a high-level view of
the catalog’'s adoption, which gives an idea of
whether there is significant return on the
Investment.
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